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BBegeHue

B naHHOM pyKOBOJICTBE JaHO OMUCAHUE MTPOIIECCa HACTPOUKU U aIMUHUCTPUPOBAHUS
ynpasisieMbix kommyTaTopoB cepurt TForis PSW. C Touku 3penust camoro mpoiiecca
HACTPOUKH, KOMMYTaTOpbl PSW cxo0u Mexy coO0M, B CBSI3U C 3TUM B JAHHOM
PYKOBOJICTBE B KaueCTBE 0a30BOTO yCTPOIMCTBA Oy/IeM paccMaTpUBaTh YIPaBIIsIEMbIH
kommyTaTop PSW-2G4F. Otnuuus ot [pyrux KOMMYTaTOpPOB CEpUU OYIyT YKa3aHbI
OTJZIEJIBHO.

Crmcok mojaepKuBaeMbIx QyHKITUNA U TTPOTOKOJIOB:
* Bcerpoennsiit WEB-untepdeiic
e Telnet
e SNMP vl
* KoHTpoJib 3aBUCaHUs BUICOKaAMEP
* MpeIBapUTENbHBIN MOIOIPEB TEPMOKOKYXOB;
* KabeJbHBbIN TecTep
» mpotokoisl pezepsupoBanusi STP(IEEE 802.1d), RSTP(IEEE 802.1w)
» Static VLAN (IEEE 802.1q)
* Flow Control (IEEE 802.3x%)
* Quality of Service (802.1p) (CoS, ToS(DSCP) )
* ympasierue myiabtukactoM IGMP Snooping v2

e SNTP

e SMTP

* Syslog

* CHCTEMHBIU XypHAI
e DNS

* yIaJE€HHBIA MUHT BUICOKaMEP
* CHUCTEeMa HaCTPOWKHU COOBITUI MHGOPMHUPOBAHUS



1. CBeTOoaAnoAHan nHANKauus

KommyTtatopsl TForis PSW umeroT 2 ¢cBeTOIMOIHBIX HHANKATOPA, MOKA3hIBAIOIINX
pexXuM paboThI mporeccopa kommyTtaropa. 1o uaaukatopsl DEFAULT u CPU.
(puc. 1.1) (Onucanvie 1 Ha3HAYEHHE JIPYTUX CBETOJIMOAHBIX MHAUKATOPOB CM. B
PykoBojcTBe 10 KCcIuTyaTanuu B pazzene 2.7 - DeMeHTbl KOHQUTYpUPOBaHUS U
KOHTPOJIS).

Puc.1.1. Uupukatopst DEFAULT u CPU
OcnoBHoe HazHaueHue uuaukatopa DEFAULT - unaukanus
HECKOH(DHUTYpHUPOBAHHOTO COCTOSIHUSI KOMMYTATOPa, COCTOSIHUS C 3aBOJICKUMHU
YCTaHOBKaMHU.

Nunukatop CPU yka3bIBaeT Ha peXuM pabOTHI ITpolieccopa:

1.

oy

—D> >
1 cex 1 cex

CPU: 1 cek ropur, 1 cex He TOpUT - HOpMaJbHas paboTa

2.

cry L H O M

100 ms 100 ms

CPU 100 mc roput, 100 MC He rOpUT - UHAMKALUSA 3aBUCAHUS KaMepbl( JIN0O
HET JIMHKA Ha MOPTY C BUJIEOKaMEpOH, In0o kamepa He oTBeyaeT Ha Ping), a
TaK)Ke MHIUKAIUA aKTUBHOTO COCTOSTHUS CyXHX KOHTaKTOB.

3.

CPU L1 L1
Default D ]

300 ms 1sec

CPU u Default ropst 300 mc, 1 cex He TopsT. - HEUCIIPABHOCTh HA alapaTHOM WJIU
nporpaMMHoOM ypoBHe. Onucanue omuoku cmotpu B WEB unTepdeiice mo anpecy
XX.XX. XX/test.shtml, rne XX.XX. XX - [P agpec kommyTtatopa.




2. YnpaBneHne KOMMyTaTOpOM

2.1 Ulhmepgpeucnl ynpasreHus

KommyTtaTtopel PSW HMEOT HECKOJIBKO BApUAHTOB TUCTAHIIMOHHOTO
ynpasinenusi: WEB-untepdeiic, Telnet, SNMP.

WEB-unTepdeiic conepxut Hanbosee MoaHbli Ha0op KOHTPOJIUPYEMBIX
napaMeTpoB, CHAOKEHHBIX OAPOOHBIMU Pa3bsiICHEHUAMU. B koMMyTaTopax
uHTepQEic IpeICcTaBlIeH Ha PYCCKOM U aHTJIMMCKOM si3bIkax. [lonkimtouenne k
KOMMYTATOpy BO3MOXHO pHu rioMoIiu oosranoro WEB-6pay3epa.

Telnet mpencrasisier cob0it albTepHATUBHYIO (HOPMY KOHPHUTYPUPOBAHUS
YCTPOMCTBA MOCPEICTBOM KOHCOJIBHOTO MPUJIOKEHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasneane SNMPv] Ha 1aHHBI MOMEHT PEAIM30BAHO B TECTOBOM
BapUaHTE, U HE BCE KOMaH/bl MOAJIEP)KUBAIOTCS B MOJHOM 00beme. Pexomenayercs
ucnosibzoBaTth SNMP 117151 MOHUTOPHUHTA, a HE JJI yIIPaBICHUS.

2.2 YnpaeneHue yepe3 WEB-unmepgelc

2.2.1 NepBoOe nogkrno4YeHne K KOMMyTaTopy

[Ipu nepBOM BKIIFOUEHHUH, KOMMYTATOP UMEET CIEAYIOIINE HACTPOMKH 10
YMOJYaHUIO:

IP anpec: 192.168.0.1
Macka nojiceTu: 255.255.255.0
Jlorun/I1aposib HE 3aJ1aHbI
Vopasnsroumii VLAN 1

DHCP xmuent BBIKJTIOUCH
STP BBIKJIIOUECH
Telnet BKJIIOUCH
SNMP BBIKJTIOUCH

[lepen nmoakmroueHneM yoeIuTech, YTO CeTeBast KapTa KOMIbIOTEpa HAXOAUTCS
B TOM K€ MOACETH, 4TO U KommyTaTop (192.168.0.%).

3amyctute BeO Opaysep u B afpecHoi cTpoke BBeauTe [P anpec kommyTaTopa.
(puc 2.2.1.1)



€ http://192.168.0.1/ > B G X | Fort-Telecom PSW...

o

Puc. 2.2.1.1. [loaktoueHue K KOMMYTaTOpPY

[Tocne moaKIr0YeHHsI, MbI TOJKHBI IONACTh HA TJIaBHYIO CTPaHUILy web-
unTepdeiica.(puc 2.2.1.2)

- - e —~ - —— - —
a'\wj@ http://192.168.0.2/ - 8 & X|e Troris Psw-264F u s

Port 1 2 4 5 6

T Fortis | i M- - TFortis PSW-2G4F

Main Main (T1asmas crpanmma) —

v Basic Settings
_ TraBsas CTPAHINA COMEPANT CEOTEYIO HEGOpMAIED
Serial number 0 « Device name - EA3EaHIE YCTPORCTEL

« Device location - MeCTOPACTONOKEHIe YCTPOiCTEA

Firmware version 00.01.01 + Contact information - xorTaxTs oGcyramaomet
oprammsaimm
Bewi e 01.00 o STy - expm T e
+ Firmware version - Bepcif TpOrPaMMHOT0 0Becrederis
MAC CO11:A6:04:00:02 « Bootloader version - 5epcns sarpy3uiKa
» 19216802 « MAC - Gsmieckui anpec VeTpoiicTsa
- o IP - ceTeEOif aIpec YCTpOiCTE
+ Mask - Macka noacets
R ZEBEOIB0 + Gateway - cetesofi anpec
= « DNS - cetesofi anpec DNS£#b5e,
System Up Time 0d. 01h. 38m. 37s. + DHCP - pesant pabors: DHEP: crajileckuii anpec wi
DHCP mest.
« System Up Time - npozormiurress3Wes pasoTst
STP/RSTP ST KOMMYTATODA C MOMEHTA BKITIQUeHHS
+ Time, Date - pess i Iara{QRuysegiPe o IPOTOKOTY.
SNTP.

« UPS - namrune MOAyIs GeciepeGofiHOro mTasmLs.

e
GecnepeGoitroro muTanms (TONBKO Ha YCTPOHCTEAX ¢

IV setsics | nosmemaok Sootopeomors

+ Power source - ieTousiK mirasns: AKB I ceTeoe

HanpAReHHe (TOMBKO A YCTPONICTBAX C NOMEpKOl
GecnepeGoiizoro miTasms)

« Estimated battery time - onerouoe EpeMs paGoTs!

TS T TR T 7 A

Ha ycTpolicTBax ¢ noAepKofi Gecrepe6oitoro mirams)

« STP/RSTP - npotoxonst pesepsnposass: STP mm RSTP

 VLAN - crmicox akTiBESK VLAN L

« QoS - axTBEOCTS Mexarm3Ma Quality of Service

« IGMP Snooping - I0AZepiKa MeXaHHIMA YIPABTEHIT

IpYIIaMH MHOT0aXpeCKOi pACCHUIKI

« ‘Comfort Start - nmasssii cTapt Kavep

« Auto Restart - a5TOMATINECKAT IePE3arpy3Ka 3ABHCIIIK

A
M= « SVSI0G - OTINARKA CONDTTERHIT O CODRTHIX MO THOTOKOTY

Puc. 2.2.1.2. Web-unrepdetic

Web-unrtepdeiic MOXHO pa3aenuTh Ha 4 30HBI - (Ppeiima, Kak MOKa3aHO Ha PUCYHKE
2.2.1.2:

1 - GOKOBOE MEHIO, YEPE3 HETO OCYIIECTBISETCSA JOCTYII K Pa3IMYHbIM
rpyImnam HaCTPOUKH

2 - OCHOBHOM (ppeiiM, coepxKalIHil TpyIiy HACTPOEK

3 - cipaBKa 10 JAHHBIM HACTPOMKaM

4 - mamnka c coctosiHueM JinHka U PoE Ha nopTax (aBTOMaTtuyecku
oOHoBIsIeTCs Kakapie 10 cexyH)

IIpumeyanue: pu 3aBOJICKUX HACTPOMKAX JIOTMH U MApOJIb I IOCTyIIA K
web-uHTepdeiicy He yCTaHOBIICH, B TTOCIEIYIONIEM PEKOMEHAYETCS OTPaHUYUTh
JIOCTYII, YCTAHOBUB JIOTMH U NIapoJib. [Ipu 3TOM Ka)xaoe mociaeayomme
MOIKJTIOYCHHIE K KOMMYTaTopy OyAeT COMPOBOKIATHCS CTAHAAPTHBIM JHATIOTOBBIM
OKHOM ayTEHTU(PUKALINH.



2.2.2 CeTeBble HAaCTPOMKMU

Basic Settings — Network Settings
B nanHOM paszerne yka3pIBarOTCSl OCHOBHBIC CETEBBIE HACTPOWKH KOMMYTATOPA.

MAC: co M AE 04 00 02
IP: 192 168 O 2

Mask 285 265 25 O

Gateway 255 265 255 255

DNS 255 265 2556 255

DHCP Mode Disable ~

Puc. 2.2.2.1 CereBble HaCTPOUKH

MAC - ®usnueckuit aapec yctpoicTsa. (JomkeH ObITh YHUKAIbHBIM IS
KaXKJIOTO CETeBOro ycrpoiictBa) B kommyTtaTope xpanurcs 2 MAC anpeca:
MOJIL30BATENIbCKUI U 3aBOJICKOM. [Tonb3oBarensckuit MAC aapec 4oCTyneH s
penaktupoBanus B nojae MAC, a 3aBOJCKOI MPOUIUT IPU IPOU3BOJICTBE U
HeJoCTyneH Ay u3MeHenus. [Ipu nepBom 3amycke, noas3oBaTenbckuiit MAC aapec
paBeH 3aBojickoMmy. Ecnu nonb3oBarensckuit MAC azipec n3MEHEH U He paBeH
3aBOJICKOMY, TO €My OTJIA€TCsl IPUOPUTET U OH HCIIONB3YETCs I UACHTU(DUKAIIIH
ycTpoiicTBa B cetu. O1HaKo, 0€3 KpailHelt He0OX0JUMOCTH, HE PEKOMEHIYEM MEHSATh
MAC anpec, NOCKOJBKY OH rapaHTUPOBAHO 00ECIIEUNBAET YHUKAIbHOCTh
komMmyTaTopa. [Tocnennue 2 Gaiita 3aBojckoro MAC aapeca cOCTaBiSIOT CEPUIHBIM
HOMep ycTporicTBa. 3aBoackoil MAC agpec HaHECEH Ha HAKJIIEMKE U pa3MEILEH Ha
KOpPITyCE U Ha NIEYaTHOM IJIaTe KOMMYTaTopa.

IP - CeteBoit aapec ycrporictBa. [Ipu paboTe B nipeaenax ofHON MOACETH
HE00X0IMMO 00€CTIeUnTh YHUKAIIbHOCTh CETEBOTO ajipeca.

Mask - Macka noacetu

Gateway - CereBoli agpec nuito3a. Eciau 1103 He HCIOJIb3yeTCsl, TO OCTaBbTe
3HAYEHUE N0 YMOT4YaHuto: 255.255.255.255

DNS - CereBoii anpec DNS peconBepa. Mcnionb3yercs B HEKOTOPBIX
GYyHKIMAX Ui TpeoOpa30BaHus CUMBOJIBHOTO HMEHHU XOCTa B €0 CETEBOM ajpec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAYEHUE 110 YMOIYAHUIO: 255.255.255.255

DHCP Mode - Bb160p pexxuma padbotsl ¢ npotokoaom DHCP:

1. Disable - DHCP otkmtouen. KommyTaTop UCIONB3YET CTATUYECKUE CETEBbBIE
Hactpoiiku. (IP, Mask, Gateway u ap.)

2. Client - BxkntoyeHe pexxuma DHCP knuenrta. KommyTaTtop nosmydaer
CETeBbI€ HACTPOIKM aBTOMATUYECKHU ITyTEM IIMpPOKOBeaTenbHoro 3anpoca k DHCP

cepepy.



2.2.3 HacTtpoinka nmeHu nonb3oBaTens U napons

Basic Settings — Admin Access

B nanHOM paszpene coaepaTcs HACTPOWKH YYETHOH 3alIMCH aIMUHUCTPATOpPA.

Current User Name
New User Name
New Password

Password Confirm

Puc. 2.2.3.1 Hactpoiiku nMeHH NOIB30BATENS U APOJIIS

IIo YMOIYAHUIO YUYCTHAA 3allMCh aIMUHUCTPATOPA OTKIIIOYCHA, 1 JJI OTPAHUYCHUA
A0CTYyIIa HACTOATCIIbHO PCKOMCHAYCTCA 3aBECTU YUCTHYIO 3allMCh aIMUHUCTPATOPA.

Current User Name - TekyIiiiee uMs M0JIb30BaTENs
New User Name - HOBO€ UM T10JIb30BATEIIS

New Password - HOBbII TapOJIb

Password Confirm - noarsep:ieHre napoJs

[Tocne mpumMeHeHus mapaMeTpoB, €CIU BCE MPOIUIO YCIENTHO, 0TOOPa3UTCs
cooOuienue "Parameters accepted" v noTpeOyeTcsi NPOUTH aBTOPU3ALIUIO, BBEIS
JIOTHH Y TIApOJIb.

[Ipu cooOiiennn 00 omunodke, MONpoOyHTe BBECTU JJAHHBIE €lIE Pas.

Ipumeuanmne 1: J[anHbIC MO ABISAIOTCS 003aTEILHBIMU JIJIS1 3ATIOJTHEHMUS.
MakcumanbHas JJIMHA - 8 CUMBOJIOB. SI3bIK BBO/JIA - AaHTJIMUCKUH.
Ipumeuanmne 2: Ilosst peructpo3aBucuMele. T.e. ecTh pazHuia Mmexay "Admin" u
n M ||

admin".

2.2.4 OnncaHune yctpoucTea

Basic Settings — Device Description

Device Name
Device Location

Service Company

Puc. 2.2.4.1 Onucanue ycTpoiicTBa

Device Name - Ha3zanue ycrpoiicTBa

Device Location - Pacrionoxxenue ycrporncrsa

Service Company - KontaktHast uHpopmaiiusi 00CiIyK1uBaroeid KOMIaHuu Uin
OTBETCTBEHHOIO JIUIIA



JlaHHbIE MO SBJISIFOTCS] HEOOSI3aTEIbHBIMHU IS 3aTIOJTHEHUS U CITYKaT JIUIIb JJIsI
yHOPOILEHUs UACHTU(DUKAIIME KOMMYyTaTopa. MakcuMasbHas IIMHA 3anucei - 64
CHUMBOJIA IIPU UCIIOIB30BAHUY AHTJIMMCKOIO SI3bIKA U 32 CUMBOJIA IIPU
WCIIOJIb30BAHUU PYCCKOTO.

2.2.5 HacTtpouka Telnet

Basic Settings — Telnet

State | Enable -

Puc. 2.2.5.1. Bxirouenue Telnet

Telnet - npoToko 715 peanu3anuy yJalEHHOrO YIIPaBICHHS CETEBbIM
o0opy0BaHNEM, OCHOBaHHbIN Ha npoTokosie TCP nopt 23.

[To ymomuanuto Telnet BKIIOYEH, 110 JKEITAHUIO €r0 MOKHO OTKIIIOUYHUTh.
JloruH u mapois 1 qocryna k Telnet Takue ke, 4TO UCIIOJIB3YFOTCS IS IOCTYIIa K
web-unrepdeiicy.

bonee moapo6HO KoOHPUTYpUpOBaHHe Mpu Tomoiy Telnet paccMoTpeHo B pasjene
2.3.

2.2.6 HacTtpouka SNTP

Basic Settings — SNTP
State Enable ~
Server IP address | 192 168 0 81
Time Zone 6 -
Period 10 -~

Puc. 2.2.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — npoTokos1, ¢ TOMOIIbIO KOTOPOTO
KOMMYTaTOp CHHXPOHH3UPYET CBOM BHYTPEHHHUE YaChl C BHEIITHUM CEPBEPOM
TOYHOTO BPEMEHHU.

KomMyTatop He COIep>KUT BCTPOCHHBIX YaCOB PEATLHOTO BPEMEHU, MMOATOMY JIJIS
MOJTYYEHHUsI CBEJICHUH O TEKYILIEM BPEeMEHHU HEOOXO0IUMO UCTIOB30BaTh MPOTOKOT
SNTP. Ilpumenenue nporokona SNTP He sBrsercst o0s3aTeIbHBIM, OCHOBHBIE
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byHKIIMA KOMMYyTaTopa HUKaK He cBs3aHbl ¢ SNTP. Omnako, 118 ynpoieHus
aJIMUHHACTPUPOBAHHS KOMMYTATOP MOJIEP)KUBAET 3alHCh KypHaIa COObITHIA B
«YEPHBIH SIIUK», OTIPABKY syslog- u e-mail- coobmenuit o coObITHIX
aAMUHUCTpATOpy ceTu. M B 3Tu cooOlenusi, npu BKIOUeHHOM NpoTokojie SNTP,

n00aBigeTCs ITaMIT BpEMEHH, YTO B CBOIO OYEPE]Ib MOXKET IOMOYb aIMUHUCTPATOPY

pU OOCITYKUBAHUH CETH.

Orpanunuenusi Ha SNTP-cepBep:
1. B 0HOM ceTH MOXET HaXOAUThCA TOJbKO oauH SNTP cepsep
2. nmoanepxkuBaetcs Toybko IPv4 anpec cepepa

ITapameTpbl HACTPONKMU:
State — cocTosiHue
Server IP address - IP aagpec cepsepa
Time Zone - yacoBoii nosic (otkiaoHenue ot UTC)
Period - nepuos BpeMeHU CHHXPOHHU3AIMH C CEPBEPOM.(B MUHYTAX)
Synchronize — npuHyauTeNbHASE CHHXPOHHU3ALMSI BpEMEHU (U1 POBEPKU
HACTPOEK)

2.2.7 HacTpouka sisbika web-nHrepdenca

Basic Settings — Language

Language | English
Eh
Apply

Puc. 2.2.7.1. Be16op si3bika

KoMMyTaTOop nMeeT BO3MOXKHOCTb BBIOOpA A3bIKa A1 web-unTepdeiica.

[TopnepxxuBaercs 2 A3bIKa: PyCCKUM U aHTIIMUCKUN. [I0 yMOI4aHuio yCTaHOBIIEH
AHTTIMHACKUI SI3bIK, OJTHAKO €r0 MOYHO IMIOMEHATh Ha PYCCKUM, HO MPU 3TOM HYKHO
yOeauThCsl 4TOOBI HE ObLIO MPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.
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2.2.8 Hactpouka noptoB
Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE

1 Enable ¥ | Auto hd Disable Auto hd
2 Enable ¥ | Auto A Disable Auto v
3 Enable * | Auto v Disable Auto v
4 Enable ~ | Auto hd Disable Auto hd
5 - 1000MIFLll - Disable -

6 * || 1000M/Full ¥ | Disable ~

Puc. 2.2.8.1. Hactpoiika mopToB

JlocTyIHBI clieyouie napaMmeTpol nopTa:

1. State - CocrosiHue nopra. [1opT MOKHO IPUHYAUTEIBHO BBIKIIFOUUTH, ECIIU OH
He ucnoibizyercs. [Ipu 3ToM uepes mopt He OyAyT UATH JaHHBIE U HE OyIeT
MOJIHUMATHCS JIMHK Ha MOPTY.

2. Speed/Duplex — CkopocTs/nymekc. [1o — ymMouaHui0 yCTaHOBJICH PEXKUM
aBTOOTPEJIEICHHS], KOTOPBI aBTOMATUYECKH MOJCTPAUBAET CKOPOCTh U PEKUM
nyruiekca. Bo3MOXHO B pyUHYIO YCTAaHOBUTH CKOPOCTh U JYIUIEKC, HO HY>KHO
OBITh MOJIHOCTHIO YBEPEHHBIM, UTO YJaJI€HHAs! CTOPOHA MPUMET TaKHe
Hactpoiiku. /[ moproB GigabitEthernet HemocTymHO yripaBieHue
COCTOSIHUEM IOPTa U CKOPOCTBIO.

3. Flow Control - Ynpasnenue notokom nepenauu ganubix (IEEE 802.3x)

4. PoE - Power over Ethernet (muranue nosepx Ethernet). [{ns koMmmyTatopoB
PSW-2GA4F cymectByeTr BO3MOXKHOCTB ynpasisaTh TonbKO POE mo Bapuanty A
(nporokonsHoe PoE). Ynpasnenue PoE no Bapuanty B (Passive PoE)
OCYUIECTBIISIETCS] IEPECTAHOBKOM COOTBETCTBYIOLIUX MEPEMbIYEK Ha IUIaTe.

[Ipo xondurypuposanue PoE nepembrukamu cMm. B PykoBoicTBe 1o
SKCIUTyaTaluu B pazjene 2.7 - DIeMeHThl KOH(QUTYPUPOBAaHUS U KOHTPOJIS.
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2.2.9 CocTosiHME NOpPTOB
Ports — Port Status

Port | State Link | Speed Duplex Flow Control | PoE SFP

1 Blocked | Up 100M | Full-duplex | Disable OFF
2 Enable | Up 100M | Full-duplex | Disable OFF
3 Blocked | Down | - - - OFF
4 Enable | Up 100M | Full-duplex | Disable OFF

5 Enable Down | - = - -

& Enable Down | - = - -

Puc. 2.2.9.1. CoctostHue nopToB

Jns kommyTtaropa PSW nocTynHel cienyronye napameTpsl nopTa:

1. State - CocrosiHue nopra. (BKJIIOUEH/BBIKIFOUEH/3a010KUPOBAH(IIPU
BKJIFOUEHHOM TipoTokosie RSTP))
Link — CocrosHue nuHka
Speed/Duplex - CxopocTs/aymiekc
Flow Control - Ynpasnenue norokom nepenauu ganubix (IEEE 802.3x)
PoE - Power over Ethernet (mutanue mosepx Ethernet).

A SR

o

SFP — JlononHuTebHAsA HHpOpMAIUs 0 TOAKII0UeHHBIX SFP Moaysx.
OTtoOpaxkaetcs nHbopMalus, U3 BHyTpeHHEH nmamsti camoro SFP Momys,
OHa TpOoIIKTa Ha 3aBoje-u3rorosuresne. Knomnka «Detail» craHoBUTCS
AKTUBHOW MPH MOJKIFOYEHHOM MOMYJIE.

Baskno: nannyio nHpOpMaInio yka3ana Mporu3BOIUTENb, HO TTOCKOJIBKY ATa
nHpopmarus HeoOs3aTeNbHAs, TIPOU3BOIUTEH MOXKET €€ HE YKa3aTh WU
yKa3aThb HE TOYHYIO WK HEBEPHYIO nH(popMmaiuto. [losTomy He cTOUT
BOCIIPUHUMATH 3Ty UHGOPMAIMIO KaK OCHOBHYIO, a JIUIIIh KaK

BCIIOMOT'aTCJIIbHYIO.
Port Status
Name SFP 1
State Enable
Vendor FINISAR CORP.
Vendor OUL
Vendor part number SFP-BX20-D A0
Vendor Rev A0
Identifier SFP
Connector LC
Ethernet Compliance Code 1000BASE-LX
Link Length long distance (L)
Fibre Chamnel Technology Longwave laser (LC)
Fibre Chammel Transmission Media -
Fibre Channel Speed -
Encoding code 8B/10B

TX Laser Wavelength 1550

Back

Puc. 2.2.9.2. Unpopmanus uz SFP moxyns
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2.2.10 HacTpouka cnucka cobbiTum

Events — Event List

KommyTtaTop PSW nMeet mupokre BO3MOKHOCTH IO 0OECTICYCHHIO y100CTBA
aIMUHUCTPUPOBAHUS CETH U TIOJIJIEPIKAHMSI €€ B pa0OTOCITIOCOOHOM COCTOSIHUM.
BaxxHy10 poJib B 3TOM HTpaeT MEXaHU3M HEMEUICHHOTO YBEIOMIICHHSI
aJIMUHUCTPATOPA O TIPOU3OIIEIIINX COOBITUIX TTOCPEICTBOM PA3THUHBIX
MeXaHU3MOB, Takux Kak Syslog, SMTP (e-mail) miu SNMP Trap.

B xomMyTaTope numeercss BO3MOXKHOCTh THOKO HACTPOUTh pPearupoBaHue
TOJIbKO Ha MHTEPECYIOITUE COOBITHS U MPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb
BaXKHOCTH (TOJIBKO 17151 TpoToKkoia Syslog). Yposuu mensitorest ot 0 1o 7, rae O -
HAaWBBICIINKA YPOBEHb BaXKHOCTH.

OO6menpuHsTa CIeayronas rpajaanus ypoBHEH:

* (0) Emergency: cucrema HepaOOTOCIIOCOOHA

* (1) Alert: cucrema TpeOyeT HEMEIJICHHOTO BMEIIATEIbCTBA

* (2) Critical: cocTosiHuE CUCTEMBI KPUTHUUECKOE

* (3) Error: coo0mieHust 0 BO3HUKIIUX OIIHOKaX

* (4) Warning: npeaymnpexaeHus 0 BO3MOXXHBIX MTpodieMax

* (5) Notice: cooO1ieHust 0 HOpMaJIbHBIX, HO BAXKHBIX COOBITUSIX
* (6) Informational: nadopmanoHHBIE COOOIICHUS

* (7) Debug: otnagounsie COOOIICHUS

Hcnonb3ys Takoe JIOTMUecKoe pa3/ieieHHe YPOBHEH BaXKHOCTH COOBITUM, HA CTOPOHE
cepBepa MOKHO MO-pa3HOMY UX 00pabarteiBaTh. Hampumep, cooOIIeHnst 0 COOBITHAX
C YPOBHEM 6,7 MOTYT MPOCTO THCATHCS B )KypPHAII COOBITHH, @ COOOIIEHUS O
coObITUSIX ¢ ypoBHEM (-3 BBIBOISATCS OMEPATOPY.

HacTpoiiku pa30ouThl Ha HOATPYIIIBI IO KATETOPHSIM:

- Port.link - uamMeHenue craryca auHKa

- Port.PoE - usmenenue craryca PoE

« STP/RSTP - uzmenenue tonosioruu STP/RSTP

« Autorestart.link - nponan nuHK npu akTUBHOW QyHKIIMU Auto Restart

- Autorestart.ping - y1ajieHHOE yCTpoicTBO HE oTBeTHIIO Ha PING nipu
akTuBHOM (yHKIMU Auto Restart

« System - U3BMEHEHHE COCTOSHUS CUCTEMBI(TIepe3arpy3ka, 0OHOBIIEHHE, COPOC
Ha 3aBOJICKHE YCTAaHOBKH U JIp.)

- UPS - usmenenue B paboTe Moy OecrepeOoiHOTO MUTaHus (TOJIBKO B
BEPCUU C MOIyJieM OecriepeOOMHOTO MTUTAHNS)

- Access control - coObITHE OT CUCTEMBI KOHTPOJISI IOCTYyMNA (CyXHe KOHTAKTHI)
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[To yMOT4aHUIO aKTUBHBIMU COOBITUSIMU YCTAHOBJICHBI:
* W3MCHEHUE JINHKA,
* mpu akTuBHOU (pyHKIIMM Auto Restart mporan JIMHK WK YCTPOHUCTBO HE
orBeTusio Ha PING
* u3MeHeHHue B paboTe Moays 6ecrepeOoHOTo MUTaHus (TTePeXo] Ha TTUTaHKE
ot AKDb u ap.) (TOJIbKO B BEpCHUH ¢ MOJTyJIEM ¢ OecriepeOOMHBIM TUTAHUEM )
* COOBITHA OT CUCTEMBI KOHTPOJIS JTOCTYIIA.

[Tpu ucnonap30BaHUK KOH(PUTYpALUHU IO YMOJIYaHUI0, BbI Mosry4yaeTe TOiabK0
OCHOBHYIO BOXKHYIO HH(OPMALIHIO, KACAIOLIYIOCS HCIPaBHOTO (yHKIHMOHUPOBAHUS
CUCTEMBI, 0€3 3arpy3k1 MEHEE BaXKHbIX COOOILIEHU.

Parametrs State | Level

Port link 4 (4) Warning -
Port.PoE {7) Debug -
STP/RSTP {7) Debug -
Autorestart link | [@ (4) Warning A
Autorestart.ping | ¥ {(4) Warning -
System {7) Debug -
UPS -
Access control i (4) Warning -

Puc. 2.2.10. Criucoxk coObITH

2.2.11 Hactpowmka Syslog
Events — Syslog

Syslog — cTanmapT oTIpaBKU COOOIIEHUN O TPOUCXOISAIINX B CUCTEME COOBITHSIX
(;toroB), ucnogne3ytomuiics B [P cetsix. [Ipotokon syslog npocT: npu HacTyIUIEHUH
OTIPEICIICHHBIX COOBITHIA, KOMMyTaTOp PSW mockuiaeT KOpoTkoe TEKCTOBOE
cooO1ieHue, pazmepom MeHsble 1024 6aitt noyyatento coodmmenus. CooomeHus
ornpasisitorest mo UDP (mopt 514). Syslog ucnonb3yercs amnst ynoocTa
aJIMUHUCTPUPOBAHUS U o0OecrieueHus: MHOOPMAITMOHHON 0€30MaCHOCTH.

B xomMmyTaTrope uMmeercsi BO3MOKHOCTh THOKO HACTPOUTH TOJIBKO HHTEPECYIOIINE
COOBITHS ¥ PUCBOUTH UM COOTBETCTBYIOIINI YpoBeHb BaxkHOCTH. (Bkinaaka Events
— Event List ) YpoBau mensitorcst ot 0 10 7, riae 0 - HauBBICIINIA YPOBEHb
BAKHOCTH.
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OOmenpuHaATa claeayromas rpaiainus YpoBHE:

* (0) Emergency: cucrema HepabOTOCIIOCOOHA

* (1) Alert: cucrema TpeOyeT HEMEUICHHOTO BMEIIATEIhCTBA

* (2) Critical: cocTrosiHrEe CUCTEMBI KPUTUUECKOE

* (3) Error: coo0mieHust 0 BO3HUKIINX OIIMOKaX

* (4) Warning: npeaynpexaeHusi 0 BO3MOXKHBIX MpobaeMax

* (5) Notice: cooO1ieHHsI 0 HOPMAJIBHBIX, HO BAXKHBIX COOBITHSX
* (6) Informational: uadopmarmonabie COOOIICHUS

* (7) Debug: otnagounbie COOOIICHUS

Hcnonb3ys Takoe JIOrMuecKoe pas/ieiieHlue YpoBHEH BaXKHOCTH COOBITUM, Ha
MPUEMHOM CTOPOHE MOKHO MO-pa3HOMY UX oOpabateiBaTh. Hampumep, cooOienus o
COOBITHSIX C ypOBHEM 0,7 MOTYT IIPOCTO MHCATHCS B KYpHAJT COOBITHIA, & COOOIICHUS
0 coOBITUAX C YypoBHEM (-3 BBIBOIATCS OMEpaTopy.

®opmart Syslog coodmennst
CornacHo cranaapty Syslog coobmenne nmeer cieayromui Gopmar:
<ypoOBeHb BaxXHOCTU><7aTa U Bpems><IP anpec ornpaBurens><cooOuieHne>

IIpumeuyanune: oOpaTUTe BHUMAHUE, YTO B MOJI€ </1aTa U BPEMS> MOJCTaBISAETCS
JlaTa v BpeMsl oJly4eHHbIe 10 npoTokoiny SNTP. Eciu naHHbIe BpeMeHHU He
nosryueHbl i SNTP He HacTpoeH, TO B moJie <iara U BpeEMs™> NOJACTABISAETCA BPEMS
B CEKyHJaX, IPOILICALIEE C MOMEHTA BKJIFOYEHU KOMMYTATOPA.

PaccmoTpum 310 Ha pumepe. [lycTh y Hac gaHO cooOIIeHue, TOTyYeHHOE
nporpammoit Wireshark:

LOCALO.WARNING: <245>192.168.0.2 Port #4 Link up

Puc. 2.2.11.1. SNTP He HacTpoeH
Kak BUAUM, BPEMA HC HACTPOCHO, IIOACTABJICHO 3HAYCHHUEC C MOMCHTA CTapTa.

LOCALO.WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down

Puc. 2.2.11.2. SNTP nactpoen
A Temnepb COOOIIEHNE UMEET CTaHIAPTHBIN IIITaMIT BPEMEHHU.

Hacrpoiika Syslog Ha koMmMyTaTOpe
HacTtpoiika Ha KOMMyTaTOpe HE pecTaBisieT oco0oi cioxHocTu. IlepBoe, uto

HY>KHO CZeJIaTh — 3TO BbIOpaTh MHTEPECYIOIINE COObITUS BO BKiIajike Events —
Event List. Hanpumep, Hac uHTepecyeT coObITHE U3MEHEHHUS JIMHKA.
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trap:

Port.link 7 (4) Warning -
Port.PoE (7) Debug -
STP (7) Debug -

Puc. 2.2.11.3. Beibupaem coObiTHE
3atem Bo Bkiaake Events — Syslog Settings BkiirouaeM paboTy ¢ MPOTOKOJIOM

Syslog u ycranaBnuBaem IP agpec cepBepa, Ha KOTOPBIA OyyT MPUXOAUTH
COOOIIIEHUS.

State Enable

Server IP address | 192 168 O 104
Puc. 2.2.11.4. Hactpoiika Syslog
IHony4yenue Syslog coodmennii

[Tocne HACTPOMKM KOMMYyTaTOpa, MEPEX0o M K HACTpOIKe cepBepa.
Paccmotpum npumep st OC Windows. CyiiecTByeT 00JbIIIOe YHCIO MPOrpaMM st
paboThI ¢ syslog-cooOmienusiMu. BoT HeKoTOpbIe U3 HUX:

» Kiwi Syslog

» Syslog Watcher

e Datagram SyslogServer Suite
* syslogbroadband

* LogZilla

* Syslog Server Free Tool

OcranoBum cBoit BeiOOp Ha nporpamme Kiwi Log Viewer - ato OecriaTHas
ynporieHHast Bepcus mporpammel Kiwi Syslog Server. Ho Tem He MeHee oHa
YAOBIIETBOPSIET TIOCTABIICHHBIM 33]1a4aM.

Anpec nns 3arpy3ku - http:// www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MPOTrpaMMBbl HE OTJIMYAETCS 0CO00M CII0KHOCTHIO, €TUHCTBEHHOE, B OKHE
Chose Operating Mode ycranoBute Install as Service (B atom cityuae Kiwi Syslog
YCTaHOBUTCS Kak ciayx0a: Oyner 3amyckaThes nmpu ctapte OC U pe3uIeHTHO CUAETh
B Tpee)
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@ Kiwi Syslog Daemon 8.3.48 Installer [il_lﬂ

. Choose Operating Mode
WI The program can be run as a Service or Application

@ Install Kiwi Syslog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

() Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back l[ Next > J [ Cancel ]

Puc. 2.2.11.5. Ycranoska nporpammel Kiwi Syslog

[Tociie ycTaHOBKH, 3aIycKaiTe mporpaMmmy. [1o yMoirdaHuIO B IJIaBHOM OKHE OyIyT
0TOOpakaThCs BCE MPUHATHIE COOOIIEHHS. ITH COOOIICHUS TTUIITYTCS B TEKCTOBBIIN
daiin. Taxke ecTb BO3MOKHOCTh HACTPOUTH MEPECHIIKY Ha email.

Kiwi Syslog Daemon fe

e Edit View Help

----- =)

Date Time Priority Hostname  Message
09-20-2013 10:34:54 Locald.Waming 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: portlink.FE3.state.="1"
09-20-2013 10:34:53 LocalDd.Debug 192.168.0.1 Sep 2010:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology change.="1"
09-20-2013 10:34:50 Locald Warming 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port link FE3 state ="0"

100%  3IMPH 10:35  09-20-2M3

Puc. 2.2.11.6. I/IHTepq)e?c nporpammbl Kiwi Syslog
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2.2.11.1 Cnucok coob6weHun Syslog

Tabmuua 1. Crncox Syslog coobmienmii

Port #1 Link Up/Down

N3menenue auHKa

Port #1 PoE A Up/Down

N3meneunne PoE

STP topology changed

HUsmenenue Tomonoruu STP/RSTP

Port #1 Autorestart: no link

Hponan JIMHK ITPpHU BKIIFOYCHHOM KOHTPOJIC
3aBUCAHUSA KaMEp IO KPUTCPUIO JIMHK

Port #1 Autorestart: no reply to Ping

OrcyrcTBYeT oTBET Ha 3anpockl PING npu
BKJIIOYEHHOM KOHTPOJI€ 3aBUCAHUS KaMep
no kpureputo PING

Web-interface authentication: Ok

Bxon na WEB-untepdeiic ¢ maponem

Update firmware x.x.X

Oo6Hosienue [10

Default settings

COpoc HacTpoeK Ha 3aBOJICKHE YCTAaHOBKU

Clear ARP cash

Ounctka ARP ks11a kommyTatopa

Start after power reset

Crapt PSW nociie cHATHS TUTaHUS

Start after reset

Crapt PSW nocne nepesarpysku

Voltage on battery is low
42V)

(below than

Huzkoe nanpsbxkenue Ha AKb

Power souce is battery/
Power souce is external VAC

Wctounuk nutanust PSW ( AKbB nnmn
CEeTeBOE HaANPSIKEHHUE)

Sensor 0 (Tamper) is active! AKTUBEH aTduK BCKpbITHs (11t PSW-2G+
u PSW-2G6F+)
Sensor 1 (Dry contact) is active! AKTHBEH BX0/J] ceHcopa (CyXOTo KOHTaKTa)
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2.2.12 Hactpoiika SMTP
Events — SMTP

KpaTrkuii ciuicox TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) mpotokoi nepenauu e-mail cooOieHuit mo
cet. SMTP ucnosnbs3yercs s nepeayn cCOOOIIEHU Ha TOYTOBBIN cepBep. s
MOJIYYEHHS COOOIEHUI C MOYTOBOTO CEPBEPA KIMEHTCKUE MPHUIIOKEHUSI OOBIYHO
UCIOIB3YIOT TpoToKoJbl POP 6o IMAP.

ITapamMeTpbl HACTPOUKMU:

State — cocrosaue SMTP

Server IP address - IP anpec moutoBoro cepeepa

Server domain name - JOMEHHOE UMsI IOYTOBOTO CEpBEPA

Port - Homep TCP nopta, yepe3 KoTopblii mporucxoaut oTnpaska muceM (0 - 65534).
[1o ymomuanuzo 25.

Sender e-mail address - mouToBBIif ajipec oTnpaButens. B nuceme oToOpaxkaeTcs B
nose From

Receiver e-mail address - moutoBbIii afapec nonyyarensd. B nucbme orobpaxaercs B
nose To. JJ1s 1OMOJHUTENBHBIX BO3MOXKHOCTEH MOJIB30BaTENCH TOCTYIHO /10 3
TOJTyYaTeJIeH.

Subject - TemMa nuceMa.

Login, Password - 1oruH 1 mapoJib, €CJIM OYTOBBIN cepBep TPeOYyeT MpoLeaypy
ayTeHTU(PUKAIIUU.

Ecau 3T noJsist 3aroHEHbl, aBTOMAaTUYECKU BKIIFOYAETCS MEXAHU3M
ayTeHTu(UKanuu ¢ cepsepoM. Eciu momist ocTaBieHbl MyCTBHIMU, TO JEHCTBYET
MeXaHU3M 0e3 ayTeHTU(UKALIUH.

KommyTtatop PSW nonnep:xkusaetr metonbl ayteHTuGuKkanu AUTH PLAIN u
AUTH LOGIN.

IIpumepsbl HacTpoiiku SMTP
Cy1iecTByeT HECKOIbKO BApUAHTOB OpraHU3aluy paboThl 3JIEKTPOHHOM MOYTHI:

* B JIOKQJIbHOW CETHU HAXOAUTCS CHEHATbHO BBIJCICHHBIA OYTOBBIA CEPBED.
* Hcnonb3yeTrcs: BHEMIHUM IOYTOBBIA CEPBEP.

VY KaXX10ro BapuaHTa €CTh CBOM JOCTOMHCTBA U HENOCTAaTKU. BapuaHTt ¢
BBIJICJICHHBIM IIOYTOBBIM CEPBEPOM MOKHO ITIOPEKOMEHI0BATH B TOM CiIydae, €Ciu
CeTb BUJICOHAOMIOACHUS (PU3NUECKH OT/AeTIeHa OT ceTh VIHTEepHET 1 HEBO3MOXKHO
MCII0JIb30BaTh BHELIHUE TIOUYTOBBIE CEPBUCHI, JINOO B CETH YK€ CYIIECTBYET
MIOYTOBBII CepBep U HE TPEOYETCs AOMOIHUTENbHBIX YCUIUI MO CO3JaHUI0 U
nojJiep ka0 paboTel cepBepa. Mcnonb30BaHNe BHEITHUX MTOYTOBBIX CEPBHCOB
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JieJaeT HaCTPOMKY IpoIie u ObICTpee, N30aBIIIET OT HEOOXOIUMOCTH COJICPKATh
MOYTOBBIN CEpBEP, OJTHAKO B TAKOM CITydae TPEOYeTCs MOCTOSTHHOE MOAKITIOUEHUE K
cetu IHTEpHET, 9TO HE BCETr1a MOXKET OBITh BOBMOYKHBIM M3-3a MOJUTHK
0€30MacHOCTH MPEANPUATHS.

2.2.12.1 IIpuMep HACTPOMKH € MOYTOBBLIM CEPBEPOM BHYTPH JOKAJIBbHOU CETH

—

SMTP client
SMTP server 102 168.0.3

192.168.0.2

A

PSW-2G
192.168.0.1

Puc. 2.2.12.1.1 Ctpykrypa cetu

IHocTaBuM 3a1avy ciaeaylOIIUM 00pa3om:

[Tycts Tpebyercs Hactpouts SMTP Ha koMmmyTaTope SW2 (PSW-2G) ¢ IP
192.168.0.1 g5t OTCHUTKM COOOIIEHUI 00 U3BMEHEHUHU JIMHKA HA TOPTaX KOMMYTaTopa
PSW-2G na komnbrotep oneparopa 192.168.0.3.

[Tockonbky npotokoa SMTP He npeanonaraet XxpaHeHWe COOOIIEHUHN U BbIaYy UX
MIOYTOBOMY KJIMEHTY, B CETh HEOOXOMMO BKJIFOUUTH IIOYTOBBIA CepBEp
(192.168.0.2).

BriGepem 1151 Haliel cetu JOMEHHOE UMsI companyname.com

st PSW-2g BeiOepem e-mail anpec psw2g@companyname.com,

s SMTP cepsepa - server(@companyname.com,

JUIS KJIIHEeHTa - client@companyname.com .

Hactpoiika PSW

[TepBoe — 310 TpebyeTcs yka3zaTh COOBITHE, IPU HACTYIUICHUH KOTOPOTo OyaeT
BBICBUIATBCA cOOOIIeHre. B HameM cirydae 3To coOObITHE U3MEHEHUS JTUHKA. J[yis
sToro Bo Bkiajake Events — Event List cTaBUM rajnoyky HalpOTHUB HYKHOTO
COOBITHSI.

frap:

Port.link (4) Warning hd
Port.PoE ] (7) Debug -
STP =] (7) Debug -

Puc. 2.2.12.1.2 BeiOMpaeM HYKHO€ COOBITHE
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Teneps Hactpoum SMTP

[Tepexonum Bo Bkiaaxky Events — SMTP.

Paspemaem pabotry SMTP, ycranasimuBaem IP anpec cepsepa,

ycTaHaBiuBaeM e-mail aapec ornpasurens (1.e. PSW) psw@companyname.com,
yCTaHaBJIMBaeM e-mail agpec OCHOBHOIO MOJyyaTess server@companyname.com,
TaK)K€ YCTAaHOBHUM 3allaCHOM ajjpec server2(@companyname.com, Kyjaa OyayT
JyOJIUPOBATHCS COOOIIECHHUSI.

3aronoBok nuckMa «PSW-2G logy.

[Tons Login u Password ocTtaBisieM mycThIMH: Mbl HE OyJIEM UCIOJIb30BaTh
ayTeHTU(PUKAIUIO.

SMTP server settings

State

Server IP address

Port

Sender e-mail address
Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Enable ~

192 168 0 2
25

psw2g@companyname.com

Server@companyname_com

server2@companyname.com

PSW-2G_log

Login

Password

Puc. 2.2.12.1.3 Hactpoiika SMTP B PSW

Haxxumaem «Apply». Hactpoiiku nmpumeHnsrcs.
Terneps nepexoauM K HaCTPOUKE IIOYTOBOrO CepBEpa

CymiecTByeT OOJIBIIIOE YHUCIIO MPOTPAMM MOYTOBBIX cepBepoB mo paznudasie OC u
MOJICP>KUBAIOIINE Pa3IMUHbIe MPOTOKOIBL. |15t Hac BaxkHa nojaepxkka SMTP u
POP3.

B kadectBe mpumepa mouroBoro cepepa nmog Windows pacemorpum Office Mail
Server (https:/www.box.com/oms) ITo O6ecmiaTHas nporpamma ¢ HECIOKHOM
HaCTPOMKOM.

Texnndeckas mogAepKKa U HHCTPYKIIMH JOCTYITHBI Ha caifTe:
http://oficemailserver.livejournal.com/
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YcranaBnmBaeM mporpaMmmy, M mocje 3amycka 0y1eT JOCTYITHO TJIaBHOE OKHO:

.
é Office mail server

Exit Options Command

03 Dec 2012 133548 SMTPSEY: Uzer logged in

03 Dec 2012 133550 SMTPSREY: The mezzage iz local Removed from output queue.
03 Dec 2012 123550 SMTPSEY: Dizconnected. ‘waiting for new session.

03 Dec 2012 133552 SMTPSREY:» Connection request from 192 168.0.2

03 Dec 2012 1335:52 SMTPSEY: Uzer logged in

03 Dec 2012 13:36:39 SMTPSREY: Dizconnected. 'Waiting for new session,

03 Dec 2012 1336:39 SMTPSEY: Connection request from 192.168.0.2

03 Dec 2012 1336:39 SMTPSEY: Uzer logged in

03 Dec 2012 13:36:41 SMTPSREY> The mezszage iz local Removed from output queue.
03 Dec 2012 123641 SMTPSEY: Dizconnected. ‘W aiting for new session.

03 Dec 2012 14:22:05 SMTPSEY> Connection request from 192 168.0.2

03 Dec 2012 14:22:05 SMTPSEY: Uzer logged in

03 Dec 2012 14:22.07 SMTPSEY: The meszage iz local. Removed from output queue,
03 Dec 2012 142207 SMTPSEY: Dizconnected. 'Waiting for new session,

POP3 client off

SMTP client off

03 Dec 2012 123580 SMTPSRY: Message OOEEED 98 from pzw2Efortel com [112 bytes] processed

03 Dec 2012 133641 SMTPSEY: Message OOEFS53A from pswaiaforttel com (B8 bytes] proceszsed

03 Dec 2012 142207 SMTPSEY: Mezzage 01131055 from pawai@fortel. com [92 bytez] procezsed

Puc. 2.2.12.1.4 I'naBaoe okHo nporpammsl Office Mail Server

B menio Options->SMTP/POP3 server options ycTaHOBUTE

Local domain name: companyname.com

N B mone Users qo6aBbsTe monb3oBareis client. 3aTeM ycTaHOBHUTE THI TOJIb30BATEIS

[BOSS].

Office mail Server nmoaaepkuBaeT clieayoOmue CIEHATU3UPOBAHHBIE THITHI

OJIL30BATEJIEN

1. Postmaster — noJyib30BaTelb, OTBETCTBEHHBIN 32 pabOTy U CONPOBOKIEHUE
Office mail Server. O nonyyaer cnenuanbHble cOOOLEHUs, (HPOPMUPYEMBIE

CUCTEMOM B clly4yae OIIMOKH.

2. Daemon— ucnonb3yeTcs AJig JMCTaHIMOHHOTO 3aTyCKa CBSI3U C BHEUTHUM
SMTP/POP3 cepBepom, [j1si OTIIPABKH U MOTYUYEHUsI COOOIIEHUIN
3. Boss— mosip30Barens KOTOpOMY MONaat0T KOIIMU BCEX COOOIIEHNUH,

otnpasisieMbix uepe3 SMTP cepsep.

SMTP/POP3 server options

===

Maildrop folder: |D:\Program FilestOffice Mail Serversmaildrop

]

Outhbound queue folder: |D'\F'rngram FilestOffice Mail Servervqueuet

Local domain name: | Sompanynarne. com

“warning! Thesze options will take effect only after OFMRASY restart

POP3 server runs on port | 110
POF3 and SMTP servers timeout, sec. [43
Size limit for outhound messages, KiB [0 - no limit] |0

Log file size, KiB 4
SMTP server runs on port |25

Cancel

4 1

I [ UselP fiter to limit access to servers IP filter...

: Local users

(l User | Aliaz | Optional add |
i postmaster [FOSTMASTER]) Change

H daeman [DAEMON]

| | glisn [BOSS]

( —— Femove

[

b

FPostmaster
D aernon
Boss..

= = —

Puc. 2.2.12.1.5 Hacrpoiika nporpammsl Office Mail Server
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Bo Bknagke Options->Transaction options:

Ycranosuts IP aapec cepBepa, ycranoBuTh rasiky «Automatically send outbound
message if found», otkmounts aBTopuzanuto 11t SMTP (knonka SMTP login...)

s

Transaction options

SMTP server |1E|2-1 Ea0z2

X
SMTPpart |5 SMTPlogin.. | ok |

POP3 accounts

v Automatically send outbound messages if found [checks them every 1 minute)

v Use LAN connection

Cancel

B
=

F—

———

B | Lo | P... | Fart | Deliver ta | IJze thiz modem connection
I 127.001 poztrnazher 110 [SORTER) |
-~
| B
g Add Change ‘ Remove |
] “Wiait for zervers, seconds  |120

Q

Puc. 2.2.12.1.6 Hactpoiika nmporpammber Office Mail Server

Tenepb Bce COOOIIEHHS, MPUXOIALIUE HA CEPBEP, OYIyT MEPEChUIATHCS KIUEHTY

client@companyname.com

Hacrpoiika kineHTa
HacTtpoiika kiareHTa He IpeCTaBIsIeT 0COOBIX CIIOKHOCTEH
npumepe Mozilla Thunderbird:

. [Tpumep HacTpolrku Ha

-
Hacrpoiixa yu&ETHOIR 3annom nouts

=Sy

Bawewma:  client Bawe nma, kak oHo oToBpaxaeTca y apyrux

Appec sn.nouter:  client@companyname.cot
-

Mapone:

3a0oMHWTE Naponk

,; Thunderbird ne ypanocs HaATH HaCTPOMKKW ANA BaWIEH ¥ M SanMcK NoYTol.

TEHTHGNKALIA

- ] [ABTOOI'IpEAEJ‘IeHHE

=)

Wma cepeepa Mopr S5L Ay
Bxogawan: | POP3 = 192.168.0.2 110 - [He’r
Wexogawas:  SMTP 102168.0.2 -~ 25 - [He—r

- ] [ Bes ayTentudinkanm

=

Kma nonesoeatena: client

JononHWTensHaA HacTpoiika

MepetecTupoBate Coznarte yuSTHYIO 3aNWch

Puc. 2.2.12.1.5 Hacrpoiika nmouroBoii mporpammbel Mozilla Thunderbird
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[Tocne okoHYaHMS BCEX HACTPOEK MOKHO 3aiiTit Ha Web-uHTepdeiic Ha BKIaaKy
SMTP Settings 1 TpOKOHTPOJIUPOBATH OTIPABKY TECTOBOTO COOOIICHUS. 3aIOTHUTE
nonist Subject u Message u oTnpaBbTe TMChbMO. Eciin Bce HACTPOEHO MPaBUIIBHO,
Mozilla Thunderbird yBenoMuT 0 HOBOM MHUCHME.

Send test e-mail

Subject

Message

Puc. 2.2.12.1.6 IlpoBepka TeCTOBBIM COOOIIEHUEM

2.2.12.2. IIpuMep HACTPOMKH € BHEIIHUM IIOYTOBBIM CepBEPOM

WAN

. 3

client

e-mail
server

PSW-2G

Puc. 2.2.12.2.1 npumMepHas TOMOJOTHS CETH

B nanHoM npumepe paccmoTpum HacTpoiky PSW B Tom cityuae, koraa
WCTIOJIb3YETCS] BHELIHUM IIOYTOBBIA CEPBED.

B npumepe paccMoTpum paboTy ¢ mouToBbIM cepBrucoM mail.ru. C ocTanbHbBIMU
cepBucaMu pabOTa aHAJIOIMYHA, €CJIM OHU NoJAepKUBatoT ayreHTuukanno AUTH
PLAIN nmu AUTH LOGIN.

Taxoke He0OX0IMMO CO371aTh YUETHYIO 3aMKUCh MOYTHL. U onpenennTs HaCTpOHKH
SMTP noaxkmrodenus. s mail.ru anpec SMTP cepBepa: smtp.mail.ru u mopt 25.

Bcé€, Teneps MOKHO IPHUCTYIIATh HEMTOCPEICTBEHHO K HACTPOMKE.
3anoJIHsAEM KaK Ha pucyHke 2.2.12.2.2.
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Agpec Ut OTIIpaBKH COOOIICHUI companyname(@mail.ru,

aJpec MoJIyJaTesis IMMyCcTh OYJIEeT TaKUM XKe, T.€. KaK OyT0 ObI MBI OTTIPABIISIEM
MMUCHEMO CaMu cebe.

Jlorun: companyname(@mail.ru (y mail.ru JOruHOM SBIJISIETCS caM aJipec)
[Taposs: password

IIpuMeyanmne: B JTaHHOM NPUMEPE MbI 3alIOJIHWIH 110J1e Server domain name, a
nosie Server IP address 3anonHunu HynsiMu. B 3TOM ciiyyae KOMMyTaTop HOJTyYUT
IP agpec cepBepa aBTomaTnuecku yepe3 DNS 3arpoc, HO A1 3TOTO T0KEH OBIThH
HacTpoeH aapec DNS peconsepsa. Eciiu y Hac DNS He HacTpoeH, TO B 3TOM cliy4yae
HeoOxoauMo ObUT0 ObI HemocpeAcTBeHHO yka3ath [P anpec SMTP cepgepa.

State Enable

Server IP address 0 0 0 0
Server domain name smtp.mail ru

Port 25

Sender e-mail address companyname@mail.ru
Receiver e-mail address 1 companyname@mail.ru

Receiver e-mail address 2
Receiver e-mail address 3

Subject TFortis PSW-2G4F

Login companyname@mail.ru

Password password

Puc. 2.2.12.2.2 HactpauBaem SMTP B PSW

[Tocne okoHYaHMS BCEX HACTPOEK MOKHO 3aiiTit Ha Web-uHTepdeiic Ha BKIaaKy
SMTP Settings 1 TpOKOHTPOJIUPOBATH OTIPABKY TECTOBOTO COOOIICHUS. 3aIIOTHUTE
noJist Subject u Message u OTpaBbTE MHUCHMO.

Send test e-mail

Subject
Message

|Send|

Puc. 2.2.12.2.3 OtnpasiisieM TeCTOBOE COOOIIEHHE
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2.2.13 HacTpoiika cyXuX KOHTAKTOB

Events — Access Control

KommyTtaTopsr PSW B 3aBUCMMOCTH OT MOJAENH OCHAILIEHBI Pa3beMaMU IS
HOJIKJIFOYEHHS] KOHTAKTHBIX JATYMKOB (CyXUX KOHTAKTOB) WJIK BCTPOEHHBIMU
JaTYUKAMU BCKPBITUS. DTO MOKET UCIOJIb30BAThCS IS LieJiel 0e30IacHOCTH,
HaIpuMep KOHTPOJIb BCKpbITUA Kada. Eciu HacTpoeHo, TO 0 HACTYIUICHUIO
COOBITHS OT JATYMKOB MOXKET OCYIIECTBIAThCS UHPopMupoBanue no Syslog, SMTP,
SNMP Trap.

State Alarm State Curent State
Sensor 1 | Enable ¥ | Connected ¥ | Open

Sensor 2l | Enable ¥ | Connected ¥ | Open

Puc. 2.2.13.1 Hactpoiika cyxux KOHTaKTOB

- State - pasperieHue padoTsl BXxoaa. ABapuiiHOE COOOIIeHHE Oy aeT
OTIpaBIIeHO, eciu State ycraHoBieHo B Enable, n nmpousomnuio coBnaneHue
Alarm State u Curent State, a Takxe ycraHoBieHa rajouka Access Control Bo
BKiasike Events List.

- Alarm State - cocTosiHME BX0/1a, KOTOPOE CUUTAETCA aBAPUNHBIM.

« Open - pa30MKHYTOE€ COCTOSIHUE
- Connected - 3aMKHYTO€ COCTOSIHUE

- Curent State - Teky1iee COCTOIHUE BXO/1a.
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2.2.14 Hacrtpoiika VLAN 802.1q
VLAN — 802.1q

TepMuHBI U COKpaLLICHUA

VLAN (Virtual Local Area Network) — rpynna yctpoiicTB, UMerOLIIUX
BO3MOXHOCTb B3aUMOJICHCTBOBATh MEXKIY COOOW HANPSAMYIO Ha KAHAJIbHOM YpPOBHE,
XOTs PU3NYECKU [IPU ITOM OHU MOTYT OBITh MOJKIIFOUEHBI K Pa3HbIM CETEBBIM
koMMyTaTopaM. M HaobopoT, ycTpoiicTBa, Haxosecs B pa3ubix VLAN'ax,
HEBUJIMMBI IPYT JUIsl IpyTa HAa KAHAJIbHOM YPOBHE, AAKE €CIIM OHM ITOAKIIOYEHBI K
OJTHOMY KOMMYTAaTOPY, ¥ CBA3b MEXY 3TUMH YCTPOMCTBAMU BO3MOXHA TOJIBKO Ha
CETEBOM U 00Jie€ BHICOKMX YPOBHSIX.

VID (VLAN ID) — HOMep BUpPTyaJIbHOM CETU

VTU (VLAN Table Unit)- Tabnuia, cogepskaiiasi ClucOK BUPTYaTbHBIX
ceTeil, CKOHPUTYPUPOBAHHBIX HAa JAHHOM KOMMYTaTOpe

Managment VLAN ID - nHomep VLAN s cetn ynpasnenus. JJoctyn k
WEB untepdeiicy BO3MOKEH TOJIBKO U3 JAHHOW CETH.

VLAN List - Tabnuna, npegoctanistonias HHOOPMaIHO 0 HACTPOSHHBIX
BUPTYaJIbHBIX CETAX HA KOMYTaTOPE, COCTOSTHUU U TIOPTaX, MPUHAICKAITUX
nanHoMy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuiia perakTHpoBaHUs

BUPTYaJIbHBIX CETEH, 3aMKUCh B ATON TAOJIUIIE COACPIKUT CIIEYIONINE TIOJIA:

* VID - (VLAN ID) — HOMep BUpPTyaJIbHOM CETH.

* State - Cocrosinne. Co3nanubii VLAN MOXXHO BpEMEHHO MCKIIIOYUTDH U3

paboThl, ycTaHOBUB cocTosiHuE Disable.

* VLAN Name - uMs BupTyasibHoOM ceTH (10 16 cumBonB). Mcnionb3yercs

TOJIBKO JIs1 Y100CTBa HacTpoku. [losie siBisieTcs HeoOA3aTEIbHBIM IS

3arO0JIHCHHUS.

Cocrostaue nopta B ganHoM VLAN. ITopT MokeT ObITh B 3-X COCTOSIHUSIX:

* NoMem (Not a member) - mopt He sBiseTcs yieHoM naHnHoro VLAN.

* UnTag (Untagged) - HererupoBaHHbIi TOPT (access NOPT) MO3BOJISAET
o0BeANHATH BbIOpaHHbie TOPTHI B 0uH VLAN. HeternpoBaHHbIM OPT MOXKET
ObITh TOJBKO B 0J1HOM VLAN. B npyrux VLAN oH J1075KE€H UMETh COCTOSIHHE
Not a Member. Henb3s ycTaHOBUTH HETETUPOBAHHBIM 3TOT TIOPT B OJIHON CETH U
TETUPOBAHHBIM B JIPYTOH.

» Tag (Tagged) - rerupoBannslii nopt (trunk nopr). [[ns TerupoBanHoro nopra
MOYHO YCTaHOBUTb B COOTBETCTBUE HECKONBKO VID.

OkoOHUaTenpHOE MPUMEHEHNE HACTPOEK IMPOUCXOJUT TOJBKO IOCIIE HAYXKATHS Ha
KHONIKY Apply.

KommyTtaTtop nogaepxusaet 1o 20 paznuunabix VLAN.
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2.2.14.1 lIpumep Hactpoiiku VLAN

[TycTth HE0OX0IMMO HACTPOUTH BUPTYAJIbHBIE CETH TaK, KAk MOKa3aHO Ha CXEMe.

VLAN1D _ ™~ WLAN 2

Puc. 2.2.14.1 Tonosorug cetu

I'ne VLAN 1 — cets ynpaBiieHus1, ¢ €€ NOMOLIbI0 noAkiroyaeMmcss K WEB
uHTepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — nosip3oBarenbckue VLANGBI

Hauynewm koH(urypanuio ¢ camoro yaajleHHOro kommyratopa SW2.

[Toptel FE1, FE2 npunaanexat tobko VLAN2 1 moakIt04eHbl K KOHEYHBIM
YCTPOMCTBAM, CJIEA0BATENBHO 3TH MOPTHl — untagged MOpThl. AHATIOTUYHO U JUIS
noprta FE3: on npunamnexur toapko VLAN10. Ho uepes nopt GE1 npoxoznst cpazy
3 VLAN: VLANI,VLAN2, VLANI10, nosTomy OH TETUPOBAaHHBIN MOPT.

HCXOI[?I N3 3TOI'0 YCTAHOBHUM CJICAYIOIIHUC 3HAYCHHA:

Managment VLAN ID

VLAN List

VD State VLAN Name Tagged Untagged

1 Enabled Defait GE#1

2 Enabled V2 GE#1 FE#1 FE#2

3 Enabled V3 GE#1 FE#3
VTU Table

VID |State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2

1 Enabled Default NoMem NoMem NoMem Tag NoMem

2 Enabled V2 UnTag UnTag NoMem Tag NoMem
3 Enabled V3 NoMem NoMem UnTag Tag NoMem

Puc. 2.2.14.2 Hacrpoiika B SW2

Haxxmem knonky Apply. CBsi3b ¢ yCTpOCTBOM MpONAET.
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Koudurypupyem xommyTtatop SW3.

YcraHoBum CICAYIOIINC 3HAYCHUA:
Managment VLAN [D

VLAN List
VD State VLAN Name Tagged Untagged
1 Enabled Default GE#1 GE#2
2 Enabled V2 GE#1 GE=2
3 Enabled V3 GE#1 GE=2
VTU Table
VID State VLAN Name FE#1 FE=2 FE#3 GE=1 GE=2
1 Enabled Defenlt NoMem NoMem NoMem Tag Tag
2 Enabled V2 NoMem NoMem NoMem Tag Tag Edit Delete
3 Enabled V3 NoMem NoMem NoMem Tag Tag Edit| Delete
Apply Add New VLAN
Puc. 2.2.14.3 Hactpotiika B SW3
Haxxmewm kHotniky Apply. CBs3b ¢ yCTpOWCTBOM IPOMAJIET.
Koudurypupyem kommyrtatop SWI.
Y CTaHOBHUM CIIENYIOIUE 3HAYCHHUS:
Managment VLAN ID
VLAN List
VID State VLAN Name Tagged Untagged
1 Enabled Default GE#2 FE#1
2 Enabled V2 GE#2 FE#2
3 Enabled V3 GE#2 FE#3 GE#1
VTU Table
VID State VLAN Name FE#1 FE#2 FE#3 GE#1 GE=2
1 Enabled Default UnTag NoMem NoMem NoMem Tag
2 Enabled V2 NoMem UnTag NoMem NoMem Tag Edit Delete
3 Enabled V3 NoMem NoMem UnTag UnTag Tag Edit Delete
Apply Add New VLAN

Puc. 2.2.14.2 Hactpoiika B SW1

HaxwmeMm kHoniky Apply. CBsi3b ¢ yCTPOWCTBOM MPOMAJIET.

[Tocne HacTpoOMKK MOCIETHEr0 KOMMYTaTOpa, Mbl TOJKHBI ¢ [1K, moakioueHHoro k
nopty FE1 kommyTtaropa SW1 3aiitu na WEB unTepdeiic kommyTaTopoB
SW1,SW2, SW3. A ¢ apyrux nopToB 3TO CAENaTh HE yAACTCS.
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2.2.15 Hacrpoiika QoS (Quality of Service)

Ucnons3zoBanue [EEE 802.1p QoS mo3BossieT mpHOpUTE3UpOBaTh TpaduK U
BBIIETTUTH HEOOXOAUMYIO TIOJIOCY TPOIYCKAHUS JIJIsl IPUIIOKESHHM, YyBCTBUTEIBHBIX
K 3a7epxkkaM, Bkitouas VolP (nmepenaua rosoca no IP) u BugeokoHdepeHiuto.
Heobxoanmas nosioca nponycKaHus CO3JaeTCs 32 CYET MEHBIIEH CKOPOCTH
nepenavn JaHHBIX MPUIOKEHN, He YyBCTBUTENBHBIX K 3a7epikke. KommyTtaTop
OpraHM3yeT OTJENbHBIC alMapaTHbIe OYepelrd Ha KakIOoM (DHU3MUYECKOM IOpTY,
OpU 3TOM MOCTYHAIOUUEe OT Pa3IMYHbIX MPUIIOKEHUN MMaKEeThl MOIYYaroT
COOTBETCTBYIOIIUIA MPUOPHUTET.

2.2.15.1 ba3oBas HacTpoiiKa

QoS — General Settings

Ha Bknanke «General settings» yka3bpiBaeéM OCHOBHBIE ITapaMeTphI

State Enable -

CoS Scheduling mechanism | Weighted fair priority +

Port | Priority mode | Default priority

1 CoSonly - Priority 0
2 CoSonly - Priority 0
3 CoSonly - Priority 0
4 CoSonly - Priority 0 +
5 CoSonly - Priority 0 +
6 CoSonly - Priority 0 +

Puc. 2.2.15.1.1 Hactpoiika QoS

State — BKiIIOUEHUE/BBIKITIOUEHHE pabOThl QO0S
CoS Scheduling mechanism - Tvn paGoThI IJIAHUPOBIIIUKA OUEPEICH:

1. Weighted fair priority - nakersl ¢ pa3HbIM IPUOPUTETOM 00padATHIBAIOCS
KOMMYTaTOpPOM B COOTHOIIEHUU 8:4:2:1. T.e. KOMMYTaTOp B OJIHY €ICHUILY
BpeMeHU OyieT 00pabaThiBaTh 8§ MAKETOB C BHICOKUM MIPUOPUTETOM, 4 TTaKeTa
CO CPEIHMM IIPUOPUTETOM, 2 TTAKETa C HU3KUM IIPUOPUTETOM U | maker ¢
HU3IINM TPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60siee BHICOKUM MTPUOPUTETOM OYIyT
00pabaThIBaThCS MEPBBIMHU, JIO TE€X TIOP TTOKA 0OYEPEah BHICOKOIIPUOPUTETHBIX
MIAKETOB HE CTaHeT IycTol. [Ipu 3TOM nakeTsl ¢ 601ee HU3KUM NPUOPUTETOM
OyyT HAXOJUTHCS B OYEPEIH.
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[To ymomuaHuIO peKOMEeH1yeTcs ycTaHaBiuBath pexxum Weighted fair priority.

Priority mode - npuoputet BeiOopa CoS i ToS.
* CoS only - aktuBeH Tonbk0 COS ¥ NPHOPUTET MAKETA ONPEAEIIAETCS
cooTBeTcTBeHHO TOJIbKO 10 TIoI1t0 CoS (Class of Service) B Ethernet dpeiime.
* ToS only - aktuBeH TOABKO TOS M MPUOPUTET MMAaKETa ONPEALIACTCA
COOTBETCTBEHHO TOJIbKO 110 noJito ToS (Type of Service) B 3aronoske IP.
* CoS & ToS - aktuBHbI 00a Buga odcimyxuBanus CoS u ToS, Ho ecnu

MPUXOJUT MAKET, COASPKAIUN 00a OISl MPUOPHUTETA, TO BHIOOP MPUOPUTETA
ocylecTBisieTcs 1o nosto ToS.

Default priority - npuopuret no-ymonuyanuro. Korna mexannsm QoS akTUBEH U
MPUXOJIUT MAKET, HE COACPKAIIUMA B ceOe MOJIsi MPUOPUTETA, EMY TTPUCBANBACTCS
cooTBeTCTBYIOMMM COS NPUOPUTET MO YMOTYAHUIO U OH 00pabaThIBaeTCs Kak
TETUPOBAHHBIN MAKET C COOTBETCTBYIOIIUM ITPUOPUTETOM.

CymectByert 8 nnpuoputetoB CoS. [Ipuopurersl HymepyroTcst oT 0 — HU3MINMA
MPUOPUTET 10 7 — HAUBBICIINM PUOPUTET.

2.2.15.2 OrpanuyveHune CKOPOCTH
QoS — Rate Limit

Port | BX limit TX limit

1 0 0
2 0 0
3 0 0
4 0 0
5 0 0
5 0 0

Puc. 2.2.15.2.1 HacTpoiika orpaHMu€Hus1 CKOPOCTH

JlocTymmHO HacTpanBaeMoOe OrpaHUYCHHUE IO MAKCUMaJILHON CKOPOCTH IIpUeMa U
nepenayu i Kax10ro nopra.

RX limit - orpannuenue Bxosmiero Tpaduka B Kout/c
TX limit - orpannuyenue ucxojsmiero Tpaduka B Kour/c

IIpumeuanue 1: orpaHuveHre CKOPOCTH JTOCTYIHO B uHTEpBaje ot 64 Kout/c no
102400 Kout/c nnsa mopros FastEthernet u 1o 256000 K6ut/c myist mopToB
GigabitEthernet.
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IIpumeuanue 2: Ecnu nopt pabotaet 6e3 orpanudenus, To B moyisgs RX limit u TX
limit yctanosure 0

2.2.15.3 Hacrpoiika Class of Service
QoS — CoS

Priority | Queue

Priority 0 | Queue1 ¥
Priority 1 | Queue0 ~
Priority 2 | Queued ~
Priority 3 | Queue1 ¥
Prioritv 4 | Queue2 ~
Prioritv 5 | Queue2 ~
Priority 6 | Queue3 ¥

Priority 7 | Queue3 ~
Puc. 2.2.15.3.1 Hactpoiika CoS

ITone Class of Service (CoS) — 3 6uta B Tere 802.1Q Ehernet-xampa. ITo3Bosser
pa3nenuTh Tpaduk Ha 8 MPUOPUTETOB C PATMIHON MAPKUPOBKOIM HA KaHATHLHOM
ypoBae. KommyTaTop nmognepxuBaet 4 ouepenu oocmyxkuanus: Queue 0 - Queue 3.
[Tpuuem Queue 3 - ouepens ¢ HauBbICIIUM IpuopuTeToM, a Queue 0 - ouepens ¢
HAaUMEHBIITUM IPUOPUTETOM.

Hacrtpoiika npumenurcs, ecim yctaHoBiieHO 3HaueHue CoS State:Enable Bo Bknaake
QoS General Settings.

[To ymon4aHuio, NpUOPUTETHI PACTIPEEIICHBI [0 OYEPEISIM TAK:
[Tpuopurer 0 npunannexur ouepenu Queue 1
[Tpuopuret 1 npunagnexur ouepenu Queue 0
[Tpuopuret 2 npunaanexur ouepenu Queue 0
[Tpuopurer 3 npunamnexur ouepeau Queue 1
[Tpuopuret 4 npunamiiexxut ouepeaun Queue 2
[Tpuoputet 5 npunamiexxur ouepeaun Queue 2
[Tpuopuret 6 npunaanexur ouepeau Queue 3
[Ipuopurer 7 npuHauiexxut ouepean Queue 3
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2.2.15.4 Hacrpoiika Type of Service
QoS — ToS

DSCP | From: 0 ¥ |To: 0 ~ | Queue0 ¥

DSCP | Queve | DSCP | Quene | DSCP | Queue | DSCP | Queue

0 Quene 0 | 16 Queve 1 | 32 Queuve 2 | 48 Queue 2
1 Queve 0 | 17 Queve 1 | 33 Queue 2 | 49 Queue 2
2 Queve 0 | 18 Queve 1 | 34 Queue 2 | 50 Queue 2

3 Queve 0 | 19 Queve 1 | 35 Queue 2 | 51 Queue 2

4 Queve 0 | 20 Queve 1 | 36 Queue 2 | 52 Queue 2
5 Quene 0 | 21 Queve 1 | 37 Queve 2 | 53 Queue 2
6 Queve 0 | 22 Queve 1 | 38 Queue 2 | 54 Queue 2
7 Queve 0 | 23 Queve 1 | 39 Queuve 2 | 35 Queue 2

8 Quene 1 | 24 Queve 1 | 40 Queve 2 | 56 Queue 3
9 Queve 1 | 25 Queve 1 | 41 Queue 2 | 57 Queue 3
10 Quene 1 | 26 Queve 1 | 42 Quene 2 | 58 Queue 3
11 Queve 1 | 27 Queve 1 | 43 Queue 2 | 59 Queue 3
12 Queve 1 | 28 Queve 1 | 44 Queue 2 | 60 Queue 3
13 Quene 1 | 29 Quene 1 | 45 Queune 2 | 61 Queue 3
14 Queve 1 | 30 Queve 1 | 46 Queue 2 | 62 Queue 3

15 Quepe 1 | 31 Queve 1 | 47 Queue 2 | 63 Queue 3

Puc. 2.2.15.4.1 Hacrpoiika ToS

Type of Service (ToS) — mone B [P-3aronoske (1 6aiit). [Ipennasnadeno s
MapKUPOBKH Tpaduka Ha ceTeBoM ypoBHe. KommyTaropsr PSW MoryT onepupoBaTh
IP makeramu, B KOTOPBIX MO/ LIEJIU MAPKUPOBKHU MPETYCMOTPEHO COOTBETCTBYIOIIEE
nosie B 3arosioBke - [P Type of Service (ToS) pazmepom oaun 6aitt. ToS 3amnonHeH
knaccupukaropom DSCP.

Hacrtpoiika npumenuTes, eciiv yctaHoBiieHO 3HaueHue CoS State:Enable Bo
BKiaake QoS General Settings.

[To ymMouaHu10, MPUOPUTETHI PACTIPEIEIICHBI IO OYEPEISIM TaK:
[Tpuopuretsl 0-7 npunamiexar ouepeau Queue 0
[Tpuoputetst 8-31 npunamnexar ouepenu Queue 1
[Tpuoputetst 32-55 npunaanexat ouepenu Queue 2
[Tpuopuretsl 56-63 npunannexatr ouepenu Queue 3
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2.2.16 Hacrtpoiika STP u RSTP
STP/RSTP — RSTP Settings

Bupeokamepsi
~

—_

i
i

STP/RSTP

|
N
n
||

Buﬁeoxameph\

Bupeokameps!

Root Bridge

- igEF‘

— OnTwxa 1000Base-X
— Mean 1000Base-T

Bupeocepeep Meaw 10/100Base-Tx+PoE

Puc. 2.2.16.1 Tomosiorus TAIa «KOJIBIIO»

Jliia obecriedeHust 3alMThl KAHAJIOB CBSI3U OT €MHUYHOTO OTKa3a HEOOXO0IMMO
UX pe3epBUpOBaTh. PezepBupoBanne HEU30EKHO BT K BOSHUKHOBEHUIO
KOJIBLIEBBIX YYaCTKOB CETH - 3aMKHYThIX MapuipyToB. Ctannapt Ethernet,
IPEeIyCMaTPUBAET TOJBKO IPEBOBUAHYIO TOMOJIOTHIO U HE AOMYCKAET KOJBLEBBIX,
TaK KakK 3TO MPUBOJUT K 3aLIMKIMBAHUIO [TAKETOB.
B xommyTaropax PSW peannzoBana nojaepkka npotokona Spanning Tree Protocol
(STP, IEEE 802.1d), koTOpBIii 103BOJSET CO37aBaTh KOJIBLEBBIE MAPIIPYTHI B CETAX
Ethernet. [ToctossHHO ananu3upys koHpurypamuio cetu, STP apromatnyecku
BBICTPAUBAET IPEBOBUIHYIO TOIIOJIOTHIO, IEPEBOJIS U30BITOUHBIE
KOMMYHUKAIIMOHHBIE JIMHUM B pe3epB. B cilydae HapyIIeHus LeJIOCTHOCTH
MOCTPOEHHOM TakuM o0pa3zoM ceTu (Hampumep, oOpsiB ontuku), STP B cuntanubie
CEKYH/Ibl BKJIIOUAET B pa0OTy HEOOXOAUMbIE PE3EPBHBIE JIMHUU, BOCCTaHABIUBAs
JPEBOBUAHYIO CTPYKTYPY CETH.
Kpowme Toro, B kommyTtaropax PSW peanmzoBana 60see MolHas pa3HOBUTHOCTD
naHHoro mpoTtokona - Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w),
MO3BOJISIIOIIASL CHUZUTH BPEMsI IEPECTPOMKHU CETU A0 HECKOJIbKMX MUUTHCEKYH . [1pu
ucnoiib3oBaHuu RSTP 00pbIB ONTUKH NPUBOAUT K KPATKOBPEMEHHOMY 3aMUPAHUIO
KApTUHKH OT BUJEOKaMephl (MeHbLIE | ceK.) ¢ MOCIeIyONMM BOCCTAHOBICHUEM
HOPMaJIbHOM paOOTBHI.

OOparure BHUMaHHe, yTO Y KoMMyTaTopa PSW umeercs Tosibko 2
TUrabUTHBIX TTOpTa. YTOOBI MOAKIIOYUTH BUICOCEPBEP HA MAKCUMAIIbHON CKOPOCTH,
noTpedyercs 3-uif TMraOUTHBIN OPT. DTO 03HAYAET, YTO MOTPEOyeTCs] KOMMYTATOP C
3-Ms rurabutHbIMU TTopTaMu (00s3aTenbHO ¢ moanepkkoit RSTP). Kak npasuiio,
ATOT KOMMYTATOp PaclojiaraThCsi B TOMEMICHHUE PSIOM C BUICOCEPBEPOM, TOATOMY
0COOBIX TPeOOBAHUH IO YCIOBUS IKCILTyaTallK K HEMY HE MPEbSIBISCTCS.
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Cnenyet yunutbiBath, uto canaapT IEEE802.w He pekoMeH1yeT peBbIIaTh 7
KOMMYTATOPOB B KOJIbIIE IIPU CTaHAAPTHBIX MapaMeTpax mpotokosia RSTP.
[lepen Tem, kak ycranaBiauBaTb PSW Ha 00beKT, HEOOX0IMMO JTIOKAIBHO
MOAKITIOUUTHCS K YCTPOMCTBY (Kak 3TO clieNaTh, MOAPOOHO HamucaHo B PO) u
CKOH(UTrypupoBaTh ero. BHayane notpedyercsi yCTaHOBUTh CETEBbIE HACTPOUKHU
(3amath yHUKaNbHBIN [P-aapec, Macky u T.4.), moToMm BkiIrouuTh RSTP (1o
YMOJIYaHUIO, OH BBIKJIFOYEH.). TOJIBKO MOCIE 3TOTr0, MOKHO COEIUHATH KOMMYTaTOPbI
B «KOJbLI0». KOMMyTaTtopy, KOTOpbI NOAKIOYAETCA K BUIEOCEPBEDY,
PEKOMEHTyeTCsl Ha3HaYUTh MaKCUMAaJIbHBIN TPUOPUTET, uT00 OH cTast ROOT. Bee
ynpasieane PSW npouzsoautcs uepes WEB unrepdetic.
BaxxHo orMeTHTh, 4TO B KOMMyTaTopax PSW peanuzoBana noaaep:xka npoTOKOJIOB
STP/RSTP B mosniHOM 00beMe, TOITOMY YCTPOMCTBA Oy IyT paboTaTh HE TOJIBKO B
«KOJIBIIE», HO U B JTIO0O0U TOMOJIOTHH ¢ U30BITOYHBIMU CBSI3SIMHU T10 JIFOOBIM MTOPTAM.

Hacrtpoiika RSTP

C menpio ympouieHus mpoiecca HaCTPOKH, OoJbIIas 4acTh IapaMeTpoB CKphITa. B
o01em cirydae He TpeOyeTcss U3MEHSTh BCE MIEPEMEHHEBIE, IOCTATOYHO BKITIOUUTH
RSTP u ykazats npuoputer Mocta (Bridge Priority), eciu 310 Tpedyercs.

Bridge settings

RSTP State RSTP -
Bridge Priority (1-32768) 32768 *
| Advanced Settings Show |

Puc. 2.2.16.2 ba3zoBas HacTpoiika RSTP

Ecnu Tpebyercs moayuuTh JOCTYI KO BCEM JOCTYITHBIM IIEPEMEHHBIM
HacTpoiiku RSTP, To HaxmuTe Ha KHOTIKY «Advanced Settings Show».

Bridge settings
RSTP State RSTP ~
Bridge Priority (1-32768) 32768 ~
TX Hold Count (1-10) 6
Bridge Max Age (6-40) 20
Bridge Hello Time (1-2) 2

Forward Delay Time (4-30) 15

Port settings

Port State Port Priority Cost Auto cost Edge P2P

1 Enable 128 - 200000 v Auto hd Auto hd

(=)

Enable 128 - 200000 Fl Auto hd Auto -
3 Enable - 128 - 200000 Fl Auto - Auto >
4 Enable - 128 - 200000 Fl Auto - Auto M
5 Enable * 128 - 20000 v Auto - Auto -

6 Enable ~ 128 - 20000 i Auto A Auto A

Puc. 2.2.16.1 Paciuupennas Hactpoiika RSTP
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JlocTyrHbIe 11 peIaKTUPOBAHUs IEPEMEHHBIE:

RSTP State - pexxum pa®oTsl BeikitoueHo, STP niaum RSTP.

Bridge Priority - npuoputer Mocta (KOMMYTaTOpa), yCTAaHABIMUBAETCS C
marom 4096 (1-32768). Heobxoaum nist onpenenenus: Root Bridge
(kopHEBOro komMmyTtaropa). KopHeBbIM KOMMYTaTOPOM CTaHOBUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority menbiie.

TX Hold Count - orpaHnueHrEe MaKCUMaIbHOTO yucia nocsutaeMbix BPDU
nmaxkeToB B cekyHay (1-10).

Bridge Max Age - BpeMsl OKUJaHUsI MOCTA B CEKYH/IaX, 10 HCTEYEHUIO
KOTOPOT'0 OH CaM BBICBUIAET COOOIIEHUE O epecTpoeHuu cetu (6-40 cexyHn).
Bridge Hello Time - nepuoa pacceuiku BPDU nakeroB B cekynaax (1-2
CEeKYyH[).

Forward Delay Time - 3aanepxka nepexoia COCTOSHAN NOPTOB U3 COCTOSIHUSA
npocnymmrBanus (Listening) u o0yuenus (Learning) B cocTosiHUE TIep1auu
(Forwarding) (B cexynnax) (4-30).

HacTtpoiiku noprtos:

RSTP State - sxmtouenue nopra B mpotokoi STP/RSTP. Ecnu ve tpeOyercs
o0ecreunBaTh MOAIEPKKY KOJIbIEBOM TOMOJIOTMH Ha ONPEACIIEHHOM MOPTY, TO
ATOT MOPT MOXKHO BBIKIIIOUUTH U3 paboTel RSTP. Oxnako, yuture, yTo eciu
IIPY 3TOM JIaHHBIN IIOPT CTAHET PE3EPBHOM JIMHUEHN, TO BO3MOXKHO
BO3HUKHOBEHUE 3AI[UKIIMBAHUI [TAKETOB U BO3HUKHOBEHUS ILITOPMA.

Port Priority - npuoputet nopta (0-240) mensiercs ¢ marom 16.

Cost - croumocts iyt mopta (1-200000000). ITpy HaTM4YMK HECKOJIBKUX
aIIbTEPHATUBHBIX MMyTEN BCerJa BEIOUPAETCS TOT, y KOTOPOTo CyMMa
CTOMMOCTEHN ITyTH MUHUMaJIbHA. CTOMMOCTB IOPTa 3aBUCUT OT €T0O
MpOMyCcKHOM criocooHocTH, aiis mopta FastEthernet — 200000, s mopta
GigabitEthernet — 20000.

Auto cost - aBTOMaTHYECKU BbIOUPATh CTOMMOCTD IyTH NopTa. CTOUMOCT
MyTH BBIOUpAETCS UCXO/IS U3 IPOIMYCKHOM criocoOHOocTH mopTta. Ecnu ramouka
HE YCTaHOBJIEHA, CTOUMOCTb ITyTH Oepetcs u3 nois Cost .

Edge - pyyHoe wim aBTOMaTH4YECKOE Olpe/ereHne rpaHudHoro nopra. Edge
port — 3TO TaKOM IOPT, KOTOPBIN HAIIPSAMYIO COEIMHSETCS C CETMEHTOM CETH,
I'ZIe CO3aHue NETIH SABJIIETCS HEBO3MOXKHBIM. [Iprumepom norpannyHoro
NOPTa MOXKET CITY>KUTh IOPT, HAMIPSMYIO COEAUHIEMBIN ¢ paboyell cTaHIUEN.
[TopThl, KOTOpBIE CKOHPUTYPUPOBAHBI KaK IOrPAHUYHBIE, IEPEXOIAT B
COCTOSIHUE ITPOJIBUKEHNUS ITAKETOB HEMEMJIECHHO, MHUHYSI COCTOSIHUS
IIPOCIYIIUBAHUA U U3y4yeHHs. IlorpaHUyYHBIN OPT TEPSIET CBOU CTATyC Cpasy
e, Kak Toyibko oH npuHsui BPDU-nakeT, craHOBSACH PU 3TOM OOBIYHBIM
MOPTOM spanning tree.

PTP - pyuHOe Wi aBTOMaTUYECKOE ONPEACIICHUE COEAUHECHUS TOUKA-TOUKA,
oOecrieuynBaeT OBICTPHINA MEPEX0JI B PEKUM TMPOJBIKCHHS MakeToB. P2P-
IIOPT MCIOJIB3YETCS JUIsl COEAUHEHUS C IPYTUMHU MOCTaMHU.

[Tocne nacrpoitku RSTP npokonTponupyiite pe3ynbTaT Bo Bkiiaake RSTP Status.
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2.2.17 Hactpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled -

[ Apply ] | Advanced Settings Show |

Puc. 2.2.17.1 Cokpamennas nacrpoiika IGMP Snooping

IGMP snooping pa3paboTaH aJsi IpeI0TBPAIICHHS IUPOKOBEIATEIbHON
(broadcast) perpancnauuu multicast Tpadrka KOMIbIOTEPAM-TIOTPEOUTETISAM,
KOTOPBIE SIBHO HE 3asIBUJIM O CBOEH 3aMHTEPECOBAHHOCTH B HEM. DTO MO3BOJISIET
KOMMYTaTOpaM MCKIII0YaTh TaKoW TpaduK U3 MOTOKOB, HAMIPABJISEMBIX Yepe3 TOPTHI,
K KOTOPBIM HE TTOJAKITIOYEHO €ro MOTPeOUuTeneH, TeM cCaMbIM CYIIIECTBEHHO CHIDKAS
Harpy3Ky Ha CE€Tb.

B o0miem ciyuae ans 3aaeiictBoBanust IGMP snooping He06X0AUMO €ro JUIIb
BKJIFOUHTD, B CBSI3U C 3TUM OOJIbHAs YaCTh HACTPOEK CKpbITA. J{J1s1 TOro, 4ToOb!
0TOOpPa3UTh BCE HACTPOWKH, KIMKHUTE HA KHONIKY «Advanced Settings Show»

IGMP Snooping state Disabled «
Query Interval 80

Query Response Interval 10

Group Membership Time 250

Other Querier Present Interval | 255

Port | Port State

1 v
2 7
3 7
4 7
5 7
6 7

Puc. 2.2.17.2 Pacummpennas Hactpoiika IGMP Snooping
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* IGMP Snooping state - cocrosaue nporokosa IGMP

* Query Interval - uaTepBan BpeMeHN MEX]1y OTIpaBkoii coobmenuit Query (1-
255 cexynn). [1o ymonmuanuto 60 cexyH.

* Query Response Interval - makcumanbHOE BpeMsl OKUJIaHHS OTBETA OT XOCTa
Ha OTHpPaBKy nepuoaudeckux ooumx Query. (1-25 cekynn). I1o ymonmuanuro
10 cexyH.

*  Group Membership Interval - uatepBan BpeMeHU B TEUEHUE KOTOPOTO
MapmpyTu3atop oxumaet noxydeHusi [IGMP Report. Eciu on He 0611
MOJTyYeH, TO MapUIPyTHU3aTOP CUNUTAET, YTO B JAHHOM CETH OOJIBIIE HET XOCTOB,
KOTOpble npuHaexar rpymnmne.(1-255 cekynn). Ilo ymomyanuto 250 cexyH.

e Other Querier Present Interval - ecniu kommyTaTop Non-Querier, To eciii OH
B TEYEHUH 3TOI'0 MHTEpBaja He noiaydna Query, TO OH HAUMHAET CYUTATh CeOs
Querier. [To ymomyanuio 255 cexyH.

* Port State - aktuBHocTs IGMP Snooping Ha BEIOpaHHOM HOPTY.
YcranoBneHHbINH YeKOOKe pazpemaer padoty IGMP Ha nopTy, a CHATHIM
NEPEBOJIUT MOPT B OOBIUHBIN pexKuUM padoThI (T.€. HOPT OyJAET BOCHPUHUMATD
BECh MYJIbTUKACTOBBIN TpauK KaK IMUPOKOBELIATEIbHBIN)

IGMP Snooping pa6oTaet TosibKO ¢ Tpadukom u3 VLAN 1.

[IpocMOTpeTh CIMCOK TEKYIIUX TPy MHOTOAIPECHOM paCcChUIKU MOKHO
nocmotpeTs Bo Bkiagke IGMP — IGMP Group List

2.2.18 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — mpoToko1, KOTOpBbIit
VCIIOJIB3YETCS IS YIIPABICHHUSI U MOHUTOPHHIA 34 CETEBBIMM ycTporcTBamu. C
noMoIpio nmpotokona SNMP, nporpamMmMHoe oOecriedeHrne MOKET MOIydaTh IOCTYI
K UH(OpMaIMU, KOTOpasi XpaHUTCS Ha YIPaBIsEMbIX YCTPONUCTBAX (Hampumep, Ha
koMMyTaTope). Ha ynpansiembix ycrpoiictBax SNMP xpanut undpopmainio oo
YCTPOMCTBE, HA KOTOPOM OH paboTaer, B 6a3ze JaHHBIX, KOTOpas Ha3biBaeTcss MIB.

KommyTtaTtop nogaep;xusaet ynpasieHue o SNMP v1.

State Enable -
Server IP address 192 168 0 104
Version SNMP w1 =

Read Community | public

Write Community | private

Puc. 2.2.18.1 Hactpoiika SNMP
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Hactpoiiku SNMP

* State - cocTosiHUE.

* Server IP address - IP anpec cepBepa, Ha koTopbIil oTnpasisitorcss SNMP
Traps.

* Version - Bepcus nporokosia SNMP. KommyTaTop noanep:xuBaer yrpasieHHE
o SNMP v1.

* Read Community - cooO1IecTBO TOJBKO AJIs1 YT€HHUS, CTPOKa
ucnomb3ytomasics 1 ayreHTudukanuu B SNMP vl. Takxke Read
Community ncnonbe3yercs st ornpaBku SNMP Taps.

* Write Community - coo0111ecTBO 1JIs 3aIIUCH, CTPOKA UCTIONB3YIOIIAsCS s
ayrentudukanuu B SNMP vl1.

SNMP Traps OyayT mOCBIIATHCS TOJBKO MPU HACTYTUICHUU TE€X COOBITHIA,
KOTOpBIE yKa3aHHbI BO BKJIajke Event List

2.2.19 Hacrtpoiika 0e30macHOro crapra BujaeoKaMep

Special Functions — Comfort Start

Comfort Start - be3onacHslii cTapT Bugeokamepbl. Hanbonee KpuTHIHBIM
MOMEHTOM B pa0d0Te BUICOKAMEPHI SABIIETCS €€ 3ayCK PU HU3KOM TeMIeparype.
Jlnia obecriedennst KOM(POPTHBIX YCIOBUH 3aMycka BHACOKaMephl B XOJI0JHOE BpeMsl
roJia peKOMEHYETCS IPEABAPUTEIBHO 3aAIIUTATh HArPEBATEIbHBIN 2JIEMEHT
TEPMOKO)KyXa U TOJIKO MOTOM BKJIFOUUTh BUACOKAMEDPY. Y CTAHOBJICHHAS raJlouKa
oOecreunBaeT 3a/iep KKy 1o BkirodeHuto PoE nis Buneoxkamepsl Ha 1 wim 2 yaca
IIOCJIE MO/Ia4y MUTAHUS HA KOMMYTATOp.

Soft start time - BEIOOD ATUTEIBLHOCTH PA0OTHI IPEIBAPUTEIHLHOTO POTrpeBa.
Ecnu Temnepatypa Bo3ayxa He onmyckaercs Huxe Munyc 30°C, pekoMeHayercs
yCTaHaBIUBaTh Iporpes | yac, npu 0osiee HU3KON TeMIepaType yCTaHABINBATh
peKoMeHAyeTcs 2 yaca.

Manual start - npuHyIUTEIIBHOE BKIIIOUCHHE BUICOKAMEDPBI, HE JOXKHUAASICh
3aBEpIICHUS IUKJIa ITPOorpeBa.
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Soft start time 1Hour -

Port Comfort start PoE status Manual start
1 oFF

k2

OFF Start

g

3 OFF Start

f

4 OFF

W
o
u]
|;

Puc. 2.2.19.1 Hactpoiika G6e3omacHOro crapta Kamep

2.2.20 HacTpoiika KOHTPOJISl 3aBHCAHUS BHACOKaAMep

Special Functions — Auto Restart

Jannas GpyHKIMS peHa3HaYeHa ISl aBTOMAaTUYECKOro Mepe3amycka
BHUJICOKAMEPHI IIPU €€ 3aBUCaHuM. llepe3aryck oCymecTBISIETCS TOJIBKO B TOM
ciydae, korga kamepa nutaercs 1o PoE A.

Port | Auto restart mode | IP address Manual restart
1 PING - 192 168 0 10 Restart

| 2]

LINK - 0 0 0 0 Restart
3 Disable + 0 0 0 0 Restart
4 Disable - 0 0 0 0 Restart

Puc. 2.2.20.1 HacTtpolika KOHTpOJIsl 3aBUCaHUSI KaMep
Auto restart mode - KpuTepuii 3aBUCAHUS.

CymiecTByeT 1Ba KpUTEPUSL:
* LINK - nponaganue curnana LINK ot Buaeokamepsi.
* PING - orcyrcTBHE OTBETOB Ha citykeOHbIe 3arpocsl PING.

[Tone TP address BugcokaMepsbl sIBISIETCS 00s13aT€IbHBIM TOJIBKO MPHU
ucnoJib3oBanuu kputepusi PING.

Manual restart - npunyauTenpHas nIepe3arpy3ka BUICOKaMEPBDL.
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2.2.21 KabeabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

KommyTtaTopsl PSW noanepxuBaroT (yHKIHIO IPOBEPKH LIETOCTHOCTH
ka0ens Ha noptax Fast Ethernet. JlaHHBIN TeCT NO3BOMISIET ONPEACIUTD TUIT
NOBPEXJIeHUS (0OpBIB MIIM KOPOTKOE 3aMbIKaHUE) ISl KaXKI0M Naphbl, a TAKKe
yKa3aTh pacCTOSTHUE OT KOMMYTATOpa JI0 MECTa MOBPEKICHUSI.

®u3nyeckuil MPUHIKUIT TECTUPOBAHMS OCHOBAH HA TOM, YTO KOMMYTATOP
IIOCBUTAET IPOOHBIN SJIEKTPUUECKUNA UMITYJIBC MO KaOelo, U Ha OCHOBaHUH BPEMEHU
3aJIep’KKU U (haze MPUHITOIO OTPAXKEHHOTO CUTHAIA ONpPEeIIseT JUCTAHLIUIO 10
NOBPEXJIeHUA U ee Tull. [Ipy 3TOM Ha BpeMs IponajaaeT CBsI3b U JIMHK Ha
TECTUPYEMOM IOPTY.

Ecnu xabenp 1iemnblii, 1 Ha APYTroi CTOPOHE MOJKII0UYEHO UCTIPABHOE CETEBOE
YCTPOMCTBO, TO ONpeAeTeHUE JUTMHBI KaOelss HEBO3MOXKHO, T.K UCXO/S U3 IPUHLIMIIA
paboThl, MPOOHBIN CUTHAI OYIET TEPMUHUPOBATHCSI KOHEUHBIM YCTPONCTBOM U HE
OyJleT OTpakKeHHUs.

TectupoBanue MPOUCXOIUT HAKATHEM HA KHOIKY TI0]] COOTBETCTBYIOIIUM
noprtoM B pazaene Diagnostic. [Tpu 3ToM, nociie Tecta, B Tabiauie oToopaszsaTcs
pe3yabTarhl Tecta s nap 1-2(6eno-opaHxeBbiii — opaHkeBblii) U 3-6 (6eno-
3€JICHBI — 3€JICHBIN ).

[Tocne TecTupoBaHuUst BOZMOXKHBI CIEAYIOIINE PE3YIbTATHI:
1. Short - KopoTkoe 3amMbIkaHue MEXIy MapamMmu
2. Open - OOpbIB u Kabelb HE MOIKITFOYCH
3. Good - OTcyTcTBHE TIOBPEXKACHUS

["apanTupoBaHHas TOYHOCTh OMPEACIICHUS JJIMHBI KAOEJsl TECTEPOM
cocTaBisieT + 2 metpa. [loaToMmy Bo3MOXKHa CUTYyalUsl, KOT/1a MPU TECTUPOBAHUU
3aBEJIOMO IIeJIoro Kabens, JyuHa nap 1-2 u 3-6 Oyaer pa3auuHol. ITO MOXKET ObITh
CBSI3aHO C PA3IUYHBIMU (DAKTOPAMU: HEOJHOPOIHBIE XapAKTEPUCTUKU METHBIX
MIPOBOJHUKOB, Pa3JIMUHasl TUIOTHOCTb CKPYUYHUBAHUS AP, HHIUBUAYAJIbHBIC
ocobeHHoCcTH KoMMyTaTtopa PSW.

J1J1s TOBBILLIEHUS] TOYHOCTH U3MEPEHUN, MOYKHO MTPOU3BECTH KAIMOPOBKY
KaOeJIbHOro TecTepa.

JUJ1s1 3TOr0 MOJAKIIIOYUTE K KaTMOpyeMoMy MOpTy KOMMyTaTtopa Kabemb AITUHON
HE MeHee 2 METPOB (IPU 3TOM OCTaBbTE BTOPOM KOHEI] KaOessi He MOJKIIOUEHHBIM),
B WEB unrepgeiice B pazaene Calibrate HanpoTUB HY>KHOT'O MOPTA YKAKUTE JUTUHY
MOJAKJIIOYEHHOT0 Kabess B MeTpax U Haxxkmute Set. [Ipu 3ToM npoxoauT TecT u
paccUMTHIBAETCS MOMPABOYHbINA KO3 (PUIIEHT.
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Calibrate

Port Actual distance
1 Set
2 Set]
3 Set
4 Set
Diagnostic
Distance Status
Fort Eai”' Pair 3-6 | Pair 1-2 | Pair 3-6
3 \E/

Puc. 2.2.20.1 NuTepdeiic kabenbHOro TECTEpa

2.2.21 YaajieHHbI MUHT BHIEOKAMeEP

Diagnostic Tools — Ping

IP address 0 0 0 0

Puc. 2.2.21.1 Unrepdeiic ynanennoro PING

PING — ¥YTunura jy1s mpoBepKku coeuHeHni B ceTsax Ha ocHoBe TCP/IP.
JlanHast yrunuTa oTipasiseT 4 maketa 1o 32 Oaiita Ha ykasaHHbid [P agpec u
KOHTPOJIUPYET UX BO3BpAIICHHUE.

[Ipu momomu JaHHOW YTWINTBI BBl MOXETE «IIPONUHIOBATH» KaMepPy

HETIOCPEJICTBEHHO ¢ KOMMYTATOpa. ITO MOXKET MOHATO0OUTHCS /ISl PEIICHUS
npobiem.
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2.2.22 CTAaTHCTHKA KOMMYTATOpPAa

KomMmmyTaTop mpeaoctapiser pa3audyHy0 CTATUCTUYECKYI0 HH(POPMAIIUIO, OHA MOXKET
OBIThH MOJIE3HA IIPU PEILICHUH TPOOJIEM C CEThIO U €€ A IMUHUCTPUPOBAHUEM.

2.2.22.1 CTtaTuCTHKA M0 OPTAM

Statistics — Port Statistics

Port | RX good bytes | RX bad bytes | TX bytes | RX discards packets | RX filtered packets | TX filtered packets
1 1339794 0 2585194 | 0 e 144

2 0 0 0 0 0 0

3 0 0 0 0 0 0

4 882733 0 229345 |0 0 0

0 0 0 0 0

6 0 0 0 0 0 0

Puc. 2.2.22.1.1 Cratuctuka no nopram

CrarrcTrKa N0 NPUHATHIM M OTIPABICHHBIM JaHHBIM MO KaXI0MY MOPTY
KOMMYTAaTopa.

RX good bytes - HermoBpex1eHHbIE JaHHbIE, TPUHATHIE HA TTOPT (B OaifTax).
RX bad bytes - noBpexaeHHbIe JaHHbIE, IPUHATHIE HAa MOPT (B OalTax).
TX bytes - HenoBpeXAeHHbIE JaHHBIEC, OTIPABJICHHBIC C MMOpTa (B OaiTax).
RX discards frames - cueTuynk yBeITuUMBaETCS BCAKUI pa3 KOria ObLT IPUHST
HEMOBPEXKICHHbIN HEPUIBTPOBAHHBIN NAKET, HO B CBSI3H C OTCYTCTBUEM
cB0OOOIHOM OyhepHOM maMsITH OH HEe ObLIT 00paboTaH.

RX filtered frames - cueTynk BXOASAIMX OTHUIHTPOBAHHBIX IMAKETOB.
YBenuunBaeTCsl BCAKUIN pa3, KOTJa MaKeT He ObLI MPUHST U3-3a IPaBUI
buabTpanymy.

TX filtered packets -cueTunk ucxoAsIIMX OTPUIHTPOBAHHBIX TAKETOB.
YBenuuuBaeTcs BCSIKUN pa3, KOTia MakeT He OblT OTHPABIICH M3-3a MPaBUII
buIbTpaILU.

IIpumeuanmne 1. Bece cuetunku 32-x pa3psaHble, OHU NEPENOIHSIIOTCS 110
JTOCTUKEHUIO 3HaueHus 4294967295.
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2.2.22.2 Craructuka PoE
Statistics — PoE Status

Port | Status | Power

1 OFF | ---

2 ON 11428 W
3 OFF | ---

4 OFF | ---

Total Power 11.428 W
Puc. 2.2.22.2.1 Cratuctuka PoE

Ha nannoii Bkiajke otoopaxkaercs nHpopMmaius o nHxektupoBanuu PoE u Texymei
MOIITHOCTH JIJI Ka)x710ro mopta. CtaTyc u noTpebisemas MOITHOCTH YKa3bIBaeTCs
TOJIBKO JIJII TTPOTOKOJIbHOTO POE.

e Status - ctatyc PoE. (ON/OFF)

* Power - oTnaBaemas MOITHOCThH MPoTOKoJIbHOTO POE (BT).

* Total Power - cymmapnast MmoiHocTh (BT), AJ1st KOppeKkTHOM paboThI HE
JIOJKHA TMPEBBIMIATH OFO/HKET MOIITHOCTH.

2.2.22.3 ARP Tadauna
Statistics — ARP Table

Crpanuna conepxut ARP k311 npoiieccopa koMMyTaTopa, NpeICTaBICHHBIN B BUE

TaOJIUIIBL.

IP address
192.168.0.101
192.168.0.166
192.168.0.236
192.168.0.235
192.168.0.128
192.168.0.79
192.168.0.124
192.168.0.8
192.168.0.24

192.168.0.10

MAC address
84:C9B2:47:00:28
D0:27:88:1C:33:B5
20:1A:06:8A:62:89
9C:93:4E:18:24:7F
00:1A:92:67:A8'B5
CC:5DH4EA4C11:AC
22:1B:64:EA:0F:00
00:1A:92:67:A8B1
00:0F:EA:61:93:56
20:CF:30:C3:4A:C2

Puc. 2.2.22.3.1 ARP Tabnuua

44



2.2.22.4 MAC Tabdauna
Statistics — MAC Table

Bxrnanka conepKuT TabIuIly KOMMYTalUK

Ne | MAC address Port
1 | 00:00:AA-C1:BE:98 4
2 | 00:15:70:CB:6D:33 4
3 | 00:1A:92:67:A8:A9 4
4 | 00:1A92:67:A8B1 4
5 | 00:1B:FC:F5:82:5E 4
6 | 00:1D:60:-1E:78:BC 4

Puc. 2.2.22.4.1 MAC Ttabnuna

2.2.22.5 DNS Tadaunna
Statistics — DNS Table

Bxnanka conmepxut pe3yibTaT paboTsl poTokoia DNS: cooTBeTcTBHE MMEHU XOCTa
u ero [P angpeca.

Ne IP address Domain nate

1 217.69.139.160 smtp.mail.ru

Puc. 2.2.22.5.1 DNS Tabnuna

2.2.22.6 CucTteMHBIH KypHAaJ (J10T)

Statistics — Log
Bxnanka comepxut sor paboTel kKommyTaTtopa. Ha oHOM cTpaHuile BEIBOAUTCS
10000 3anucei, [ NEPEKIIFOYEHUS HA CIEAYIOIYIO CTpaHuIy HaxMuTe Next.
Jlis coxpanenus jiora B txt ¢aiin, Haxxmute Download log as file.

Log

IEI | Download log as file
:90392: STP topology changed

1 90392: Start after reset

:15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
- 90934: Start after reset

1 90934: STP topology changed

1 15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
©91423: STP topology changed

- 91424 Start after reset

:15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
©91913: STP topologv changed

1 91913: Start after reset

:92151: Start after reset

[ - I R« T R A P L]

—
=]

-
[¥]

:92151: STP topology changed

©15/07/2014 10:01:40: Web-interface authentication: Ok
©15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping
5: 92647 Start after reset

£ @IAAT- KTD tanalanr: ~rhanaad

Puc. 2.2.22.6.1 Jlor

—
P

= =
N

45



2.2.23 OonoBaenue 11O
Update/Backup — Update Firmware

KommytaTop PSW noanepxxusaer ooHoBienue 110. Ilocnennss Bepcus 110
BCEr/a JIOCTyNHa Ha caiite tforis.ru.

st oononienus [10 ckauaiite apxuB ¢ mpoimuBKoid. PazapxuBupyiite. daiin ¢
MPOILUIMBKONM UMEET paclIupeHue *.img

K PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 2.2.23.1. ®aiin *.img

B BeG-unTepdeiice 3aiinure Ha Bkiaaky Update Firmware u Beioepute ¢aiin
MPOIIMBKU KHONIKON O030p.

Current Firmware version: 00.01.01
File: OBzop...

Puc. 2.2.23.2. Haxumaem O630p

Current Firmware version: 00.01.01

File: D:\Pub\npowwekk PSW 2C| Ofsop...

Upload

Puc. 2.2.23.3. BoiObupaem ¢aiin *.img

Haxxmute xaonky Upload, noxxaurech moka (aiin ckonmupyercss BO BHYTPEHHIOIO
IIaMsITh yCTPOWCTBA.

Current Firmware version: 00.01.01
File: D:\Pub\npowwuekk PSW 2C| Ofsop...

Firmware loaded .. ... .. ..

Puc. 2.2.23.4. Jloxungaemcs 3arpy3ku (aiina

[Tocne Toro, kak ¢aiin 3arpy3uics, Haxmute Update s oonosnenus ninu Cancel
JUIS OTMEHBI.
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Firmware is loaded. press "Update" to continue

[ Update ” Cancel |

Puc. 2.2.23.5. Haxumaem Update

[Tocne naxxatus Update HauneTcs nporiecc oOHoBieHus. [Ipu He mepe3arpyxaiite
KOMMYTAaTOp Y HE OTKJIIOYANTE MUTAHUE.

Updating firmware, please wait

Puc. 2.2.23.6. Knem okoH4aHUs Mpoliecca MpOIIUBKU

2.2.24 CoxpaHeHHe U BOCCTAHOBJIEHUE HACTPOEK

Update/Backup — Backup/Recovery

KommyTtaTtopsl PSW noanep:xuBaroT BO3MOKHOCTb COXPAHEHUS TEKYIINX
HACTPOEK KOMMYTaTopa B (ailil KOHPUTypaluu, €ro pelaKTUPOBaHUS, a TAKKE
BOCCTAHOBJIEHHsI HACTPOEK U3 (paiina.

2.2.24.1 CoxpaHeHHe HACTPOEK B (aiJi
B 6okoBom mento Beibepute Update/Backup — Backup/Recovery

Backup/Recovery

1. Backup settings

Download users settings as file:

| Download a file |

2. Recovery settings

Upload settings file

| OBzop... || Upload

Puc. 2.2.24.1.1 Hurepdeiic coxpaHeHUs U BOCCTAHOBJICHHUS HACTPOCK

B nynkre 1 Haxkmute kHonKy «Download a file». Byner npeanoxxeHo coXxpaHUThb WK
OTKPBITH (haidsl, COXpaHsEM.
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OTkpbITs MK coxpaHuTe PSW_settings_backup.bak 1z 192.168.0.17

OTKpbITE CoxpaHuTb v OTmeHa

Puc. 2.2.24.1.2 Coxpanenue ¢aiina HaCTpOeK

2.2.24.2. BoccTaHOBJIeHHEe HACTPOEK U3 (aiiia

Ecnu TpeGyeTcs BOCCTaHOBUTH paHee COXpPAHEHHbIE HACTPOUKH U3 (paiina, TO BO
Bkiaake Update/Backup — Backup/Recovery Beioupaem B mynkte 2 (Recovery
settings) ¢aiin kondurypanuu *.bak u Haxxumaem «Uploady s 3arpy3ku.

CoobleHune ¢ Beb-cTpaHuLbl —5

! Write successful and reboot...

Puc. 2.2.24.2.1 Ilepe3arpy3ka KoMMyTaTopa

[Tocne 3arpy3ku (aitna, yCTpOHCTBO TIEpe3arpy3uTcs, 1 HACTPOUKH OyIyT
MIPUMEHEHBL.

2.2.24.3 PepaxktupoBanue (aiijia KoHpurypauuu

N3menenue ¢aiina KOHPUTrypamuu MOKeT ObITh TTOJIE3HBIM, KOT/Ia Y TPYTIIIBI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JIJIsl 3TUX YCTPONCTB
YHUBEpCAIbHBIN (Daiisl KOHDUTYPALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOoJbII0M Habop mapameTpoB, HarpuMmep [P aapec, a npyrue napameTpsl yxe
OynyT 3amucaHbl U3 ¢aiina KOHPUTypaIuu.

®aitn koHPUTYpaIK, TEHEPUPYEMBIF KOMMYTATOPOM IIPU COXPAaHECHUHU
HACTPOEK B ¢aiii, mpeAcTaBiIsieT co0oit ¢aiin ¢ pacmmpenuem *.bak ¢ HacTpoitkamu
B TEKCTOBOM BHJIE.

JlaHHbIi Qailll MOKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrtpykTypa 3anuceit UMeeT CTporo omnpezaeieHHyto Gopmy 3anucu. B obmiem Buje
OHA BBITJISIIUAT TAK:

#<ums nepemenHou>=[<3HaueHnue nepemeHHOU>|

Hanpumep: #IPADDRESS=[192.168.0.1], rae nepemennoii IPADDRESS
cooTBeTCcTBYeT 3HaueHue 192.168.0.1
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Onucanue HACTPOEK ¢ eHONTHBIMU MTapaMeTPaAMHU:

Tabmuna 2. [lepemennslie daiina KOHGUTYpaTUU

CHHTaKCHC KOMaHIIbI

Onucauue

#IPADDRESS=[192.168.0.1]

[P anpec koMmmyTaTopa

#NETMASK=[255.255.255.0]

Macka mojzcetu

#GATEWAY=[255.255.255.255]

[JIK03 110 YMOJIYaHHUIO

#USER MAC=[c0:11:a6:0:0:0]

nonb3oBatenbckuiit MAC anpec

#DNS=[255.255.255.255]

IP anpec DNS cepsepa

#DHCPMODE=[0]

pexum pabotsl DHCP (0 — BBIKITIOUEH,
1 — DHCP knueHT)

#LANG=[0]

s3bIK uHTEepPeiica (0-anrmuiickuid, 1 —
PYCCKHIA)

#HTTP USERNAME= ]

noruH s noctyna k WEB unrepdeiicy

#HTTP PASSWD=[]

napodib 11 noctyna k WEB uraTepdeiicy

#SYSTEM NAME=[]

ONMCAaHNE YCTPOUCTBA

#SYSTEM LOCATION=[]

MCCTOPACIIOJIOKCHHC YCTPOﬁCTBa

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

cocrosinue mopta Nel (1- Bki/0-BbIKIT)
AHaIOTUYHO ISl APYTUX TTOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U Ayriekc Ha mopty Nel. (O -
auto, 1 — 10 _half, 2 —10_full, 3 -

100 _half, 4 —100_full), ananornuno mis
JAPYTrUX MOPTOB.

#PORT1 FLOWCTRL=[0]

Flow Control na nopty Nel (0-disable, 1
- enable), aHaTOTUYHO JIJIST APYTUX
IOPTOB.

#PORT1 WDT=[0]

BKJIFOUCHUE aBTOMAaTHYECKOU
nepe3arpy3Kku BUJIEOKaMephl,
MOJKIIFOUEHHOU K ATOMY nopTy (0-
BBIKJIIOUEHO, | — mepesarpyska no
nponaganuto curnana Link, 2 —
nepesarpyska o HeoTBeTy Ha Ping),
aQHAJIOTUYHO ISl APYTUX MOPTOB.

#PORT1 IPADDR=[0.0.0.0]

IP agpec kamepsl, TOJKIFOYEHHON K
nopty Nel, mpu akTUBHOM PYHKITUU
nepe3arpysku 1mo Ping'y, aHamoruado
JUISL IPYTUX HOPTOB.
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#PORT SOFTSTART TIME=[1]

JUTATEHHOCTh TIPOTPEBA TEPMOKOKYXOB
i1 GYHKIIUHA KOM(POPTHOTO 3aITyCcKa
Bugeokamep (1 — 1 gac, 2 — 2 gaca)

#PORT1 SOFTSTART=[0]

BKJIFOUEHHE PYHKIIUU KOM(OPTHOIO
crapta 11 nopta Nel (0 — BBIKIIIOUEHO,
1 - BKJTIOUEHO), aHAJIOTUYHO ISl APYTUX
MOPTOB.

#PORT1 POE=[257]

ynpasienue PoE na nopty Nel (257 —
BKJIIOUEHO, 0 - BBIKJIIOYEHO), aHAJIOTUYHO
11 APYTUX TOPTOB.

#SMTP_STATE=[0]

BKJItOUeHue npotokona SMTP (0 —
BBIKJIIOUEHO, 1 — BKJIIOUEHO)

#SMTP SERV_IP=[0.0.0.0]

IP anpec SMTP ceprepa

#SMTP_TO1=[] MOYTOBBIN aJIpec moryyaTens 1
#SMTP_TO2=[] MOYTOBBIN aJIpeC MOTydyaTess 2
#SMTP_TO3=[] MOYTOBBIH aJpeC MoTydaTesns 3
#SMTP FROM=[]

MIOYTOBBIN A/IPEC OTIPABUTEIS

#SMTP SUBJ=[TFortis PSW-2G4F]

3arojJOBOK ITMChbMa

#SMTP_LOGIN=[]

JIOTHH JJIs IOCTYTA K MMOYTOBOMY SIIIIUKY

#SMTP_PASS=[]

MapOoJIb ISl JOCTYIIa K IOYTOBOMY
SIIUAKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

JIOMEHHOE UMSI TOYTOBOI'O CepBEpPA

#SNTP_STATE=[0]

cocrosinue nmpoTokosa SNTP

#SNTP_SETT SERV=[0.0.0.0]

IP agpec SNTP cepsepa

#SNTP_TIMEZONE=[0]

yacoBoi nosic, ornocutenbHo UTC (ot
-12 o +13)

#SNTP_PERIOD=[10]

MEPUOJT CUHXPOHU3ALMH ¢ cepBepoM (1,
10 nnu 60 MUHYT )

#SYSLOG_STATE=[0]

cocTosiHue TpoTokona Syslog

#SYSLOG SERV_IP=[0.0.0.0]

IP agpec Syslog cepsepa

#EVENT LIST LINK T=[12]

coosiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST POE T=[7]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#EVENT LIST STP T=[7]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)
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#EVENT LIST ARLINK T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOYCHO)

#EVENT LIST ARPING T=[12]

coOrrTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#EVENT LIST SYSTEM T=[7]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#EVENT LIST UPS T=[12]

coosiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST ACCESS T=[12]

cooriThe B ciucke EventList (7 —
BBIKJTFOUEHO)

#DRY CONTO STATE=[1]

BKJIIFOUCHHUEC JaTUHKaA BCKpBITI/DI (I[J'ISI
PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJIIOUEeHHE cyxoro koHTakra 1 (0 -
BBIKIL., | - BKJI) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHb cpabaThIBaHUS aBApUU IS
KOHTaKTa |

(0 — o pa3mbikanuto, 1 — 1o
3aMBIKaHHIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyxoro koHTakra 2 (0 -
BBIKIIL., | - BKII)

#DRY CONT2 LEVEL=[1]

YpOBEHb cpabaThIBaAHUSI aBapUH JIJIS
KOHTaKTa 2

(0 — mo pa3mbikanuto, 1 — 1o
3aMBIKaHHUIO)

#PORT1 RATE LIMIT RX=[0]

OTpaHUYECHHE CKOPOCTH MpUeMa rmopTa
Nel B Kout/cek. (0 - BBRIKITIOYEHO
OTPaHUYCHHE), AaHATIOTUIHO ISl IPYTUX
MTOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTrpaHUYCHHME CKOPOCTH TIEpeIauu TopTa
Nel B Kbur/cek. (0 - BBIKITIOUEHO
OTpaHUYCHHE), aHATOTUYIHO IS JPYTHX
IOPTOB.

#Q0S STATE=[0]

BKIJIIOUeHHE Mexanu3ma QoS (0-
BBIKJIFOUEHO, 1-BKJIIOUEHO)

#Q0S_POLICY=[0]

pexuM padboThl maHupoBiuka (0 —
B3BELIECHHAs IpUopuTe3anus, 1 —
KECTKask MPUOPUTE3ALIHS)

#QO0S_COS=[[1][0] [0] [1][2][2] [3]
[3]]

cootBercTBHE COS nmpuopurera n
ouepeqid 00CTy>KUBaAHUS
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#QOS_TOS=[[0] [0][0][0][0][0][0] |coorBercTBue TOS mpropureTa U
(0] (1] (1] (1] (11 (111111110101 | omepeny obeysKiBamHs

(L1017 0102102011010 03] 1([1]

(11011011011 (11(02][2]1[2]1([2][2]

(2] [2]1([2]([2]([2]([2][2]1[2]([2][2]

(21 [2][2][2]1(2]1([2][2][2]([2][3]

[31[31[3]1[3]1[31([3]1I[31]

#PORT1 COS_STATE=[1]

BKitoueHue CoS Ha mopty Nel,
aQHAJIOTUYHO JUISI IPYTUX TTOPTOB.

#PORT1 TOS STATE=[1]

BKiroYeHue ToS Ha mopty Nel,
AQHAJIOTUYHO U1l IPYTUX MOPTOB.

#PORT1 QOS RULE=[1]

Bb100p npuoputeTHocT CoS mium ToS (0
— CoS npuopurernen, 1 — ToS
MIPUOPUTETHEN ), aHAJIOTUYHO ISt
JIPYTUX MOPTOB.

#PORT1_COS_PRI=[0]

MIPUOPUTET MO YMOIYAHUIO JIJISl TOPTA
Nel, anasioru4Ho 111 Ipyrux nopToB.

#VLAN MVID=[1]

VID VLAN a ynpasnenusa (Management
VLAN)

#VLAN NUM=[1]

yucio HacTpoeHHbIx VLAN

#VLAN1=[[1][1] [default] [2][2][2]
(2] (2] [2][2][2][2])[2]]

3anuck ¢ HacTpolikam VLAN

#STP STATE=[0]

BKJrOYeHue npotokona STP (0 —
BBIKJIFOUEHO, | — BKJIFOUEHO)

#STP MAGIC=[65217]

Bcerma 65217

#STP_PROTO=[2]

npotokoiu (0 — STP, 2 — RSTP)

#STP BRIDGE PRIOR=[32768] Bridge Priority
#STP_MAX AGE=[20] Bridge Max Age
#STP_HELLO TIME=[2] Bridge Hello Time

#STP_FORW _DELAY=[15]

Forward Delay Time

#STP MIGRATE DELAY=[3]

Migration Delay Time

#STP_TX HCOUNT=[6]

TX Hold Count

#STP PORT1 CFG=[[1][1][128]
[200000] [107]]

3aluCh ¢ HacTpolikamu mopta Nel,
AHAJIOTUYHO ISl APYTUX [OPTOB.

#PORT1_VCT ADJ=[100]

Kod(PHUIMEHT KOppeKIUU KabeTbHBIM
TecTepoM Jytst mopta Nel, aHaIOrMaHO
JUTSL IPYTUX TIOPTOB

#PORT1 VCT LEN=[0]

JUTMHA JIMHUY JJ1s1 KaOeJIbHOTO TecTepa
Ut mopta Nel, aHaJIOTUYHO TSl APYTHX.
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#SNMP_STATE=[0] Brarouenue SNMP (0 -Beikiaroueno, 1 —

BKJTFOUYEHO)
#SNMP_SERVER=[0.0.0.0] IP aapec SNMP Traps cepsepa
#SNMP_VERS=[0] Bepcus nporokoaa SNMP (0 — SNMPv1)
#SNMP_COMMUNITY1=[public] COOBIIECTBO YTCHHUS
#SNMP_COMMUNITY2=[private] COOBIIECTRO 3aIIHCH
#IGMP_STATE=[0] srmoyenne IGMP (0 — Bxiroueno, 1 -
BBIKJTIOUEHO )
#IGMP_PORT_1_STATE=[1] BKJIIFOYeHHE opTa Nel B MPOTOKOI
IGMP, ananoru4Ho Juist Ipyrux nopToB.
#TGMP_QUERY INTERVAL=[60] IGMP Query Interval
#TGMP_QUERY RESP INTERVAL=[10] IGMP Query response Interval
#IGMP GROUP MEMB TIME=[250] Group Membership Time

5]

#TELNET_STATE=[1] srarouenue Telnet (0 — BeIKIFOUEHO, 1 —
BKJIIOUEHO)

2.2.25 COpoc HACTPOEK HA 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

Keep current network settings
Keep current username & password

Keep STP settings

Puc. 2.2.25.1 COpoc HacTpoek KOMMyTaTopa

[Tpu HEOOXOIMMOCTH BO3MOKHO OCYIIIECTBUTH COPOC HACTPOEK Ha 3aBOJICKHE
ycTaHOBKH. ITpu 3TOM cOpOC MOKHO OCYIIECTBIISATH BHIOOPOYHO:

Keep current Network settings — COpoc ¢ COXpaHEHHM CETEBBIX HACTPOEK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ cOXpaHEHHUEM HACTPOEK
noctyna: Username, Password

Keep STP settings — C6poc ¢ coxpanenuem HacTtpoek STP/RSTP.
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2.2.26 Ilepe3arpy3ka
Reboot/Default — Reboot

[Ipu HEOOXOIUMOCTH KOMMYTATOP MOKHO JUCTAHIIMOHHO MEepe3arpy3uTh.
CyuiecTByeT J1Ba BapuaHTa Mepe3arpy3Ku:
* Reboot CPU - Ilepezarpy3ka ToJIbKO mpoleccopa.
* Reboot All - [Tonnas nepe3arpyska (mepesarpyska npoiueccopa, PoE,
KOMMYTAIIMOHHOM YacTH)

| RebootMCU | | RebootALL |

Puc. 2.2.26.1 Ilepe3arpy3ka koMMyTaTopa

2.3 YnpaeneHue 4yepe3 Telnet

Telnet ucnonp3yercs yAaJIEeHHOTO YIPABICHUS CETEBBIM 000PYI10BAHUEM
MOCPEICTBOM KOMaHIHOU cTpoku. Telnet ucnonsiyer nporokon TCP u nopt 23.
B xommyTaropax TFortis PSW no ymonuanuto Telnet Bkitouen. [lo sxenanuro ero
MO>KHO BBIKITIOUMTB: B O0KOBOM MeHI0 BhIOpaTh Basic Settings — Telnet

Telnet Settings

State | Enable -

[Apply |
Puc. 2.3.1 Hacrpoiika Telnet

[ToaknroyaTbest K yCTPOHUCTBY MOKHO IIPH MOMOIIH JIF000I TEpMUHATILHON
POrpaMMbl, B JAaHHOM JIOKYMEHTE HACTpoiiKa OyJIeT pacCMOTpeHa Ha puMepe
Microsoft Telnet. [Togkmouaemcs ucnonb3yst komannay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne nmoaxtoueHUs: MOTPeOyeTCsl BBECTU JIOTUH U NapoJib. (JIoruu u nmapoms s
Telnet'a Takue xe, kak u A gocryna k WEB untepdeticy) Ecnu norus u napoinp
He OBUIM 3aJaHbl, TO JIBA pa3a MoApsT HAKMHUTE Enter.
TFortis PSW - Industrial Switch

Command Line Interface

Copyright(C) 2014 "Fort-Telecom”™ Ltd. All rights reserved.
User Name>

CumBon # 1 uMs yCTpOICTBa 03HAYAIOT, YTO Ay TCHTU(UKALIUS POIILIA YCIICIITHO U
KOMMYTATOp IIEPELIEII B PEXKUM KOH(DUTYPUPOBAHUS.
TFortis PSW-2G4FH# _
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Criucox KOMaH]1 MOKHO TOJIYYHUTh UCIOJNB3Ys KoMaHay «?» uinu «help»

Bce KOMaHAbI pa3JiCJICHbI HAa HCCKOJIbBKO OCHOBHBIX I'PYIIIL:

config — U3BMEHEHHE HACTPOEK

show — oToOpakeHne TeKyIIuX HACTPOEK

save — COXpaHEeHUE HACTPOEK B SHEPTrOHE3aBUCUMYIO MaMSTh
reboot — mepes3arpy3ka KOMMyTaTopa

help — nonyuenue cripaBku

exit — BBIXOJ U3 PeKUMA YIPaBICHUS

B kadecTBe apryMeHTOB KOMaH I UCTIOIB3YETCS PsI/T YCIOBHBIX 0003HAYCHUI:

<IP> - IP agpec B popmare XX. XX.XX.XX

<STATE> - cocTosiHue, MOXET MPUHUMATh 3HaueHus enable wiu disable
<VALUE> - mo0o0e€ 11e510€ 3HaKOBO€ UJIM OE€33HAKOBOE YUCIIO

<STRING> - TekcTOBasi CTpOKa

<PORTLIST> - criucok nopToB B BUJIE: HAYAIbHBIN_MOPT-KOHEYHBIH _MOPT

Hpumep: s nopros 1,2,3 : «1-3» ; TOJBKO AJI1 OJHOTO TopTa 2 : «2-2»

[Iporecc HacTpoiiku nocpeacTBoM Telnet'a mMpoUCXOIUT B HECKOJIBKO I1AroOB:

1.

[Tpu momoIM MoAMHOXKECTBA KOMaH 1 U3 TpyIbl config ycTaHaBIuBaeTcs
Tpedyemasi KOH(PUTYpaIus

Orta KoH(pUTypalus COXpaHsIeTcs B TaMsTh KOMaHI0M save

Y CTpoHCTBO nepe3arpyxaercsi KoMaH0u reboot, mpu 3ToM HOBast
KOH(UTYpaIHsi BCTYMAET B CHITY

2.3.1 NMpumep HaCTPOUKMU

JInsa mpumepa paccCMOTPUM ITPOLIECC HACTPOMKHA KOMMYTATOpA.
[TycTs Ham TpeOyeTcsl yCTaHOBUTD CIEAYIOIINE HACTPOUKHU:

IP agpec 192.168.0.100

o3 192.168.0.1

Jo6asum VLAN 2 c terupoBannbsiM noptoM Gigabit Ethernet 1 (Port 5) u
HererupoBanHbIM Fast Ethernet 1 (Port 1)

Hactpoum komdbopTHbIii cTapt Ha mopty Fast Ethernet 1 (Port 1)
HactpouMm aBTOMaTH4eCKyI0 nepe3arpy3Ky 3aBUCIIUX Kamep Ha mopty | mo
kputepuii PING (IP agpec 192.168.0.13)

Bxrounm npotokon RSTP Ha nedonTHbIX HacTpoiikax

Wtak, noaximtogaeMcst K yCTPOHCTBY, €CJIM YCTPOMCTBO elie He ObLIO0
CKOH(pUrypupoBaso, 1o ero IP agpec 192.168.0.1 u morun u maposns A AOCTyTA HE
3aJlaHBbl.

Microsoft Telnet> open 192.168.0.1
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[Iepexoaum K pexxumy ynpaBlICHUS
TFortis PSW-2GHFH _

Memnsiem IP agpec komanpoi config ipif System ipaddress 192.168.0.100
TFortis PSW-2GY4FH config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2GY4FH# _

Jlob6aBasem mnrro3 o ymoidanuio: config ipif System gateway 192.168.0.100

Fortis PSW-2G4F# config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

Jlo6aBasem VLAN 2.
s aToro cHavana ynansem nopt 1 uz VLAN 1 (T.K. B 0IHOM HETETMPOBAHHBIM
NOPT MOXKET HAXOAUTHCSI TOJIbKO B 01HOM VLAN)

TFortis PSW-2G4F# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

ITopt GEI (mopt 5) B VLAN 1 nenaem TerupoBaHHBIM

Fortis PSW-2GY4FH# config vlan vlanid 1 add tagged 5-5
LAN: add tagged ports

Teneps nob6asisiem HeTerupoBaHHblil mopt 1 B VLAN 2

TFortis PSW-2G4FH# config vlan vlanid 2 add untagged 1-1
ULAN: add untagged ports

JloGaBisiem TerupoBanHbIi mopt 5 B VLAN 2

Fortis PSW-2GY4FH# config vlan vlanid 2 add tagged 5-5
LAN: add tagged ports

Komangoi show vlan nposepsieM NpaBWIBHOCTh KOH(DUTYpaIIAN:
TFortis PSW-2G4FH#H show vlan
1
default
Static
S
234

2
vlanz
Static

Tenepb akTUBHpYEM (PYHKIMIO KOM(POPTHOTO cTapTa Jyuis nopra |
TFortis PSW-2GY4FH# config comfortstart portlist 1-1

Comfort Start: add ports

HacTpoum Ha 3TOM ke MOPTY 3alIUTy OT 3aBucaHus kamepsl (192.168.0.13) no
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kpurepuro PING
Fortis PSW-2GY4FH config autorestart port 1-1 state ping

Autorestart config: state ping

Fortis PSW-2G4F# config autorestart port 1-1 host 192.168.0.13

Autorestart config: host addr 192.168.0.13

ITepeitnem k Hactporike RSTP. [TockonbKy pelmiv UCIOIb30BaTh MapaMeTPhbl 1O

YMOJYaHHUI0, TO HEOOXOIMMO JIUIIb BKJIIOUNUTH IPOTOKOJI M BHIOPATh BEPCHIO.
TFortis PSW-2GY4FH config stp state enable
STP State: enable

TFortis PSW-2GY4FH# config stp version rstp

STP Uersion: RSTP

Bcé, nactpolika 3aBepliieHa, Tenepb COXpPaHsIeM HACTPOUKHU
TFortis PSW-2GY4FH save
Settings saved successfull

U nepezarpyxaemM KOMMYTaTOP

PSW-2G4F# reboot

conhect closed

TFortis PSW-2G4F#

MogkniodeHHe K ysny YTepAHo.

HaxmuTe nobyw knaeuuy. . .

2.3.2 OnucaHue komaHpg Telnet

1. I'pynna config

Bo3MokHbIE KOMaH/IbI:
* ipif — cereBble HacTpoiiku (IP aapec, Macka mojceTu, IUTIO3)
* ports — HacTpoOiKa MOPTOB (CKOPOCTh, AyIiekc, PoE)
* igmp_ snooping — HacTpoika IGMP
* stp — HacTpoiika npoTtokosoB STP/RSTP
* snmp — HacTpoiika SNMP
* syslog — HacTpoiika Syslog
* vlan — Hactpoiika VLAN
* sntp — HacTporika SNTP
* smtp — HacTpoiika SMTP
* comfortstart — HacTpoiika GyHKIIMH KOM(POPTHOTO BKIIIOUEHHS KaMep
* autorestart — HacTpolka (YHKIIUH KOHTPOJIS 3aBUCAHUS KaMep
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1.1 CeteBbie HacTpoiiku (config ipif)

1.1.1 IP agpec kommyTaTopa.
config ipif System ipaddress <IP>
Ipumep: config ipif System ipaddress 192.168.0.100

1.1.2 Macka noicetd KOMMyTaropa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

1.1.3 Anpec uuto3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

1.1.4 Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

1.1.5 Pexxum pa6otel DHCP knuenra
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — exnouen pesxcum DHCP
KAueHma

1.2 Hactpotiku nopToB (config ports)

1.2.1 Cocrosinue nopra. (ITopT MOKHO IPUHYAUTENBHO BBIKJIIOUUTD )
config ports <PORTLIST> state <STATE>
[Ipumep: config ports 1-1 state disable

1.2.2 CxopocTh Ha IOpTy
config ports <PORTLIST> speed <SPEED>
<SPEED> Mo:xeT NpMHUMATh CJeAYyOLIHe 3HAYCHUS
* auto
* 100_full
* 100_half
e 10_full
* 10_half
IIpumep: config ports 1-6 speed auto

1.2.3 Kontpoinb notoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

1.2.4 Yupasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ipumep: config ports 1-1 poe disable
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1.3 Hactpotiika mynsTukacta (IGMP Snooping)

1.3.1 Brmouenue IGMP Snooping
config igmp_snooping state <STATE>
Ilpumep: config igmp snooping state enable

1.3.2 Criucok nopToB, HA KOTOPBIX AKTUBEH CHYIIUHT
config igmp_snooping portlist <PORTLIST>
Ilpumep: config igmp snooping portlist 1-6

1.3.3 Query Interval - uaTEpBaT BpeMEHHU MEXKAY OTIPABKOM COOOIIEHUI
Query (B cekyHaax)

config igmp_snooping query_interval <VALUE>

Ilpumep: config igmp snooping query interval 60

1.3.4 Query Response Interval - MakcumanbHOE BpeMsl OKMAaHUSI OTBETA OT
X0CTa Ha OTMHPaBKy nepuoandeckux oommx Query. (1-25 cexyHn)

config igmp_snooping query response_interval <VALUE>

IIpumep: config igmp snooping query response_interval 10

1.3.4 Group Membership Interval - uatepBan BpeMeHU B TEUEHHE KOTOPOTO
MapipyTtuzatop oxunaer noixydenuss IGMP Report. (1-255 cekynn)

config igmp_snooping group_membership_time <VALUE>

Ipumep: config igmp snooping group membership time 255

1.4 Hactpoiiku STP/RSTP

1.4.1 Bxmouenue STP/RSTP
config stp state <STATE>
Ilpumep: config stp state enable

1.4.2 Bei6op Bepcun nporokona STP wiu RSTP

config stp version <VERSION>

<VERSION> MOx€T NpUHUMATh CJIEAYIOIINE 3HAUYCHHUS:
1. stp
2. rstp

IIpumep: config stp version rstp

1.4.3 [Ipuopurer (Bridge priority)
config stp priority <VALUE>
Ipumep: config stp priority 32768

1.4.4 Bridge Hello Time
config stp hellotime <VALUE>
Ipumep: config stp hellotime 2
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1.4.5 TX Hold Count
config stp txholdcount <VALUE>
IIpumep: config stp txholdcount 6

1.4.6 Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

1.4.7 Forward Delay Time
config stp forvarddelay <VALUE>
Ilpumep: config stp forvarddelay 15

1.5 Hactpoiika SNMP

1.5.1 Bxintouenne SNMP
config snmp state <STATE>
Ilpumep: config snmp state enable

1.5.2 IP aapec cepepa (mast SNMP Traps)
config snmp host <IP>
IMpumep: config snmp host 192.168.0.1

1.5.3 Ctpoxka coobmectBa uteHus (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

1.5.4 Ctpoxa coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write _community private

1.6 Hactpoiika Syslog

1.6.1 Bxirouenue Syslog
config syslog state <STATE>
IIpumep: config syslog state enable

1.6.2 IP aapec cepBepa
config syslog host <IP>
IIpumep: config syslog host 192.168.0.1

1.7 Hactpoiika VLAN
1.7.1 lob6aBnenue u penaktupoBanue VLAN
1.7.1.1 lobGaBneHue u pegakTUpOBaHUE TETMPOBAHHBIX TOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nomep VLAN a 1151 penakTupoOBaHus
<PORTLIST> - cnucok noproB, K KOTOPBIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3
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1.7.1.2 JloGaBieHue 1 peakTUPOBAHNE HETETMPOBAHHBIX MIOPTOB
config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN a 17151 pe1akTUpOBaHUS
<PORTLIST> - ciicok nopToB, K KOTOPBIM 3TO IPUMEHHUMO
Ipumep: config vian vianid 1 add untagged 4-4

1.7.1.3 JobaBnenue u peakTUpoBaHUE MOPTOB, HE uieHOB VLAN
config vlan vlanid <VALUE> add fobidden <PORTLIST>
<VALUE> - nomep VLAN a 1151 penakTupOBaHUs
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ilpumep: config vian vianid 1 add fobidden 5-6

1.7.2 Ynaneane VLAN
config vlan vlanid <VALUE> delete
Ilpumep: config vian vianid 2 delete

1.7.3 IlepeumenoBsiBanue VLAN

config vlan vlanid <VALUE> name <STRING>
Ilpumep: config vian vianid 2 name my vian2
[TepeumenoBsiBaeT VLAN ¢ VID 2 B «my_vlan2y

1.8 Hactpoiika SNTP

1.8.1 Bxirouenune SNTP
config sntp state <STATE>
Ipumep: config sntp state enable

1.8.2 IP anpec SNTP cepsepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

1.8.3 Yacogoii nosic (otHocutenbHo UTC)
config sntp timezone <VALUE>
Ilpumep: config sntp timezone +6

1.9 Hactpoiika pyHKIIMu KOM(DOPTHOTO cTapTa BUIAEOKAMED

1.9.1 Bpems nporpeBa TepMmokoxkyxa (1 un 2 yaca)
config comfortstart sstime <VALUE>
IIpumep: config comfortstart sstime 2

1.9.2 Bxomtouenue GhyHKIUA HA TTOPTAx
config comfortstart portlist <PORTLIST> state <STATE>

Ipumep: config comfortstart portlist 1-4 state enable
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1.10 Hactpoiika pyHKIMH 3aIIUTHI OT 3aBUCAHUS

1.10.1 Bxirouenne GyHKIMU Ha TOPTax
config autorestart port <PORTLIST> state <AR_STATE>
rae <AR_STATE> npunumaer cieayromuye 3HaYEHUs:
* disable
e link
* ping
Ipumep: config autorestart port 1-4 state link
1.10.2 IP anpec kamepsl Ha nopTy (pu BeIOpaHHOM criocoOe o PING'y)

config autorestart port <PORTLIST> host <IP>
Ilpumep: config autorestart port 1-1 host 192.168.0.13

2. I'pynna show

Bo3Mo)kHBIE KOMaH/IbI:
* switch
* ports
* igmp snooping
e stp
* snmp
* syslog
* vlan
* sntp
* smtp
* firmware
* packet

2.1 BeiBog cBOiHOM MH(GOPMAIIMKU O YCTPOHUCTBE U €ro KOH(PUrypauu
show switch

2.2 BeiBon undopmaruu o noptam (CocTosiHue, TUHK, CKOPOCTb, TyIUIEKC,
PoE)
show ports

2.3 BriBoa undopmanuu o pabore IGMP Snooping (aKTUBHOCTB, TOPTHI)
show igmp_snooping

2.4 BeiBoa uH(popMaiiuu 1o nporokony STP
show stp
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2.5 BeiBog uapopMaiuu 1o npotokory SNMP
show snmp

2.6 BeiBog uHpopManmu 1mo mpotokory Syslog
show syslog

2.7 BeiBox Hactpoek VLAN
show vlan

2.8 BriBoa undopmanuu o HacTpoitke SNTP
show sntp

2.9 BeiBoa undopmaiuu o HacTpoiike SMTP
show smtp

2.10 BoeiBos HHpOpMAITUK O BCTPOCHHOM ITPOTPaMMHOM OO€CIIeUeHUH
KOMMYyTaTopa
show firmware

2.11 BbIBOJI CTaTUCTUKH I10 TIEPETAHHBIM/TIPUHSATHIM JTaHHBIM Y€Pe3 TOPTHI
(BXomsIue / UICXOISAIINE ITaKETHI)
show paket

3. CoxpaHeHHe HACTPOEK
[Tpoucxoaut coxpaHeHHE HACTPOEK B YHEPTrOHE3aBUCUMYIO MaMSTh
save

4. Ilepesarpy3ka
[Ipoucxonut nepe3arpyska KoMmMyTaTopa
reboot

5. BbIBOJ CIIpaBKH MO KOMaH1aM
help wm ?

6. BBIXOJI U3 pekuMa yrpasieHus Telnet
exit
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