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CuutbiBaTenun PR-P16

1.HASHA4YEHUE
BeckoHTakTHbIN cunTbiBaTens PR-P16 npeaHasHaveH ana paboTbl CO cneayrowmmmn Tunamm
KapT:

e B pEXMME YTEHUS CEePUMHOro HOMepa NoALEPXKUBAKOTCS BCE KapTbl, COOTBETCTBYHOLLNE
ctaHgapty 1ISO 14443A-3,;

e B 3alUMUIEHHOM pexuMme nogaepxmBaeTcsa pabota Tonbko ¢ kaptamm Mifare Classic
1K/4K n c kaptamm Mifare Plus B pexume coBmectumoctn ¢ Mifare Classic
(ncnonbsyetcsa kpuntoanroputm Cripto-1).

CuunTbiBaTENb MOXET MNPUMEHSTLCA B CUCTEMAax, MCMOMb3ywWMX Ana obmeHa mexay
KOHTPONIEepoM 1 cuntbiBaTenem kak npotokonbl CKY[] Parsec, Tak n npotokonsl Wiegand 26 vnn
Touch Memory. Beibop npoTokona npovM3BogUTCA MPU MNOAKIHOYEHMNM CYMTbIBATENS.

(('.'- Pexum npoxoga «kapta + MWH-kog», pexum 6nokupoBkn u dyHkuma «lMpoxoa noa
NPUHYXaeHneMm» NoAAePKMBatOTCA TOMbKO NP NOAKMYEHUM No NpoTokony Parsec.

2.0NMNCAHUE CHUTBLIBATENA

2.1. O6wme xapakTepUCTUKKN

CunTbiBaTENb BbLINOMHEH B KOprnyce M3 nnactvka ABS M repmMeTnsupoBaH CUITMKOHOBLIM
KOMMayHOoM.

TexHuyeckune XapakTepucTtukn npmueeaeHbl B Ta6J'IVILI,e 1.

Tabnuuya 1.

XapaktepucTuka 3Ha4veHne
MaTtepuan kopnyca Mnactnk ABS
Pasmepbl kopnyca 150x46x22 MM
Bec 6pyT1TO/HETTO 0,212 kr/ 0,152 kr
[nana3oH paboynx Temneparyp o1 -25°C go +80°C
oo P oT -40°C [0 +80°C
Jdonyctnmas BNaxHOCTb oT 0 8o 99% npu Temnepartype +40°C (6e3 koHaeHcaTa)
Paboyas yactoTa 13,56 MI'y, ¢ oTkrioHeHnem He 6ornee 850 kly,
HanpspkeHve nutaHus oT 9 0o 16 B, NOCTOSAAHHBIN TOK.
MoTpebnsaembin TOK He Gonee 180 MA
gﬁ?ﬁﬁ;;)g&ﬂmmq%m K Parsec, Wiegand 26, Touch Memory (I-Button)

* [puBeaeHHas Bbille AanbHOCTbL obecnevnBaeTcsa Npu HanpsXxeHun nutanns 10-14 B, pasmaxe nynbcawum
He 6ornee 50 MB 1 OTCYTCTBMU 3NEKTPOMAarHUTHbIX MOMEX B NMONIOCE CUrHana KapThbl.

BHewHn Bng cumtbiBaTenen npencrasrieH Ha PUCYHKe 1.
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PucyHok 1. CuutbiBatenu PR-P16 B pa3HbIX LIBETOBbIX UCMOMHEHUAX

2.2. NMuTtaHune

MuTaHne cumTbiBaTENS OCYLLECTBASETCA OT CTabMNU3nMpoBaHHOIO MCTOYHMKA MOCTOAHHOIMO
Toka. OOblMHO TakMM WUCTOYHUKOM sBnseTca Bl koHTponnepa, K KOTOPOMY MNOAKMOYEH
cyuTbiBaTENb.

2.3. Kabenu

CunTbiBaTeNnb CHabGXeHbl 8-XWNMbHbIM LUBETHbIM Kabenem, C MOMOLLbO KOTOPOro
NPON3BOAMTCS MOAKMIOYEHME K KOHTPOMMepy CUCTEMbl YrpaBneHus AocTynom. HasHayeHue
BbIBOJOB kabens cuntbiBaTens npMeeaeHo B Tabnuue 2.

Tabnuua 2.
Pexnmbl
Ne LiBeT - HasHauyeHue
Wiegand | Parsec |Touch Memory
1 |KpacHbin +V Hanps»keHne nutaHus.
2 |YepHbiin GND O6wwmin nposoa.
3 | 3eneHbiit WO .
- SIG JIMHMKM BbIXOOHOrO MHTEpdeNca.
4 |benbin W1 SIG
5 |OparkeBbiii | LED-G LED-G BknioyeHue 3eneHoro ceeToamMoaa
(kpome Parsec).
. ) CARD i BknodeHne KpacHoro ceetoamoda
6 |KopuuHeBbin | LED-R ONLY LED-R (Kpome Parsec).
7 KenTbi BEEP ADR BEEP BkntoueHne 3ymmepa (B Parsec —
onpegensieT agpec cuMTbiBaTeNs).
8 |CunHun SECURE MepeBon B 3aLUNLLEHHLIN PEXUM.

Mexay cumTbiBaTENEM U KOHTPOSNIEPOM PEKOMEHAYETCS MCMONb30BaTh HEIKPAHUPOBAHHbIN
MHOTOXWIbHbIN CUrHanbHLIN Kabenb ¢ cedeHmnem Kaxgoro nposoga 0,22 MMZ. Mpwn ncnonb3oBaHmMK
Takoro kabensi MakcumarnbHoe yaaneHue cuntbiBatens ot koHTponnepa — 100 meTpos.

3.PABOTA CHUTBIBATENA

3.1. Pexxum Wiegand 26
B naHHOM pexume gocTyn npegocraenseTca nubo no kapte, nnbo no MNMAH-koay.

Mpy NogHeCceHWW MCNPaBHOW KapTbl HA PACCTOSIHUE CUUTbIBAHWS CYMTbIBaTENb NpoBepsieT
KOPPEKTHOCTb koda KapThbl U nepedaeT ero koHTponnepy. B pexume Wiegand 26 ko nepenaetcs

4
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ogHokpatHo. Cnegywowmn pas kog OyoeT nepegaH, ecnu kapTa Obiia BblHECEHA W3 30HbI
CUMTbIBaHUS Ha BpeMsi He meHee 0,5 cekyHAbl.

Kogpbl knaBvw nepegatotca No Mepe nx HaxaTtusa. KogmpoBka BbIXOLHbIX KOOOB KNnaBuaTypbl
yka3aHa B Tabnuue 3.

lMpumevarnue: [locmaska cHyumbsigamernel ¢ ¢ghopmamom ebixodHo20 cuesHana Wiegand
Motorola ocywecmearnsaemcs no crieyuasnbHOMYy 3aKkasy.

Tabnuua 3.
Kogbl knaBnaTtypbl B pexvme Koapl knaBmnatypbl B pexvme
Wiegand 26 Wiegand Motorola
0 00000 1 0 1111 0000
1 000010 1 1110 0001
2 000100 2 1101 0010
3 000111 3 1100 0011
4 10100 1 4 1011 0100
5 101010 5 1010 0101
6 101100 6 1001 0110
7 101111 7 1000 0111
8 11000 1 8 0111 1000
9 110010 9 0110 1001
* 110100 * 0101 1010
# 110111 # 0100 1011

3.2. Pexxum Touch Memory
B naHHOM pexume gocTyn npegocraenseTca nubo no kapte, nnbo no MNMAH-koay.

B pexume Touch Memory ko KapTbl nepegaeTcsa Tpyu pasa, Mnocne 4Yero cyutbiBaTesb
nepecrtaetr OTBeyaTb KOHTPOMNepy OO Tex Nop, noka kapta He OygeT BblHECEHa W3 3OHbl
CUMTbIBAHNSA Kak MUHUMYM Ha 0,5 cekyHabl. PopmaTt MOCbINKM — CTaHAAPTHbIA ANS nNpoTokona
Touch Memory, kog cemenctea — 01h.

B pexume Touch Memory koabl HaxaTblX KnaBuw 3aHocaTca B Gydep n nepepatorcs B
KOHTPONMEep TOMbKO Mocne HaxaTusa knaBuwn «#». dopmat 3TON NOCLbINKN — CTaHAAPTHbIA Ang
npoTokona Touch Memory, kog cemenctaa — 03h. dopmaT NOCHINIKM MNOSICHAETCHA PUCYHKOM 2.

Ecnu BBegeHo meHee 12 undp, HegocTalolme 3aMeHsIITCS HyNeM B CTaplUMX He3aHSATbIX
paspsigax. MNpv ownboyHoM BBOAE Kakon-nnbo undpbl bydep cnegyet 04MCTUTL, HaXaB KnaBuwy
«*», U BBECTU BCE LUMpPbI 3aHOBO.

Kog

cemeicTea Mnagwwi SaiT koda Crapuwwii 6aifT koaa
Maraa Mepean Mna,uzal-uﬁ §apm1—1ﬁ
BBEEHHAA BBefeHHan  nonybaiT  monyGaitT
unpa U pa

PucyHok 2. ®opmat nepefaun ko4oB knasuaTypbl B pexume Touch Memory

3.3. Pexxum Parsec

B atom pexume cuuTbiBaTEnb MOXET paboTtaTb B O4HOM U3 [BYX PEXUMOB npoxoaa:
«TONbKO KapTa» nnbo «kapta + MNH».
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3.3.1. Pexum «Tonbko kapta» (kopuyHeBbin npoBopa (Card Only) noagknio4eH K
ob6wemy nposoay (GND))

Mpn nogHeceHnn KapTbl HA PAcCTOSIHNE CYUTLIBAHUSA CHUTbLIBATESb MPOBEPSET KOPPEKTHOCTb
Koga KapTbl (MO KOHTPOMbHOW CyMME) W BblOaeT Ko KapTbl Ha KOHTponmep Mo 3anpocy
nocnegHero. Ecnun BHYTPEHHSA MHAMKAUMA paspelueHa (onpeaensaeTcss npyu KOHUrypmpoBaHum
koHTponnepa B MO ParsecNET), To npu cuntbiBaHMM KOAa KapTbl CHUTbIBATENb M30aeT KOPOTKUN
3BYKOBOW CUrHam W KpaTKOBPEMEHHO 3axuraeT 3eneHblin ceetoauond. [aHHaa wvHavKauus
noaTeBepXaaeT NpaBUMbHOCTb CYUTbIBAHUSA KOAA, HO HUKaK He CBA3aHa C npaBaMu KapTbl B
cucteme. Ong vHOuKauUKM peLlleHus, NPUHATOrO CUCTEMOM MO OTHOLIEHUIO K npeabsBNeHHOW
KapTe, CNYyXUT BHELLHAA NHOUKALUWNA, KOTOPOW ynpaBnisaeT KOHTposep.

Cnegyowunn pas kapta Oyger cuMtaHa B crnyyae, ecnu oHa Obina BblHECEHA M3 30HbI
CUMTbIBaHNA Ha BpeMda He MmeHee 0,5 cekyHAbl.

B AaHHOM peXunmMe KrnasmnaTtypa He UCMOJb3YeTCA, U CHUTbIBATENb HE pearnpyeT Ha HaXXaTtune
KIinaBULL.

3.3.2. Pexum «kapta + NUH» (kopuuHeBbIn npoBopA (Card Only) HUKyaa He
noAaKno4eH)

lNpn nogHeCEeHUN KapTbl CYMTbIBATENb 3aMOMUHAET €€ KO N NEPEXOONT B PEXUM OXNOaHUs
BeBoga [NMH-koga c¢ knaBmatypbl. COCTOSHME OXMAAHWUS WHOULMPYETCA MUraHuem 3erieHoro
ceetoamnoaa. NMonb3oBaTenb AOMKEH BBECTU C KnaBmaTypbl cBon MNMNH-koa 1 HaxaTb Ha KnaBuLly
«#». lNpn BBOOE NpaBUIBHOTO Koda CuUYUTbIBATENb MepedaeT KoOA4 MpeabsBlIEHHOM KapThbl
KOHTponnepy. Ona nHankaumm peleHns, NPpUHATOro CUCTEMON MO OTHOLLEHWUIO K NpeabsBNEHHON
KapTe, CNyXUT BHELLHAA NHOUKALUWNA, KOTOPOW ynpaBnisaeT KOHTporep.

HaxaTvne Ha Kaxayl KnasBuwy COMpPOBOXAAETCA 3BYKOBbIM CUrHanoMm. MakcumanbHoe
BpemMs oxuaaHus HaxaTtus knasmwn — 10 cekyHa. Ecnu yepes 10 cekyHA nonb3oBaTeslb He HaXarn
CnefyoLlyo Krnaeuvuly, cuYATbIBaTENb MOAAeT TPEXKpaTHbIA 3BYKOBOW CUrHam W BbIXOOUT U3
pexuma oxunganus NUH-koga. [ns NOBTOPHOro BBOA4A HYXXHO elle pa3 NpeabsBUTb KapTy.

Ecnu B npouecce BBoga nonb3oBatenb Habpan HenpaBunbHYK UUPY, HYXHO HaxaTb
KnaBuwy «+*» WU BBECTU Kop 3aHoBO. [lpu BBOOE HEBEPHOro Koda cuuTbiBaTeNb nopaet
TPEeXKpaTHbI 3BYKOBOW CUrHam WM BbIXOOUT U3 pexuma oxuaaHua MNMUH-koga. [na noBTopHOro
BBOZAA HY>XHO eLle pa3 NnpegbsaBuTh KapTy.

G\_ Mpun TpexkpaTHOM BBOAE HEBEPHOrO KOA4A CUYUTbIBATENb COOOLUMT CUCTEME O MOMbITKE
nogbopa kofa u nepengeT B pexmm 6510kMpoBku!

3.3.3. Pexxnm 6noKupoBku

Pexum BkntovaeTcs nocre TpexX Heyaa4HbIX NOMNbITOK BBEAEHUA KOAA. Pexnm nHOnUunpyeTca
BCMbIWWKaMn KpacHOro ceetoaguona. B atom pexnme cHuTbiBaTeslb He 4YUTaeT KapTbl U He
pearnpyeTt Ha Ha)XaTue KraBULL. CunTbiBaTENDL BLINOET U3 pexnma 6]'IOKI/IpOBKI/I aBTOMaTU4eCKun
yepes 1 MUH nnu npn OTKpbiIBaHUN OBEPU C KOMIbKOTEpPA, KHOMKOW WK CcurHanom apyroro
cUNTbIBATENS 9TOWN XXE TOYKM npoxoaa.

3.3.4. Mpoxopa noa NpuHyXaeHuem

[na dopmnpoBaHus curHana «Bxoga nog npuHyxgeHnem» nonb3oBaTenb 4OMKeH HabpaTtb
Ha knaesuatype [MMH-kog, oTnMyalWUncs OT UCTUHHOMO Ha +1 B Mnagwem paspsge. T.e. K
nocnegHen uncppe MNUH-koga HyxHO AobGaBuTb eauHuuy, npu 3ToM undpa «9» 3ameHseTcs
uncbpon «0». Hanpumep, kogy 56714 cooTBeTCTBYET KOA MpuHyXaeHus 56715, kogy 56710 —
56711, a kogy 56719 — 56710.

CuntbiBaTenb nepefaeT KOHTPOMMepy crneuuanbHbIi Kog MpuHyxaeHus. MHavkauums
cuuTbiBaTENA MNpPU MPOXOAE MOA MNPUHYXOEHWEM MOMHOCTbIO COOTBETCTBYET MHAMKAUUW Mpu
npoxoAae no npasunsHomy MNMNH-koay.
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3.4. BxoaHble U BbIXOAHble CUrHanbl

Mpn pabote B pexmmax Parsec n Touch Memory nuHua SIG cuutbiBaTens gaenseTcs
OByHanpasneHHon. B pexume Parsec no Hen nepepatotcs:

e KOMaHObl OT KOHTpOiepa CH1UTbiBaTEs 0 ONA ynpaBlieHnda MHOMKaUnewn;

e OT CuMTbIBaTENSA KOHTPONNEpy nepedaeTcsl KOA, CYMTaHHbIA C KapTbl BO BHYTPEHHEM
dopmate CKY/[] Parsec.

B pexume Wiegand 26 no ogHoHanpasneHHbiM nuHuam WO n W1 cuuTbiBaTenb nocne
NPOYTEHUs BblOAEeT KOA KapThbl.

3.5. CamoTecTMpoOBaHue Npu BKIHOYEHUU

Mpun BKNOYEHUM CUUTbLIBATENS 3aXWUraeTCsi KpacHbIi CBETOAMOA WM NPOXOAMT npoueaypa
caMoTecTMpoBaHusA. Ecnv cuntbiBaTenb McnpaBeH, TO BO BCeEX pexumax He bonee yem yepes 1
CeKyHOY OH 3aXXuraeT 3efieHblli CBEeTOAMOA W BblAaeT AMWHHbIA 3yMmmep. 3aTeM nepexoauT B
PEXMUM OXUOAHWS.

3.6. BHyTpeHHAA nHanKauus

Mpy cunTbIBaHUM KOAA KapTbl CYMTLIBATENb M3OAET KOPOTKUA 3yMMEpP U KpaTKOBPEMEHHO
3auraeT 3eneHbli CBEToAMO,.

[aHHas nHaMKaums noATBepXaaeT NPaBUIIbHOCTb CYUTLIBAHMS KOAA, HO HUKAK HE CBSi3aHa C
npaBamy KapTbl B CUCTEME, B KOTOPOW YCTAHOBMEH cyMTbIBaTeNb. ONs MHAMKALUW peLleHus,
MPUHATOTO CUCTEMOM MO OTHOLUEHUIO K MPEAbSBIIEHHON KapTe, CINYXWUT BHELUHAS WMHAMKALMS,
KOTOPOW ynpaBnsieT KOHTPOnep.

3.7. BHellHA HOUKaUnA

Ans MHOMKauuM NPUHATOrO KOHTPOMMEPOM peLleHus, a Takke ANna oTobpaxeHns ocobbix
COCTOSIHMM cUCTEMbl (OXpaHa, OnoKMpoBKa, [OEXYPHbIN pPEXUM) KOHTpomnep nepenaet
CuMTbIBaATENIO COOTBETCTBYIOLLME KOMaHAbl ynpaBreHus ceetoguogamu n s3ymmepom. Npu atom
BMA MHAMKAUUKN OnpedensieTca HacTpoMKamMu KOHTpOmfepa U CUCTEMbI, B KOTOPOW MCNONb3yeTcs
cunTbIBaTEND.

3ByKOBaﬂ MHOWKALUNA HaXXaTuAa Ha KnaBuLLA pa60TaeT BCErga n He MoXeT ObITb OTKITHOYEHA.

B pexumax Wiegand n Touch Memory BHELWHAS WMHOWKAUWUS YNpaBrsieTcsl Nnornyecknmmn
YPOBHSAIMW Ha COOTBETCTBYIOLLMX BXxodax cuntbiBatens. [Npu atom B pexume Wiegand akTUBHbIM
YPOBHEM SIBNSAETCH YPOBEHb NOMMYecKoro Hyns (coeguHeHve Bxoda C obwum npoBOAOM), a B
pexume Touch Memory akTMBHbIM YpPOBHEM HABMNSETCS Norvyeckas eguHuua (MHOuKauus
BKITHOHAETCS NP BbICOKOM YPOBHE Ha ynpaBnsioLem Bxoae).

4. 9KCIMNYATALUUA
4.1. MoHTax

4.1.1. Mepbl 6e3onacHocTH

Mpwn ycTaHOBKE U 3KCNyaTauum yCTPOMCTBa HEOOGXo0AMMO pykoBoACTBOBaTbCs «[1paBunamu
TEXHWYECKON 3JKCMyaTauuu 3nekTpoycTaHOBOK noTpebutenen» u  «lpaBunamu  TEXHUKK
6e30MacHOCTM NpU 3KCNIyaTaumm aNeKTpoycTaHOBOK NoTpebuTteneny.

K MoHTaxy cuuTbiBaTENEW AONyckalwTcs nuua, M3ydMBLUME HAcCTosiLLee PYKOBOACTBO,
NUMetoLLMe aTTecTaumio No TexHMKe 6e30MacHOCTU Npu 3KCNyaTauum 3NeKTPoyCTaHOBOK HEe HUXe
3 rpynnbl 1 NpoLleaLlmne NHCTPYKTaX No TeXHUKe 6e3onacHoCTU Ha paboyem MecTe.

npOBeﬂ,eHVle BCeX p860T no nNOAKIMKYEHUKD U MOHTaXy CUYUTbIBaATENA HEe Tpe6yeT
NPUMEHEHNA cneunarbHbIX CpeacCcTB 3allUTbI.

He A0nyCKaeTCA ucnosnib3oBatb MNpU YUCTKE 3arpAaA3HEHHbIX I'IOBerHOCTeI‘/'I a6p83VIBHbIe n
XUMNYECKN aKTUBHbIE BelleCTBa.
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4.1.2. O6wme pekomeHaaLUn

Bbibop npoBoooB © kabenen, cnocoboB WX MPOKNaAKM OOMMKEH MpPOM3BOAUTLCS B
cooTBeTcTBMM € TpeboBaHnsmmn CHulM 3.05.06-85, BCH116-87, HIMB88-2001.

Mpn nogkniodyeHun obopyaoBaHust HeobxoguMmo  CTporo  cobntogatb  NONSAPHOCTb
COoeINHEHUS1 YCTPOMCTB.

He pekomeHgyeTcs ycTaHaBnMBaTh CYMTbIBATENb HA METaNNMYeCcKyto NOBEPXHOCTb, Tak
. KaK B 3TOM Crly4ae pacCTOsiHUE CYMTbIBAHUS YMEHbLLIAETCS.
( i | CuuTbiBaTENM AOMKHLI pacronaraTbCa Ha paccTosHUN He meHee 50 cm apyr oT Apyra.
~  [lpn kpenneHun cuuTbiBaTENA Heobxoammo obecneunTb pagumyc uarmba kabens y
OCHOBaHUSA cyuTbiBaTend He meHee 10 MMm.

MecTo pasmMelleHNss cuuUTbiBaTeNs BblOMpaeTcs M3 coobpaxeHuin ynobcTBa MOHTaxa U
ncnonb3oBaHus. OBLLENPUHATLIM SBNSIETCA PacnofioKeHe CYUTbIBATENst HA CTeHe NPUMEpPHO Ha
YPOBHE py4ky OTNUPaHNS OBEPU, CO CTOPOHbI, MPOTMBOMOMOXHON ABEPHLIM NETSIM.

4.1.3. KpenneHune cuntbiBaTens

CHuMmnTE  OekopaTuBHble  HakMagku B Kopnyc
BEpPXHEN N HWXHEW YacTax cuuTbiBaTens, noanes
nx cOOKy TOHKOW OTBEpTKOM. HwxHen cumTaeTcs

Hakragka ¢ floroTMnom, BEpPXHeW — C NIMH30M ANs )
cseToaunoaa.
lMpocesepnute Ha oOOHOW BepTUKanu [ABa Haknagka
otBepctns &6 MM u rnybuHon 35 MM nog BEPXHAA
npunaraemMble nnacTMaccoBble arobenu.

PacctosHne mexagy ueHTpamu oTBepctuni — 132

MM. BcTaBbTe B HUX arobenu. Camopess

Moakntounte cuuTbIBaTEND K KaGens
npenBapuTensHO 3amN0XeHHOMY kabeno,
coeOuHSIOLLIEMY er0 C KOHTPOIMNepoM, nocre 4ero Haknapka
3aKpenuTe Kopnyc camopesamu. HIDKHAS

3allenkHUTe BEPXHIOI U HIDKHIO HaKMaaKu. \[ —
Mpn HeobxoaAnMoCTHn Haknagku MOXHO
[OMOMHUTENBHO 3admKcmpoBaTh Kannemn
HUTPOKMEs, HO B 3TOM Chny4Yae [OeMOHTax Hro6enu
cuMTbIBaTENsA CTAHET NPOBIeMaTUYHbLIM. Crena

Cxema KpenneHusi nokasaHa Ha puc. 2. PucyHoK 2. Kpennenie PR-P16

4.2. Nopgkno4vyeHne cunThbiBaTenen

/I Bce nogkntoveHus npon3BoanTe TOJIbKO MNMpuU OTKIMKOYEHHOM MUTaHUN.

4.2.1. MoaknroyeHue B pexnme Wiegand 26
[aHHbIn  pexum OyaeT 3agencTBOBaH NpU  NOOKMIOYEHMU BbIBOAOB CuUMTbIBaTeEnsa K
COOTBETCTBYIOLLMM BXO4am KOHTposrepa (cm. puc. 3a).
4.2.2. MopkntoyeHue B pexxume Touch Memory

[ns nogkntoyYeHnsa cunTbiBaTeENs B JAHHOM PEXUME COeauHUTE 3eneHbin u 6enbii nposoaa
(WO 1 W1) n nogknioumte nx K COOTBETCTBYHOLLEN KIeMme KoHTponsiepa (puc. 30).




CuutbiBaTenun PR-P16
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4.2.3.

a) B pexxume Wiegand 26

Moaknro4vyeHue B pexnme Parsec
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0) B pexxume Touch Memory
PucyHok 3. MNMogkrntoyeHne cumtbiBaTens

M

[ns BKNOYEHUS cunTbIBaTENS B 4AHHOM pPEXUME COeuHUTE 3eneHbli, Oenbli 1 opaHXeBbln
nposoga (W0, W1 un SIG) 1 nogknounTe ux K COOTBETCTBYHOLLLEMY BXOAY KOHTpoOsepa.

Mpv nNoakmnoYeHnn No NPOToKomy Parsec kaxabli cuMTbiBaTeNb MMEET COGCTBEHHbIN aapec
(0 unmn 1), 4To NO3BONSIET ANSA MOAKIIOYEHUSI ABYX CYMTbIBATENEN MCnonb3oBaTb OAMH kabenb oT
KOHTponnepa. [Ans ycTaHOBKM agpeca MCMnomnb3yeTcst XenTbii npoBoA. Ecnv oH coeguHeH ¢

06LLI,I/IM YEPHbIM MPOBOAOM, TO CHUTbIBaATEJIO Ha3Ha4YaeTCA aapec «0» (Hapy>KHbIl7I C‘-II/ITbIBaTeJ'Ib),

€CNnn XenTbl NMPOBOA OCTAeTCs HEMOAKIYEHHbIM, TO agpec cuuTbiBaTena — «1» (BHYTPEHHWUN
cunTbiBaTeNb). [lpUMepbl NOAKMOYEHUS NPUBEAEHbI HA PUCYHKE 4.

KOPHYHEBLINA I

OPaHKeBbIH

O

|.—-1

T d3

SIEGRIGRICRR G

Benbiit
3eNeHblM

a) peXum «TOmnbKo KapTa», agpec 1 (BHYTPEHHWI)

O

[ wenThiit

YEpHbIA

KpacHbIi

lopaHxesbiit
| Benbiit

3eeHbIn

PMCYHOK 4. NoaknioveHne cunTbiBaTens B pexunme Parsec

O|lO0|0|0|10 |0

O

0) pexxum «kapTa+lH», agpec 0 (BHELLHWIA)
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4.3. Mepexoa B 3alULLEHHbIN PeXUM
CuuTbiBaTENb MNEPEXOAMT B 3ALUULLEHHBLIA PEXUM MPU COEAMHEHUN CUHEro npoBoAa
(Secure) ¢ o6wmum YepHbim nposogom (GND). MNpumep nokasaH Ha pucyHke 8.

B oTnunuyme ot 06bIMHOrO pexnma, korga

and MﬂeHTM(bMKauMM norib3oBaTesid

ncnonb3yetcss 06LLEAOCTYNHbIN  3aBOACKOWN
CEPUNHBIA HOMEP KapTbl, B 3aLULLEHHOM

(0]

§ pexuMe WCMONMb3yeTcs CreHepypoBaHHbIN

1 HOMEp KapTbl, XpaHALMNCA B 3alLULLEHHOM
+ obnactu (cektope) kapTel. Ecnu nepsbiit

| CEeKTOp KapTbl HE WHMUManNM3MpoBaH Ans

~  paboTbl B 3alWMWWEeHHOM pexume (KapTta
©

HaxXoAMTCA B TPAHCMOPTHOM COCTOSIHUM WK
VHULManuavMpoBaHa Ans paboTbl  Apyroro
NPUNOXeHns ¢ cekTopoM 1), TO cumTbiBaTENb
Ha Takyto KapTy He oTpearupyer.

[ opaH:keBbIit

—

Ol010|10]0]|0

vy]
| enTbiit % N3ameHeHue, ans obecneyeHus
| MaKCMManbHOro YPOBHS ©e3onacHocTy,
— = CeKpeTHbIX KN4yen 4oCcTyna N Ucnonb3yemblxX
‘o CEKTOpOB MpPOn3BOAUTCA aaMUHUCTPATOPOM
‘ CUCTEMBI MPX NOMOLLN CcneunanbHON YTUNUTI
| Genvlii | Q E SE-Pro2. lNocpeactsoM yTUNUTLI CO34at0TCs

paboune KapTel M MacTep-kapTbl Ans
nepenporpammMmpoBaHus npocunen
OesonacHocTn. Takke npu ee nomowm Bed€rtcs 0asa AaHHbIX KapT M Bcex npodmnen
6esonacHocTy.

CeKpeTHbIl KNoY AoCTyna — 3TO «Maponb» Ans A0CTyna K CYATbIBAHUIO MAeHTMdmKaTopa
KapTbl, XpaHALLErocs B 3allMLLEHHOM 3TUM naponem cekTope kapTbl. CMeHY CeKpeTHbIX Kroyel
MOXXHO NPOM3BOAUTL CKOSbKO YrOAHO pa3 (HanpuMep, MEeHSITb UX EXXEMECAYHO NN exxeHeaernbHO).

MacTep-kapTa nepenporpaMmmupyeT cUMTbiBaTENb AOCTYNa: U3MEHSET CeKpeTHble Krouun
JocTyna M HOMEp CeKTopa, TO eCTb U3MeHsieT Npoduib cuyuTbiBaTens. Takyld CMEHY MOXHO
Npoun3BOANTb MHOIOKPaTHO, Hanpumep, YTPOM WCMNONb30oBaTb OAWH Npodunb, a BevYepom —
apyron.

CosgaHne mactep-kapT n pabouymx kapT onucaHo B PykoBoacTBe Mosb3oBaTtens yTUAUTON
SE-Pro2.

MepeBon cuuTbiBaTENS B 3alUUWEHHbIA pexMm M obpaTHO MOXET NPOU3BOAUTLCS
onepatuMBHO, TO €CTb MOXHO, Harnpumep, B HOYHOE BpeMsl MepPeBOAUTb CuYUTbiBaTENb B
3alULLEHHBIA PEXUM C MOMOLLbI Tymbriepa wnu perne KOHTpomnnepa, a B OHEBHOE Bpems
paboTaTb N0 CEPUINHOMY HOMEpPY KapTbl.

UTo6bl CMEeHUTb Mpodunb cyMTbIBaTENs, MOAHECUTE K HeMy MacTep-kKapTy C HYXHbIM
npodounem. Yaepxmsante kapTy y cHuTbiBaTens 40 TexX nop, noka BTOPOW pa3 He npo3Byyat Tpu
3BYKOBbIX curHana. locrne aToro 3eneHbln CBETOAMO Ha cuyuTbiBaTene MWUrHeT OAWH pas wu
cunTbiBaTENb OyaeT paboTaTh N0 HOBOMY NPOUto.

B aTomM pexume cuuTbiBaTENb YMTaeT HOMEpP KapTbl K3 3allulieHHoW obnactn ¢
NCMNONb30BaHMEM CEKPETHbIX KIoYelN JOCTYyNa, M3BECTHbIX TONIbKO SMUTEHTY KapT.

Mocne yctaHoBkn CKY[l Ha obGbekTe agMUHUCTPATOP CUCTEMbl MOXET MOMEHSITb KIHuu
JocTyna M HOMep CekTopa, UCMorb3yemMoro B 3aluleHHOM pexume. [NepenporpamMmmupoBaHme
cumTblBaTENsl B 3TOM Cry4ae MPOM3BOAUTCS C MOMOLLbIO MPeaBapUTENbHO CreHepUpOBaHHOW
mMacTep-KapTbl.

10
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PucyHok 5. MNpumep nogknioveHms nposofa Secure Ans nepesofa cuuTbiBaTens, pabortatoLlero no
npotokony Wiegand 26, B 3aL4ULLEHHbIN PEXUM

4.3.1. Bo3BpaT kK 3aBOACKUM HACTpPOMKaMm

Ecnu nocne nepeBoaa cunTbiBaTeNs B 3aLUULLEHHbIA PEXUM MacTep-kapTa OyaeT notepsiHa,
JanbHelwee onepaTUBHOE MepenporpaMMMpOBaHNE CTaHEeT HEeBO3MOXHbIM. BepHyTb KOHTPOmb
Hag cyMTbiBaTENeM B TaKOM Cry4yae MOXHO TONbKO BO3BPATOM €ro K 3aBOACKMM HACTpoWkam, a
3aTeM co3gaHveM HOBOW MacTep-kapTbl. Bce paHHble, XxpaHsiumMecss B cuuTbiBaTene, 6yayt,
€CTECTBEHHO, yTpayeHbl.

Yrtobbl BEPHYTb CHUTbIBaATESlb K 3aBOACKUM HaCTpOVIKaM, BbINOJIHUTE Creayuimne DEencTBuS:

e Ecnu cuutbiBaTenb yCTaHOBJ1IeH Ha TO4YKe npoxoga, oOTcoeanHuTe BCe BbiBOObI
cHnTbIBaTENNA, KpOMEe NUTaHUA;

e CoeauHuTte BbiBog WO (3eneHbin) 1 SECURE (cuHui);

o [loganTe nuUTaHWe Ha cuYUTbIBaATESMb. YCTAHOBKM CUUTbIBATENS BEPHYTCA K 3aBOLACKUM
SHA4YEeHUAM;

o OTKMOUYMTE NUTaAHUE cunTbIBaTENS, pasbegmHuTe BbiBogbl WO n SECURE.

lNocne aToro cumMThiBaTENb MOXHO UCNONb30BaTb Aarnblue, Kak 00bIYHO.

5.XPAHEHUE

PekomeHayeTcs XpaHUTb YCTPOWCTBA B YNaKOBOYHOW Tape B OTanSIMBaeMOM CKIaacKoM
nomeLleHmm He 6onee 15 WTyK B cTonke. [lonyckaeTcst XpaHeHWe Npu TemnepaType OKpy»KatoLLero
Bosagyxa oT -40°C po +80°C n oTHocuTenbHoW BnaxHocTn Ao 99% (ycnosus xpaHeHus 1 no
FOCT 15150-69).

He xpaHuWTe YCTPOWCTBO B MecCTax, MNOABEP)KEHHbIX BO3AEWCTBUIO MPSIMbIX COSNTHEYHbIX
nyyen, peskoMy M3MEHEHUIO TemrepaTypbl U MOBbLILLEHHON BraXHOCTWU. Kpome Toro, yCTpOMCTBO
He npeaHasHayYeHo ANs JKCnnyaTaumMnm U XpaHeHust B YCNOBUSIX BO3AENCTBUS TOKONPOBOASLLEN
MbINX, NapPOB KUCMOT M LEeNoYel, CONAHOro TyMaHa, a TakkKe rasoB, Bbi3biBAOLLMX KOPPO3MIO U
paspyLiaoLLmX N30MALKI.

MapaHTUNHBIA CPOK XpaHEHUS YCTPOMUCTBA — 5 NeT CO AHS U3rOTOBIIEHUS.

11



PykoBoacTBO no akcnnyartawmm Bepcua 2.11

6. TPAHCIMOPTUPOBKA

TpaHcnopTUpoBaHMe ynakoBaHHOMO B Tapy M3Aenusi MOXET NMPOU3BOAUTLCS NOGLIM BUAOM
TpaHcnopTa Ha niobble pacCcTosSHUS B COOTBETCTBUM C MpaBUaMu MepeBO3KM [py3oB,
OENCTBYIOLLMMN Ha COOTBETCTBYlOLLEM Buae TpaHcnopTta. [lpu 3Tom Tapa AomkHa ObiTb
3aluileHa oT NpsiMoro Bo3fencTBns aTMocepHbIX OCaKOB.

Mpyv TpaHCNOPTMPOBAHUM CaMOSIETOM [OMyCKaeTcs pasMeLleHne rpysa TONbko B
oTannMBaeMbIX repMeTU3NPOBaHHbIX OTCEKaX.

Tapa Ha TpaHCMOPTHbLIX CPeACcTBax [OOSKHA OblTb pasMelleHa W 3akpennieHa Takum
o6pa3som, 4To6bI 6bInm obecnedeHbl ee yCTONYMBOE MONMOXEHNE N OTCYTCTBME NEPEMELLEHUS.

YcnoBusi  TpaHCMOPTUPOBAHMS OOMKHbI COOTBETCTBOBaTb YCMOBMSIM XpaHeHuss 5 no
rOCT15150-69.

Mocne TpaHCMOPTUPOBaHWS NPV OTpULATENbHbIX WM  MOBbILEHHBIX TemnepaTypax
HenocpeacTBEHHO Nepen BBOAOM B 3KCMyaTauuMilo cuYMTbiBaTeNb AOMMKEH ObiTb BblaepxaH B
HOpMarbHbIX KTMMaTUYECKMX YCNoBUsIX He MeHee 1 Yaca.
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