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BG\,UARD I'nasa 1. Mepwvl npedocmopoosicnocmu

MnaBa 1. Mepbl NpeaoOCTOPOXKHOCTU

MNepen ncnonb3oBaHMEM HEOGXOAMMO NOMHUTL HUXE crieayloLuee.

[aHHbI NpoayKT yaosneTBopsieT BceM TpeboBaHmsam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOM
oyepedb, MOXeT noBrnedb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4vaeB 06513aTeNlbHO U3y4YnTe UHCTPYKLUIO.

BHUMAHUE!
Wcnonb3yiiTe npu  3KcrniyaTtauMum TOSMbKO COBMECTMMble YCTPOWCTBA. Mcnonb3oBaHWe YCTPOWCTB,

HeO,CI,O6peHHbIX npounssoguTenem, HegonycTtmmo.

Cob6nioganTe MHCTPYKLUUIO NO 3KkcnnyaTauymm!
N3berante OnMTENBHONO WCMOSb30BAHUS WIM XPaHEHUS kKaMepbl B HebnaronpusTHbIX
YCIOBUSIX:

o [lpn criMwKOM BbICOKMX UM HU3KMX TemrnepaTtypax (paboyas TemnepaTypa YCTPOWCTB
ot 0°C go +40°C).

e [3Gerante nonagaHms NPsAMbIX COMTHEYHbIX NyYen B TeYeHMe OANUTENbHOIrO BPpEMEHH, a
Takke HaxoXxaeHuns Nobnn3ocTn oTonUTENbHLIX U 06orpeBaTenbHbIX NPUOOPOB.

e [3GeranTte 6nmM30CTM C BOAOW UM UCTOYHMKAMM BNa)KHOCTU.

o W3berante 65M30CTM C yCTponcTBamMu, obnagatowmmm GOnbLIMM SMEKTPOMArHUTHbLIM
3 eKToM.

e Heponyctnma yctaHoBKa kaMmepbl B MeCTax C CUIbHOW BUGpauuen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHBLIM LieHTpom OO0 «HIMIM «beapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
e [lpu oBHapyxeHUn abiMa UM HeobbIYHOrO 3anaxa.
e [lpy nonagaHum BOAbI UK APYrMX MHOPOOHbIX OO bEKTOB BHYTPb.

e [lpy nageHun Kamepbl UNU NOBPEXAEHUM Kopnyca:

BbinonHuTe cnepyrowmne AeMcTBUN:
o OTKNOUYUTE KaMepy OT UCTOYHMKA MUTAHUSA U OTCOeQUHUTE BCE OCTarlbHble NpoBoAa.
o Casaxutecb ¢ cepBucHoiM LeHTpoM OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.

PykoBoacTBo no nogknto4veHuto IP-kamepbl N13201
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TpaHcnopTupoBKa

I'IpV| TPaHCNOPTUPOBKE KaMepbl MNOJNIOXKNTE KaMepy B YNaKOBKY npoun3soaunTend unm nobon

/:l,pyr017| MaTepunan cooTBeTCTBYOLEro Ka4ectsa 1 yoaponpo4HOCTU.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM crnydae He BNOKMPYNTE LIMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArkyto Cyxylo TPSAMNOYKY AN NPOTUPaHMS BHELWWHUX NoBepXHocTen. [Ans
TPYAHOBLIBOAMMbBIX MNATEH WCMOMb3yWTe TPSAMNOYKY C HEeBOoNbMM  KONMYECTBOM YUCTALLErO
CpeAcTBa, NOCne Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyne pactBopuTeNnn, Takme Kak cnmprocogepxaiime cpeacrsa, 6eH3nH

N Apyrue, Tak kak OHW MOryT NOBPEeAUTL KOPMyC KaMepbl.

PykoBoacTBo no nogknto4veHuto IP-kamepbl N13201
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NnaBa 2. O6wume cBegeHud

BEWARD N13201 — aTo koMnakTHasa asyxmeranukcensHas (Full HD) IP-Bugeokamepa co
BcTpoeHHbIM  Wi-Fi  mogymem  crtangapta |[EEE  802.11 b/g/n, MynbTMNOTOKOBbLIM
BugeounsobpaxeHmem B dopmatax H.264/MPEG-4/MJPEG, BCTPOEHHBIM MUKPOGOOHOM, CIIOTOM
OnNs1 YCTaHOBKM KapTbl namsitu ctaHgapta MicroSD, BbicokouyBcTBUTENBHBIM KMOIT-ceHcopom

HOBOr0 NOKorneHus ¢ nogaepxkon TexHonormm WDR (paclumMpeHHbIn JUHaMUYeCcKUiA AnanasoH).

Puc. 2.1

IP-kamepa BEWARD N13201 nossonseTt npocmaTpuBatbh BUOEO B pearibHOM BpPeMEHU U3
ndOro yronka nnaHeTbl Yepes cTaHaapTHbIN BeG-6payaep.

OpgHon n3 ocobGeHHoCcTel Kamepbl SABASIETCA BO3MOXHOCTb MCMOMb30BaHUA npodunen
HacTpoek BuaeousobpaxeHus (pyHkums X-Panner), KoTopble Bbl MOXETE CKOH(UrypuposaTb
3apaHee. Kaxgomy npoduno MOXHO 3adaTbh MHAMBMAYamNbHble NapamMeTpbl: TUN KOAMPOBAHMS,
paspeLleHne n 30Hy npocmoTpa. MNonb3oBaTenb, 3agaBast Ans Kaxgoro npoduns ceon gopmar u
CKOPOCTb nepefadn AaHHbIX, AOCTUraeT ONTMMAanbHOrO0 COOTHOLLEHMSI KayecTBa n3obpakeHus u
NCNONb30BaHWs NOMOCHI NPoNyckaHnsa. Takum o6pa3oM, BO3MOXHO BblIOpaTb HY>XHbIA Npodunb 1
ncnonb3oBaTh €ro, kKorga 3To Heobxoanmo.

Kamepa cnocobHa BblgaBaTb BMOEOMOTOK B pasnuyHbiX hopmartax cxatus:
H.264/MPEG4/MJPEG. ®opmat kogupoBaHua H.264 asnseTtca naeanbHbIM ANS UCMNOMb30BaHNS
Kamepbl B cpefle C OrpaHWYeHHOW MOMocon MpornyckaHud, rnpu ero UCnonbL3oBaHUM OOCTUraeTcs
HaMMeHbLUMA TpaduK U Xopollee kayecTBO nsobpaxenna, MIPEG npegHasHadeH anga 3anucu u
OoTOOpaXeHnss BUOEOU300paKEHNss B HaumnyyleMm KavecTtBe, HO npu atom TpebyeT OGonbLlumx
CeTeBbIX PECYPCOB M MeCTa Ha XeCTKOM AucKe npu 3anncuy.

Kamepa N13201 nogkrnioyaeTcsd K CceTM npu  MNOMOLM MNPOBOAHOrO UHTepdenca

10/100BASE-TX Ethernet, a Takke ¢ ucnonb3oBaHnemM 6ecnpoBOAHOrO CoefuMHEHUsI cTaHdapTa

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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Wi-Fi IEEE 802.11 b/g/n. Ons yao6ctea 1 66ICTPOTHI NOAKMNIOYEHNS KaMmepbl K 6ecnpoBO4HON CETU
Kamepa gornonHeHa cdyHkunen WPS. MNMpu Mcnonb3oBaHMM aHHOW (OYHKUMM OIS NOOKITOYEHUS K
6ecnpoBOAHOMY COEAMHEHUIO AOCTAaTOYHO MOCNeaoBaTeNbHO HaXaTb COOTBETCTBYHOLLYIO KHOMKY
WPS Ha Touke goctyna (npyv NoAdepXke OaHHOW (PYHKUMM CO CTOPOHbI YCTPOWMCTBA) U KHOMKY
WPS Ha kopnyce kamepbl, Yepe3 HEKOTOPOE BPeEMsI KaMmepa aBToMaTu4eckn ByaeT nogknioveHa K
OecnpoBoaHOM ceTu.

Bbicokoe kadectBo um300paxenua Full HD paspeweHuss peanbHOro BpPEMEHWU
obecneunBaeTcs 3a CYET MPUMEHEHMSI COBPEMEHHOIO CeHCopa BbICOKOWM YYBCTBUTENBHOCTU C
NPOrpeccmBHLIM CKaHMPOBaHUEM, a Takke Gnarogaps NpuMeHeHu 3PPEKTUBHENLLMX METOO0B
cXXaTus BUAEOMNOTOKOB.

Mpn ncnonb30BaHUKM KPYMHBIX CUCTEM BMAEOHAOMOAEHNA onepaTop He BCerga CMOXeT
cpasy 3aMeTuUTb 3akpbiTMe kamepbl. Ons npegynpexaeHns nogoOHbIX OENCTBUM CO CTOPOHBI
TPETbUX UL, CIY>XWUT BCTPOEHHbIN OETEeKTop caboTaxa, KOTOpbI Mo3BonseT MHAPOPMMPOBATb
ornepartopa 0 NogobHbIX HECAHKLMOHUPOBAHHBIX OEACTBUSX U AenaeT BuaeoHabnwogeHne donee
WMHTENNEKTyasnbHbIM.

Mopaepxka kapT namaty Tuna MicroSD, no3BonsieT caenatb cUcTemMy BuaeoHabnoaeHms
elle 6onee HagexXHoOW: BaxkHas MHpopmaums He nponageT nNpu notepe coegmHeHuns. Becb o6bem
nHcopmaumm OyaeT COxXpaHeH B CaMOM KamMepe Ha KapTe namsTh, KOTOpbid MOXHO Oyaer
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U yAaneHHO MNocne yCTpaHeHUst TEXHUYECKNX

npobrem ceTu.

2.1. OcobeHHOCTU |IP-BMAeokamepbl BEWARD N13201

e OnTnmanbHoOe COOTHOLLEHME LieHa/kavyecTBo ang IP-Bugeokamepbl

o 1/2.7" KMOTI1-ceHcop ¢ nporpeccmBHLIM CKaHNpoBaHueM 1 nogaepxkon WDR

o [lopaepxka dyHkUMM X-Panner

e [logaepxka kapT namatn Tuna MicroSD/MicroSDHC

e BctpoenHbii Wi-Fi mogynb 802.11b/g/n, ¢ nogaepxkon WPS

¢ [lpodeccrnoHanbHoe nporpaMmmHoe obecrneyeHune (16 kaHanoB) B KOMMEKTE

e OpHoBpeMeHHOe MHorodopMaTHoe koampoBaHue AaHHblx (H.264/MPEG4/MJPEG) ans
obecnevyeHnsa onTMManbHOro oTobpaxeHust BAeo v 3anucu gainnos

e Bo3moXHOCTb NpocMOTpa 3anucaHHbIX bannoB HENOCPEACTBEHHO U3 BebG-nHTEpderica
C NOMOLLbIO BCTPOEHHOrO nreepa

e BcTpoeHHbI MUKPOOH

e 3.5 MM ayamoBbIXo4 ANS NOAKMHYEHMS BHELUHUX ANHAMWUKOB

o [IBycTOpOHHASA Nepefadya 3Byka (nogaepxka pexxmma KoHdepeHunm)

° BCTpOGHHbII;I OETEKTOp caboTaxa, OETEKTOP ABMXEHNA N OETEeKTOpP 3BYKa

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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OTnpaBka nsobpaxeHusa nnu sugeodarna no anekTpoHHou noyte, Ha FTP
3anncb Ha BHelwHuK dannosbin cepep (B Nanky C OTKpbITbIM goctynom Ha K ¢
yctaHosrieHHon OC Windows unu Linux)

Moppepxka ONVIF

2.2. OCHOBHbI€ XapaKTepUCTUKN

CeeTtouyBcTBUTENbHBIM ~ aneMeHT:  1/2.7" KMOIl-ceHCoOp €  NpPOrpeccuBHbIM
CKaHupoBaHuem 1 nogaepxkon WDR

O6bekTnB (onuuoHanbHo): M12, f 4.0 mm, F 1.8 (yron o63opa 72° no ropusoHTanm)
PaspeweHne: 1920x1080, 1280x1024, 1280x720, 1024x768, 640x480, 320x240
YyscTButensHocTb: 0.05 nk npu F1.8

3aTBop: anekTpoHHbIN oT 1/2 ao 1/10000 cek

Ycunenne sngeocurdana: ot 1x go 64x

YactoTa kagpos: o 30 kagpoB B CeKyHAY OS5 BCEX pa3peLLeHNi

dopmat koguposanus: H.264, MPEG-4, MIJPEG

OpnHoBpemeHHOe koaupoBaHue B hopmartax: H.264, MPEG-4, MIJPEG
MopoepxmBaemble npoTokonsl: Bonjour, TCP/IP, DHCP, PPPoE, ARP, ICMP, FTP,
SMTP, DDNS, NTP, UPnP, RTSP, RTP, RTCP, HTTP, TCP, UDP, 3GPP/ISMA RTSP.
Mutanwne: 12B, 1A (NOCTOSAHHBIN TOK)

Pabouas temnepaTtypa: ot 0 go +40°C

BnaxHocTb okpyxatowen cpeabl: 20-80% (6e3 obpa3oBaHusa koHOeHcaTa)

Mopaepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBKu

IP-Bugeokamepa ¢ ycraHoBneHHbIM o6bektueom M12, f4.0 mm, F1.8
McTouyHMK NnuTaHmns noctosiHHoro toka 12 B, 1 A

Kabenb naTty-kopa (anvHa 1 m)

AHTEHHa ans nogkroYeHus K 6ecnpoBogHoOn ceTn

KpoHwTenH

KomnnekT kpenexa

CD-aunck ¢ nporpaMmMHbIM obecrneyeHnemM 1 AoKymMeHTaumen

PykoBoacTeo nonb3oBatend no 6bICTPON ycTaHOBKE

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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NnmaBa 3. BHewHnu BUA

3.1. Bupg cnepeau

Ha nuueson YyacTu Kamepbl pacnonoxeHsl cnegyowme anemeHTsl (Puc 3.1):

ObbeKTus

MHavkaTop ﬂMTaHMﬂ1 2

MHavkaTop coemHeHuA T

[ BCTpOEHHbIN MUKPOOH

= COT KapTbl NAMATH

|

Puc. 3.1

OOBbEKTUB: NMpu pas3MbITOM M3006paKeHnn HeobXxoauMOo HacTpOUTb (POKYC Kamepbl, ANs
3TOro BpallanTe KONbLO HACTponkm ¢hokyca, noka He gobbeTecb HeobGxoammon OKYCUPOBKU
(n3Ha4anbHO 06BLEKTMB KaMepbl yXe ChOoKyCcMpoBaH 1 He TpebyeT AOMONHUTENBHOW HAaCTPONKK).

MHaukaTop nuTaHusA: 3aropaeTcst Nocre NoakoYeHnss Kamepbl K UICTOYHUKY NUTaHUS.

e MHpgmkaTtop NUTaHMA ropuT KpacHbIiM: K |P-kamepe nogknioyeHo nuTaHue, uaet
3arpyska CUCTEMbI.

e WHpaukaTop NnUTaHMA ropuT CUHUM: 3arpyska |IP-kamepbl 3aBepLueHa, Kamepa rotoea K
pabore.

e WHpukaTtop nuTaHma wMuraet ¢uoneTtoBbiM LBETOM: UWAET COeOUHEHWE C
6ecnposoaHon ceTtbto Wi-Fi nocpeactBom WPS. Takke nHaukatop muvraeTt BO BpeMsi
npowuecca 06HOBMNEHMSA NPOLLUMBKMA KaMepbl, He OTKMoYanTe nNuUTaHue U He 3akpbiBanTe
OKHO Opay3epa [0 3aBepLUEHMS MPOLUMBKIX U NOMHOM 3arpy3ku Kamepbl.

e MHpukaTop nuTaHus He ropuT: Kk IP-kamepe He NoaKMYeHo NuTaHne NnMbo oTkYeHa
WMHOWKaLMA B HACTPOMKAxX KaMepbl.

MHgukaTtop coeAMHEHUA: MHOMKATOP 3aropaeTcs Npu MNOAKMYEHUN KaMepbl K CeTn U

MOKa3blBaET TEKYLLYO CETEBYIO aKTUBHOCTb.

e WHpgukaTtop coegMHeHUs MUraeT CMHUM LBeTOM: |IP-kamepa noakniyeHa K ceTu C
MOMOLLIbIO MPOBOAHOMO COEANHEHUS.

e WHpukaTop coeauHeHus He ropuTt (He muraeT): |IP-kamepa OTKMnoYeHa OT NPOBOAHOM

ceTn, NMMbo OTKNIYEHa MHOUKALUS B HACTPOMKaX KaMepbl.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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BcTpoeHHbIN MUKPOMOH: MO3BONAET MONb30OBaTENO ChbiWaTh TO, YTO MPOUCXOAUT B
30HE HabnoaeHus1 KaMmepbl.

CnoT KapTbl NaMATU: CNOT ANns KapTbl namsat dopmarta MicroSD/SDHC

lMo3BonsAeT ncnonb3oBaTh KapTbl MAMATU 4115 3anncn MHPOPMaLMK Kak B pexume TpeBoru,
Tak U B pexume MNOCTOAHHOM 3anucu. Takke npegycMoTpeHa BO3MOXHOCTb aBTOMAaTU4YECKOW

pe3epBHON 3anMcK Ha KapTy BO BpeMsi OTCYTCTBUS CETU.

3.2. Bug cHusy

Ha HmxHen YacTu kopnyca (Puc 3.2) kKamepbl pacnosioXXeHbl Cnegyowme 3fIEMEHTHI:

SPEAKER

Pasbem nutaHua Knonka WPS

C6poc HacTpoek CeteBoii pasbem

AyavoBbIxoa

Puc. 3.2

Pazbem nutaHua (DC12V): npegHasHadeH onsa nogknodeHus 6noka nutanuna 12B, 1A.

[nga koppekTHOM paboTbl KaMepbl PEKOMEHAYETCH UCMOMb30BaTh TONbKO MCTOYHMK NUTaHUSA
BXOAALLMI B KOMMIIEKT MOCTaBKM.

C6poc HacTtpoek (Reset): kHOMka npegHasHadeHa nnda cbpoca HacTpoek kamepbl u
BO3BpaTa VX B 3aBOACKME YCTaHOBKM.

Ana cbpoca napameTpoB yCTPONCTBA K 3HAYEHUAM MO YMOSYAHUIO yaepXnBanTe OaHHYHO
KHONKy Haxaton B TeudeHne 10-15 cekyHg. Ecnu nonb3oBatenb OygeT yaepxuBaTb KHOMKY
HaxkaTomn go 10 cekyHa, kamepa nepesarpy3nTtca 6e3 copoca napameTpoB B 3aBOACKME YCTAHOBKMN.

AyavoBbixon (Speaker): NVHENHbIN ayanoBsbIxXon ans noaknYeHns
3BYKOBOCMPOMU3BOASALEN annapatypbl (NO3BONSET MOAKMYUTE K KamMepe HayLHUKA  Uniu
rPOMKOroBOPUTENM CO BCTPOEHHLIM ycunuTernem). B coBOKynHOCTU CO BCTPOEHHbIM MUKPOOHOM
Kamepbl AaHHas onuusa gaeT BO3MOXHOCTb OpraHu3oBaTb [OBYCTOPOHHMW ayAvoOKaHan mexay
onepaTtopoM, yrnpasnsoLwmM Kamepon Yepes Beb-nHTepdenc, 1 4erioBeKOM, HaxXo4sALWMMCS B 30He
HabnoaeHus.

CeteBon pasbem (Ethernet): pasbem Ans NOAKNIOYEHUS Kamepbl K ceTu WHTepHer,

poyTepy UN1 KOMMyTaTopy Npu NomoLm ctaHgapTHoro RJ-45 wrekepa.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201 m
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KHonka WPS (nonyaBTomaTtuyeckoe nogknwo4veHme no Wi-Fi): ata «kHonka
npegHasHadeHa AnNs NonydeHnsa ceTeBbiX HacTpoek no npoTtokony WPS. [Ona nogkniodeHus
Kamepbl Kk 6ecrnpoBogHon cetn ¢ nomowpbto WPS HeobxoouMMo HaxaTb OaHHYH KHOMKy Ha IP-
Kamepe n Ha gpyrom 6ecnpoBOAHOM YCTPOWCTBE, K KOTOpomy Tpebyetcsa nogkntoumTbea (6onee
noapobHyo nHdopmMauunio cM. B NyHKTe 6.2 aaHHoro PykoBoacTea).

Kpome Toro Ha 3agiHen naHenun HakmneeH CTukep, cogepallmin MHopmauuio o NpoaykTe:

e SN: cepuiiHbIi HOMep IP-kamepbl

e MAC: MAC-agpec IP-kamepbl B cetn LAN (MAC agpec ycTponcTBa npyv NPOBOAHOM

NOgKITHOYEHNN)
e WMAC: MAC-agpec IP-kamepbl B cetn WLAN (MAC agpec ycTpoucTtBa npwu

©ecnpoBOAHOM NOAKITHOYEHNN)

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201 n
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naBa 4. YcTtaHoBKa n nogkntoyeHue |P-kamepbl

4.1. O6wue cBegeHns o noaknoyeHum IP-kamepbl N13201 Kk ceTun

IP-kamepa N13201 moxeT nogknio4aTbCa K NoKanbHOM ceTn nNMbo ceTn VIHTepHeT kak npwm
nomowm nposogHoro coeauvHeHust (Ethernet), Tak n no 6ecnposogHomy (Wi-Fi) coeguHeHuio.
MMogknoyeHe MOXeT OcCywecTBnATbCA Kak  Hanpsamyto K [K, Tak u npu nomowm

BCnomMoraTtesibHOoro ceteBoro O60py,D,OBaHVIF| (MapLLIpyTI/ISaTOpr, KOMMYTaTOpPbl, TOYKHA ,EI,OCTyI'Ia).

MpoBogHoOe coeaAnHeHue

’ LY Internet

\\

Puc. 4.1

O6blMHO B gOMalLHMX MapllpyTudaTopax npegycmotpeHbsl oanH  WAN-nopt ans
noaknoyeHnsa cetn MHTepHeT u YyeTbipe BHYTpeHHUX LAN-nopTa ons noaknoveHms KOMMNboTEPOB,
IP-kamep n Opyrux ycTponCTB goMaluHen ceTu. Kpome Toro, mapLupyTtusatop Ans nNogknodeHns

IP-kamep N13201 no Wi-Fi gomkeH umeTtb Wi-Fi nitepderic.

4.2. PekomMeHAaLMM No ycTaHOBKe
B paHHOM pasgene npuBeOeH KpaTKUMA CMNUCOK PeKoMeHOauun, KoTopble Heobxoaumo

y4nTbIBaTb NPY MOHTaxe obopyaoBaHus |P-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHnIo KaMmepbl:

o |P-kamepa BEWARD N13201 npegHasHaveHa angd ocyLecTBrneHnss BuaeoHabnogeHus
B MOMELLEHUSAX C NpeaensHon Temnepartypon akcnnyataumen ot 0 go +40°C.

e [3Berante nonagaHnsa Ha kamepy MPSAMbIX COMHEYHbIX NyYyen B TeYeHue ONUTEerNbHOro
BPEMEHM, a TaKKe HaxoXAeHus nobrM3ocTn OTONUTENbHBIX W OborpeBaTeribHbIX

npnbopos..

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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° Hel'lpaBI/IJ'IbHaFI pacCTaHOBKa KamMep BI/ILI,eOHa6J'I}OD,eHVIFI I'IpVIBeD,éT K NoABNEHUIO

HexernaTenbHbIX «Crenbix» 30H, KoTopble ByayT ocTaBaTbCA BHe 0603peHns onepartopa.

e [3Berante 6nmn3oCcTn ¢ BOOON UNN UCTOYHMKAMWN BNAXHOCTMU.

o W3berante 6nM30CTM C YCTpOMCTBaAMM-reHepaTopamMnM MOLLHbLIX 3MEKTPOMarHUTHbIX
BOJTH.

e Ybeantecb B BO3MOXHOCTM pasMeLleHuss YCTpoMcTBa C y4yeToM noAaBoda
coeavHUTENbHbIX Kabenewn.

o W3berante cnocoba KpenneHust Kamepbl, OOMYCKaKOLWEro 3HavuMTesrlbHyo BuMOpauumio.
[aHHOoe BO34eNCTBUE CHU3UT IPPEKTUBHOCTL [AeTeKkTopa ABMXKEHUA W 4YeTKOCTb
n3o6paxkeHnsi B LIENoMm.

e Kamepbl BngeoHabnogeHms HeobxoamMmo aepaTb B HEOAOCAraeMoCTU Tak, YToObl Kak
crny4vanHoe, Tak U cneunanbHoe NOoBpeXaeHUe UM U3MeHeHue HanpasneHust ob63opa
ObINI0 HEBO3MOXHO.

e HanpaBneHve o63opa (30Ha BuAeoHabNAEHMS) Kamepbl AOMKHO ObiTb TBEPAO

onpeaesrneHo Ha MOMEHT YCTaHOBKW.

PekomeHpauum no npoknagke kabens Tuna «BuTas napay:

e B «kopmpopax >xenatenbHO nNpoOKNagblBaTb MYYKM SNEKTPUYECKUX U CnaboTOYHbIX
kabenew no pasHbIM kabenenposogam 1 kKaHanam, NPOXoAsLLMM MO Pa3HbIM CTEHAM.

e [lonyckaeTca B ogHOM kabenenpoBoge MpoKnaabiBaTb BUTOMAPHbIE M 3MEKTpUYECKune
kabenn B pasHbiX OTCEKax WM CEKUUSX, WMERLUUX ChMoLWHble MPOAOoSibHbIE
neperopoakn C npenenoMm OrHectomkoctn He wMeHee 0,25 4. M3 Hecropaemoro
MaTepuana Tonbko B paboymx 30Hax Ha paccTosiHum He ©onee 15-Tm mMeTpoB, ecnu
anekTpudeckasa MoLWHoCcTb byaeTt He 6onee 5 kKBA.

e OnekTpuyeckne u cnaboToudHble kabenbHble Tpaccbl AOnyckaeTcs npoknaabiBaTh
napannenbHo Ha paccTosHUM He MeHee 50 MM gpyr oT gpyra B pasHbiX
kabenenpoBoaax uUnu cekuusix kabenenposoaos. Ecnn HanpsXKEHHOCTb 3NEKTPUYECKOro
nong, obpasytoLierocs oT anekTpuyeckoro kabensd, 6yaet 6onee 3 B/m, To Heob6xoanmo
YBENUYNTb PaCCTOAHME MEXAY 9SNEKTpUYECcKMMM U CcriaboTovHbIMKM Kabensamu unu
CHU3UTb YPOBEHb 3MIEKTPOMArHUTHbLIX NOMEX.

e BuTOnapHble M anekTpuyeckme kKabenu OOIMKHblI NepecekaTbCs TONMbKO MOA MPSAMbIM
Yrrom.

e HeskpaHMpoBaHHble BUTOMAapHble KabenbHble TpacCbl AOMMKHbI MPOXOAUTbL Ha
paccTosHUM He MeHee 125 MM OT rasopaspsigHblX famn  OHEBHOro cBeTa
(NMOMMHECUEHTHbIX Namn) W OpYrnx BbICOKOBOSbTHLIX YCTPOMCTB, COAepKaLlmx

paspsAHUKNA.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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° HeaKpaHMPOBaHHbIe BUTOMApHbIE kabenu OOJTKHbI NPOKnaabiBaTbCA Ha paCCTOAHUN HE

MeHee 1.5 MeTpPOB OT MCTOYHMKOB CUJIbHbLIX 3NEKTPOMAarHUMTHbIX NOMeX, obpasyoLmx
HanNPs»KeHHOCTb 3MEeKTPUYECcKoro nons cebiwe 3 B/m.

e PacnpegenuternbHble YCTPOMUCTBA C 3aefaHHbIMU HE3KPAHNPOBaAHHbLIMWU BUTOMAPHLIMU
kabensmn OOMmKHbI pacnonaraTbCs Ha PacCTOSAHUN He MeHee 3-X MeTPOB OT MCTOYHWUKOB
CUMbHbIX 3NEKTPOMarHUTHbIX MOMEX, O00pasyloLWmMX HanNPSXKEeHHOCTb 3MEeKTPUYECKoro
nons cebiwe 3 B/m.

¢ [lpoknagka BUTOM Napbl MeXay To4YKamMu NOAKMYEHNS A0MKHa NPON3BOAUTLCS LienbiMuy
Kyckamu, npy 3TOM HanpaBfieHne Tpacchl criefyeT 3apaHee npoaymaTtb Tak, YToObl eé
NPOTSKEHHOCTb OblNa Kak MOXHO MEHbLLE.

o MuHuManbHbIM paguyc u3rmba gns kabenst - 4veTblpe guvameTpa kabena (unm 1
AnmM=2,5 cMm), HO CyLLEeCTBYIOT pekoMeHOauuu pasmMelwaTtb kabenb Takum obpasom,
4yTOGLI 06ecneunBaTb U3rMb pagmycom 2 gronma (5 caHTUMETpPOB).

e MakcumanbHas AnuHa cerMeHTa AommkHa ObiTb He 6onee 100 meTpoB.

e [lpn wucnonb3oBaHun OGecnpoBogHoro Wi-Fi coeauHeHus cnegyeT yuuTbiBaTb, 4TO
YPOBEHb/Ka4eCTBO CUrHana CuUIibHO 3aBMCUT OT MHOXeCTBa (PakTOpOB: yAaneHHOCTU OT

TOYKM OOCTYyna, OT 3NIEKTPOMArHUTHOM 06CTAHOBKW, KOHCPUIypaLmMm NOMELLEHNS U T.4.

4.3. MoHTax ycTponcTBa

LWar 1: npukpennte KPOHLITENH K MOBEPXHOCTU, UCNONb3Yst OTBEPCTUS B OCHOBaHUM.

War 2: ocnabbTe BMHTOBOE coeavHeHue duKcaTopa KpPOHLWTENHa, 4YTOObl WMETb
BO3MOXXHOCTb NOBOpayvMBaTb Kamepy Ang Belbopa He0BXoaMMOM 30HbI HAbMAEHUS.

War 3: 3akpenuTe KamMepy Ha KPOHLUTEMHe, HaCTPOWTEe Yron HaknoHa Kamepbl U

3adukempynte eé (Puc. 4.2).

Puc. 4.2

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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4.4. NpoBoaHoe NoaKno4YeHNe Kamepbl ceTu

War 1: nogkntounte IP-kamepy K UCTOYHUKY NuTaHusa 12B, 1A 13 komnnekTa nocTaBku.

War 2: ncnonb3ysa coeauHuTEnbHbIN Kabenb ¢ pasbemMom RJ-45 (BxoguT B KOMMNEKT
noctaeku), nogkntoumnte IP-kamepy k nokansHon cetn (pasbem LAN-mapwpyTtusatopa).

B cnyyae Heob6xooMMOCTU COeAMHUTENbHbBIA Kabenb MOXHO Nprobpecty OTAeNbHO WUNnu
npy HanMyYnm HeobxoAMMbIX MaTepuanos, MUHCTPYMEHTOB W OMblTa U3rOTOBUTb CAMOCTOATENBbHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) pasbemom RG-45

KOMMYTaLUMOHHBLIN WHYP Ans coeanHenuns c MK unm ceTeBbiMU KOMMYTaTopamu.

C oAHOM CTOPOHDI C opyron CTopoHbl
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
2: OpaHxeBbli 2: OpaHxeBbli
LD 3: beno-3enéHbin - 3: beno-3eneHbln
(I ) {0 ]
CHua¥: 4: CyHWiA LHUIY: 4: CyHwiA
5: beno-cuHuin 5: beno-cuHuin
CMEPERM: % o CMEPEAM: % L
A 6: 3enéHbin A 6: 3enéHbin
1 8 1 8
7: beno-KopuyHeBbI 7. beno-KopuyHeBbIN
8: KopnyHeBbIi 8: KopnyHeBbin

[na uarotoBneHua «npsamoro» kabena Heobxogumbl: kabenb UTP (kateropum 5e wnu
nyJywe), aea pasbema RJ-45 n yctponcteo gnga obxuma pasbemoB RJ-45 (kpemnep).

Mpn Takom nopsigke MOAKMYEHMs nap, ykasaHHoM B Tabnuue, obecneumBatoTcs
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENUMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus

curHana, a, COoTBETCTBEHHO, U 3asBNieHHast CKOPOCTb nepeaayn aaHHbix 100 MéuTt/cek.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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MnaBa 5. HacTtpounka npoBoaHoro coeanHeHnsa ansa Windows 7

Ons toro utobbl IP-kamepa N13201 paGotana B Bawewn nokanbHOM CETU COBMECTHO C
Bawumn komnbtoTepamn, HoyTOykamm u gpyrum obopygoBaHuem, Heobxooumo BknuUnTh IP-
Kamepy B CeTb B COOTBETCTBUM C HACTPOMKaMM OAHHOW CEeTW, Ansi Yero HeobxoauMMo y3HaTb

TEKyLLne HaCTPOMKMN.

NMPUMEYAHUE!
OnucaHne yCTaHOBKM W HacTponku coeauHeHust ans Windows 7 BbinofiHeHO Ha npumepe Windows 7
MakcumanbHasa. HasBaHne NyHKTOB MEHI0 U HEKOTOPbIX (PYHKLMIN MOXeT oTnnyatbecs oT Bawen Bepcumn

Windows, ogHako anroputm npmBegeHHbIX AENCTBUN ABNAETCS YHUBEPCAlbHbIM.

5.1. OnpepeneHve napameTpoB JIOKaNnbHOM CeTU ANA NPOBOAHOrO
noaknyveHus
Mpn nogkntoyeHnn no kabento naTty-kopa HeoOGXo4MMO onpedenuTb TeKylimMe HaCTPOWKU
kabenbHon ceTu, npu nogknodeHmn no Wi-Fi (6e3  wmcnonb3oBaHua WPS) HeobGxoammo
onpeaenuTb HaCTPOWKKM Kak 6ecnpoBOAHON CETU, TaK U NPOBOLHON CETH.
Ons onpegeneHvss TekywMX HACTPOEK KOMMbiOTEepa B JloKanbHOW MPOBOAHOM CETU

HaxmuTe lyck — lNaHenb ynpasneHus (Puc. 5.1).

@ Internet Explorer
C

a Skype

LE':' Microsoft Office Excel 2007 Aoxymesra

Hzobpaxeqnn

—
4 -J BrokHoT

Mysbika
E DVR Server

Wrpsi
BRSController

Komnerotep
BEWARD IP Visor

Maxens ynpaenexna
BEWARD Player

Yecrpoiicrea n npuHTEpE!

il ""1{ Chyx6el
el TNporpamms! No ymonuaHno

o CnyBbl KOMNOHEHTOB
Cnpaska n NOJAEpxKS

» Bee nporpammer

| Haiimu npozpamme u ghalae pel | | nepluenue Thl m

T E & @
Puc. 5.1

B oTkpbiBlIEMCA OManoroBoM OkHe BbiGepuTe NyHKT [[pOCMOTP COCTOSAIHUA ceTU U

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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5 » Fonereympsenems > 0 )

HaCTpDﬁKa napameTpoB KOMNbHOTEPa Mpocmotp:  Kateropua +

Mposepka cocToAHMA KOMMBHITEPS CeMERH...

% CucTtema v DE30NacHOCTh YUeTHble 3anucy Nonb30BaTenei n

ApXUBNPOBAHNE ATHHBIX KOMMBIOTEP3 '@' JloBaeneHue U yaaNeHUE YUETHBIX 3aNUCEi
Mowck n ncnpaenenne nponem nonL3osaTenei

- Ceth v MiTenger '@' :g.la;:»:;o:imenbcxoro KOHTPONA ANA BCEX
N [F_I_EOCMDTp COCTOAHMA CETH M aaﬂ.a
2 Buibop napaMeTpos AomMaluHER rpynnsl v obliero Oq)DpMJIEHHE W NepcoHanMsauma
ACCTYNA K AZHHBIM MameneHne Temel
WMsmenenne dora pabouero crona
HacTpoiika paspelueHma 3kpada

OBopyaosaHmne v 38yK
MpocmoTp ycTpoAcTe W NPUHTEPOE
JoBaenenme ycTpoiicTea Yachl, A3LIK N perMon

£ CiaEH PACKNBAKM KNBATYPLI MM ARYTHX
Mporpammbl . cnocoBos BBoAa

¥aaneHne nporpammel VameHeHne asbika MHTEpdEica

CneuwnansHble BO3MOXHOCTI
Pexomengyemere Windows napamerpel
OnTumusauma n30BpaeHna Ha 3KpaHe

Puc. 5.2

B oTKpbiBWEMCS AnanoroBom okHe HaxmuTe [[ogknioyeHue no nokanbHowm cetn] (Puc.

5.3).

Manens ynpasneqna -
ACMALLHAA CTPaHMLA

m I i MpocwmoTp nonHoii kapTel
VI3MeHEHWE NapaMeTpos 4 T cam -

aganTepa BEWARD Heckonbko ceteil Wutepher

M3MEHNTE AONOAHUTENBHBIE (370T KOMNEIOTER)

MpocMoTp OCHOBHbBIX CBEAEHWA O CETW M HACTPORKa NoAKIOUYEHWA

napameTpel oBLLErD A0CTyNa MpocmoTp aKTHBHEIX CETEl MogrnroueHne MK OTKAOYEHNE

Cems 4 Tun goctyna: WutepHer
OBLecTEEHHaA CETE MoaknroueHua:

WNzmeneHune ceTesex napameTpoe

gl Hacrpoiika HoBOrO NOAKAMOUEHNA MAK CETH

Hacrpoiika BecnposogHore, WWpokononocHore, MogemHoro, npamoro wan VPN-nogrkarouennn
WM 2KE HACTPOHKE MAPLUPYTUIaTOpa MAK TOYKW ADCTYNa.

‘5. MoAKNHYUTECA K CETH

MogkntouEHUE UK NOBTOPHOE NOAKS Kk Becnp
CETEBOMY COEAMHEHNID nan nogrnrodenne k VPN,

@ Bribop gomawunei rpynnel n napameTpos obuiere goctyna

Cm. Takcke ,ﬂ,OCI'j‘I'I K q)EﬁJ'IEM W NPUHTEPAM, PACNONOXHEHHBIM Ha JPYTHX CETEELIX KOMNBHTEPRAX, MAW

- M3MEHEHWE NapameTpos obluero JocTyna.
Bpanamayzp Windows P P HHeEre AceTy’

[omaLuran rpynna YeTpaHeHne Henonagok

Ceoiictea obospesatens JuarHocTika n NCNpaBnerne CeTeBbx NPoBAEM AW NOAYYEHNE CBEEHN 0 MCNpasneHun,

Puc. 5.3

NMPUMEYAHUE!

Mpn HanNMUMM HECKOMNbKMX NOAKMYEHN BbIbEepUTE TO, K KOTOPOMY MIaHMpPyeTCs NogknounTb IP-kamepy.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBoncTBa] (Puc. 5.4).

@ Cocreanue - [NogknioueHne No NCKansHoH CeTn u

Ofiume

MNoaxnoyeH e

IPv4-noaxnroHeHne: WHTEpHET
IPVE-NOAKIONEHIE: Bes noctyna k MHTEpHeTY

COCTOAHME cpedbl: MoprknioYeHo

JLMMTENBHOCT: 04:47:33
CKOpOCTh: 100.0 MéuT fc

AKTWEHOCTH

OTnpaeneHo —— L‘g ——  TMpuHaTO
4
BaiT: 79 188 140 I 805 509 770

[ %) CaoiicTsa ][@DTKnmuMTb] [,ﬂmarnocrma ]

Puc. 5.4

B pgmanoroBom OKHE CBOWCTB CETEBOr0 MOAKMYEHUsT HeoOGXxoamMmo BbiGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

[E] MogxnueHUE NO MOKANLHOMA CETW - CEOACTEa u

Ceme | Docryn

MNomnioueHne yepes

l.-'lf‘ Realtek RTLE139/810c Family Fast Ethemet ceTesoit ag:

OWBHSHHDIB KOMMOHEHTEI MCNONBSYOTCA 3TMM NOAKNKDYEHNEM |
1B Kaspersiy Anti-Virus NDIS 6 Fitter -

gﬂnaHupnBu.MK nakeTos QoS

gCnyxﬁa ADCTYNE K $aiinam 1 npuHTepam cetei Micre—
- [potoren WHreprets sepcin & (TCP/IPy6)
- I MpaTtokon MHTepHeTa Bepcin 4 (TCP/1Pvd) .
-4 llpaiBep B/ TONONOra KSHaNBHOr o YPOBHA | 3

i OTBETUMK 0BHEPYXEHUA TONONOTMK KSHANEHOTD YPOE =
[l n | [

YeTaHoBuT... Yaanum | CeolicTea I

Onucanne

MpoTokon TCP/IP - cTaHAapTHeIA NpoToKeN rnoSansHen
ceTe, 06SCMNEYMBAIILNIA CERSE MEX Y PA3NM4HBIMKM
BSEMMODB“CTBWUJMMM CETAMA.

m

Puc. 5.5

OTKpoeTcsi OKHO, B KOTOPOM OTOOpaxaeTca WHGopMaumss O HacTporkax ceTeBoro
nogknoyeHns. Bo3amoxHbl ABa BapuaHTa HacTpovkn |IP-agpeca ceTeBoro nogknioveHus Bawero
MK:

1. Nonyuutb IP-apgpec aBTOMaTu4vecku: IP-agpec HasHavaeTcs aBTomaTtudeckn DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawewmy [MK Bbigaetcs aBTomatMyecku, toraa Aang

onpefeneHns napameTpoB NOKanbHOW ceTu nepenanTe K NyHkTy 5.1.1 gaHHoro PykoBoacTea.
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—
Ceoiicrsa: Mpotokon Wntepheta sepcin 4 (TCP/IPv4) léu

OBwwe | AnbTepHaTHEHAR KoHerypaLw|

MapameTpel IP MOTYT HE3HA4ETHCA AETOMATUHECKM, ECNM CETh
MOAAEHMBSET STY SOSMOKHOCTE, B MPOTMBHOM cryyae NapamMeTpe!
IP MOMHO MONYHMTE Y CETEBOrD SAMMHMCTPETOPE,

¥ MonyumTs IP-aapec asToMaTHHEKN I

2 Mcnonb30BaTh CNEAYIOWMA [P-anpec:

IP-aapec:
Macka noaceT:

CQCHOBHOA WAH3:

ony4uTe aapec DNS-cepeepa aBTOMaTHHEOKM I

() McnonesoBaTe cneayiowme agpeca DNS-cepeepos:

MpeanouMTaemel DHS-cepeep:

AnbTepHaTHEHEIR DNS-cepeep:

MoATEEPAUTE NaPEMETPEI NPK BLIX0AE

[ o ][ omea |

Puc. 5.6

2. Ucnonb3oBatb cnenytowun IP-agpec: IP-agpec 3agaeTca nonb3oBaTteneM BpYYHYHO
(Puc. 5.7):

Ceoiictea: MNpotokon WinTepeTa separn 4 (TCP/IPv4) léu

Obwme

MapameTpil IP MOryT HA3HEYATHCA SBTOMETHHECKM, ECTH CETh

NOAAEPHUBEAET STY BOIMOXHOCTE, B NPOTHBHOM Cly4ae napaMeTphl
IP MOAHO NONY4WTE ¥ CETEEO0rD aOMMHUCTPATOPE.

() Mony4uTe IP-3APEC BETOMATHYECKK

(@ WmonbsosaTe cieayowwi IP-anpec: I
IP-appec:

192 .168. 0 .

Macka nogceTi: 255 . 255 . 255 .

OcHOBHOM WAK3: 192.168. 0 .

Mony4uTe anpec DNS-CEPEEPa aBTOMATHYEKN

l@- Wnonb3osaTe cReqyrowme agpeca DNS-cepBepoB:I

MpeanounTaensii DNS-cepsep: 192.168. 0 .

AneTepHaTveHElt DNS-cepsep:

|:| MoaTEEpAMTE NEPaMETPEI NP BLIXOAE

(o ][ omee |

Puc. 5.7

3anomHuTe nMbo 3anuwnTe KoOHGUrypaumo ceTeBbiX HAacTpoek agantepa Bawero MK (IP-
agpec, Macka nogcetn, Cetesown wnto3, DNS-cepsep).

BHUMAHUE!

Ecnu Bbl He 3anucanu gaHHble TeKyLwero ceTeBoro NoaKMYeHns, TO nocne HacTponkn kamepsl N13201

OyOeT HEBO3MOXHO BEPHYTb CETEBble HACTPOMKM KOMMbHOTEPA B MEpPBOHAYaNIbHOE COCTOSIHWE OIS
NOAKMIOYEHUS K NTOKanbHOM ceTu u/unm cetn VIHtepHeT!

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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5.1.1. OnpepeneHue napamMeTpoB CeTU NPy AMHaAMU4YecKoMm |P-agpece

NMPUMEYAHUE!
HaHHbin NyHKT PykoBoAcTBa npedHasHadeH ANs onpedeneHns napamMetpoB JloKanbHOW ceTu npu

Ha3HauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepsepom).

Mogkntounte komnbioTep (HOYTOYK) C¢ nomowibio kKabensa k Bawen nokanbHom cetn u
AOXONTECH OKOHYaHUSI NpoLecca NOAKITHYEHHS.
lMocne aToro Ansa onpeaeneHnst TeKyLWMX HAaCTPOEK KOMMNbIOTEPA B FIOKaNbHOW NPOBOLHON

cetn HaxmuTte lyck — NaHenb ynpaeneHusi (Puc. 5.8).

L(e Internet Explorer

a Skype BEWARD

|25 Microsoft Office Excel 2007 (Legia

VzobpaxeHns

S
"‘"’j Bnoknot
Myzeika
E DVR Server
Wrpei
m BRSController

KomneroTep

m BEWARD IP Visor
m BEWARD Player

SR
L, CnyxBbl
ety STV

Makens ynpasnesna
YerpoiicTea n npuHTEpBI

Mporpamms! No ymoauaHno

]
.;eo Cry#Bbl KOMNOHEHTOB
Cnpaska u NoAaepxKa

»  Bcenporpammel

| Haidmu npozpamme u dhaline Fel | 3aseplLUeHne paboTel [

| S

Puc. 5.8

B oTKkpbiBwEMCA AOManoroBOM OKHe BbibepuTe NyHKT [[IPOCMOTP COCTOAHMA ceTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).
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- ¢ [ oo eroness mpcerens 9|

HacTpolika napameTpos komnstoTepa MpocuoTp:  Kateropua ¥

MpoBepka COCTOAHUA KOMMBIOTERE CEMENH...

[g | Cwcrema v BesonacHocTs YueTHble 3anuck NofbsosaTensi n

ApxUBMPOBEHNE A3HHBLX KOMMBIOTEDE '@' JloBaeneHue n yaaneHne yueTHeX 3anncei
Mouck u ucnpasneqne npobnem nofkzoBaTeneil

'@' ¥CTaHODEKE POAMTENBCKONC KOHTPOAR AR BOEX

] noe3osaTenei
W o CCMOTP COCTORHKMA CETH M 33434

Boifop napameTpos AoMaluHER rpynnel n oBuerc OCDDPMJIEHI‘IE.‘ W NepCcoHannsauma
ACCTYNa K A3HHBIM MzmeHeHne Tembl

Wsmenenne dona pabouere crona
HacTpoiika paspelueHua 3kpada

OBopyaosaHue W 38YK
MpocmoTp yeTpoiicTs u NpuHTEpos
HoBasnerme ycrpoiicTsa Yachbl, ASbIK M pervoH

21 CreHa packnagkn KNaBuaTyphl WK APyt
I'Iporpauuhl \ cnocoboe BEOAa

¥AaNEHUE NpOrpamMuel [smaenenne asbika nHTEpdeica
CI'IE.‘LLHa}IhHhIE.‘ BO3MOMHOCTH

Pekomengyenbie Windows napametpel
OnTumuzayua n30BpaeHn Ha 3KkpaHe

Puc. 5.9

B oTkpbiBLEMCS AnanoroBoMm okHe Haxmute [loakntoyeHne no nokanbHon cetu] (Puc.
5.10).

B
HTepHeT b LleHTp ynpaenenua ceTamm u oBLym JocTynom - [Mouck & nareau ynpasnsHus Fel

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

N MpocroTp noanoi KapTel
Wsmenenne napamerpos .

ajanTepa BEWARD Heckoneko cetei WrTeprer

ZMEHNTE AONOAHUTENBHEIE (37T KoMNEroTER)

[pOCMOTP OCHOBHbBIX CBEAEHWA O CETH W HACTPONKA MOAKNKYEHUI

napametpel obuiero goctyna MpocMmoTp aKTMEHBIX CETER MeaknioYeHne naKn oTKNFOYERE

Cets 4 Twun goctyna: WHTepHeT
OBuwecTBeHHaRA CETh MogknoueHna:

Mzmenenne ceTeBbX NapameTpoE

@ HacTpoiika HoBOMO NOAKNFOYEHNA WKW CETUH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogeoyenns
WA e HACTpolika MapLUpyTUSaTopa WNK TOUKKM 40CTyNa.

‘5. MogKNHYNTECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

Buibop Aomaluneid rpynnel v napameTpos ebLere qoctyna

Cra, Talcke Jectyn k daitnam v npuHTEPaM, pacNoNoXEHHBIM Ha APYTWK CETEBLIX KOMMBHOTERAX, MW

- W3MEHEHWE NapameTpoe ofwero go na.
Bpanamaysp Windows P P LHETO AoeTy

fAomaluHas rpynna ¥eTpanenue nenonagok

Ceoiictea obozpesaTenn JuarHocTuka U MCpaBneHne ceTesblx Npokb. cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

NMPUMEYAHUE!
Mpn HaNMM4YMM HECKOMbKMX CETEBbIX MOAKMIOYEHNI BblibepuTe TO, K KOTOPOMY MMAaHMPYeTCs NOAKIOYUTL

IP-kamepy.
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B oTkpbIBLIEMCSH OKHE HaxxmuTe kHonKy [CBegeHus] (Puc. 5.11).

4 Cocroanue - MogkatoueHne No ACKaNLHOHA ceTh u

Obwne

MoaknioyeHe

IPv4-noarnoHeHme: WHTEepHET

IPvE-NOAKAKHEHKE: Bes noctyna k MHTEpHETY

CoCToAHUE cpeak: MNoakmoqeHs
AnMTensHocTh: 04:47:33
CKOPOCTL: 100.0 MBuT /c

AKTWBHOCTb

OTnpaeneHo — L\’! ——  [puHATO
a
Baitr: 79138 140 I 805 509 770

[ %) CeoiicTsa ] ['S'Oﬂwoqmb] [ﬂnarHocrma ]

Puc. 5.11

B OTKPbIBLUEMCA OKHE MOXHO YBUOETb I/IHC*)OpMaLl,I/II'O O TeKywem ceTeBOM NOAKINHYEHUN
(Puc. 5.12).

Ceegerns o ceTesom nmumqenmll g

TononHATENEHEIE CBEAEHWA O CETH:

CeofcTeo JraveHue

OnpegeneHHsii ana no...
OnucaHue Realtek RTL8168C(P)/8111C{P) Family P
PUSMIECKIA aapec 00-24-10-57-45-30

HCP siniouen Oa

ec Pvd 192.168.0.14

Macka noacem [Pvd 2552552550
LpeHpa nonydyeHa 11 aneapa 2011 . 10:27:11
LpeHpa McTexasT 11 wespana 2011 r. 10:27:11
Wnies no ymonuanmo 1P 192.168.0.1
DHCP-cepsep IPv4 152.168.0.1
DNS-cepeep IPvd 152.168.0.1
WINScepsep [Pv4
Cryxia NetBIOS vepes... [a
NokansHent IPvBagpec... fell:3126:e820:8112:163%11
Wniez no ymonuaHue P
DMNS-cepeep IPvE

4 | 1

Puc. 5.12

Ecnn B oTkpbiBeMca okHe Bbl yBugenun cnegytowme ctpokn: [DHCP Bknwo4veH] — [a,
[Anpec IPv4— xxx.xxX.XXX.XXX] (r3e XXX.XXX.XXX.XXX — 3HayeHve |P-agpeca), 3Haunt Bawewmy MK
AN NPOBOAHOrO coeauHeHus Obin HasHadveH IP-agpec, 3HayeHWe KOTOpPOro ykasaHo B CTpOKe
[Appec IPv4], macka nogcetn ykasaHa B cTpoke [Macka nogcetu IPv4], agpec ceTeBoro wwnosa -
B cTpoke [Wn3 no ymonuaHuwo IPv4], agpec DNS-cepBepa - B cTpoke [DNS-cepBep].
3anomHuTe nMbo 3anuwnTe KOoHurypaumio ceTeBbiX HacTpoek agantepa Bawero MK (IP-agpec,
Macka nogcetun, Ceteson wnto3, DNS-cepsep).
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BHUMAHMUE!
Ecnu Bbl He 3anvcanu gaHHble TEKyLLEero ceTeBoro NoAKMoYeHusl, To nocrne HacTpoiiku kamepbl N13201
OyoeT HEBO3MOXHO BEPHYTb CETEBble HACTPOMKM KOMMbOTEpPA B MEpBOHAYanbHOE COCTOsiHME [aOnis

NOAKIMIOYEHNS K TOKanbHOW CeTU U/unm cetu VlHTepHeT!

BHUMAHUE!

Ecnn B oTkpbiBluEMCS [fguanoroBom oOkHe [CBemeHuMs O ceTeBOM noakntoydeHun] Bbl yBugenu
cnegytowme ctpokn: [DHCP BknroueH] — [a, [IPv4-agpec aBTOHACTPOMKU — XXX.XXX.XXX.XXX] (rae
XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), 3Haunt Bam He yganock NogkniovmUTbCs K ceTu No kabernbHOMY
coeanHeHuio (DHCP-cepsep He npucBoun IP-agpec Bawewmy [1K). [MpoBepbTe npaBunbHOCTb
NMOAOKMIOYEHNA K MpPOBOAHOM CeTM W B Crydyae HeobxoaMmocTu obpaTutecb K  CUCTEMHOMY

agMuHucTpartopy Bawen ceTn.

5.2. UsmeHeHue napameTpoOB NIOKaribHOW CeTU ANs NPOBOAHOrO NOAKMIOYEeHUs
IP-kamep

Mo ymonyaHuio IP-kamepa N13201 wumeet IP-agpec 192.168.0.99. [Ona Ttoro 4T06bI

NOAKMNIOYMTBCA K Kamepe ANs nepBOoHavanbHOW HacTpovikn Heobxoaumo, 4Tobbl Baw komnbloTep

Haxoguncs B TOW e noaceTtun, 4to n kamepa. lNpu atom IP-agpeca IP-kamep, koMnbloTEPOB U

NOOLIX CETEBLIX yCTpOI‘/‘ICTB B CETN HE OOJPKHbI coBMaaaThb.

BHUMAHUE!
IP-kamepbl BEWARD N13201 no ymonuyaHuto umetoT IP-agpec 192.168.0.99! Ecnu Bbl nnanupyete
nogkrtoyaTh HecKkosibko |IP-kamep, To Ana nckrodeHus kKoHdnukra IP-agpecos nogknoyante kamepbl No

oaHom n nameHsnTe mx IP-agpeca Ha ntobble cBob6oaHble U3 Bawen nokansHom ceTtu!

BHUMAHUE!
Ecnu Bbl yBepeHbl, 4To ceTeoun agantep Bawero MK, nogknioYeHHbIn B NPpOBOAHYIO ceTb ¢ |IP-kamepon
nnbo Hanpsimyto k IP-kamepe, HaxoguTcsa B ogHou noacetu ¢ IP-kamepon, Toraa Bbl MoxeTe nepenTtun kK

nyHkTY 5.3 aaHHoro PykoBoacTea.

0na nameHeHus TeKyLMnxX HacTpoek KoMnbrTeEpPa B nokarnbHomn I'IpOBOJJ,HOI?I CeTN HaXXmMmute

IMyck — MaHenb ynpaeneHus (Puc. 5.13).
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| X2 Microsoft Office Excel 2007

-
d’j Baoknot
@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

i

ey CryBel

L
9‘, CryBel KOMMOHEHTOR

» Bce nporpamme

| Hatimu npozparmel u ghaiinbi

Puc. 5.13

[NokymeHTbi

Mysbika

Wrpei
Komnetotep
Marens ynpasnenna
Yerpoiictaa n npuHTEpBI
Mporpammel no yumonuaxuo
Cnpaska n NoIepxKa

e r———— ]

3asepiuenne paboTol

B OTKpbIBWUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

58 v Mawens ynpaenenns »

HacTpoiika napameTpos KOMMNbTepa

% Cwcrema n GesonacHoCTb

‘ MpoBepka COCTOSHUA KOMNEHTERE

ApxXMENPOBAHNE JAHHELX KOMMEHTERE
Mowck 1 ucnpaenermne npoBnem

- CeTp i MuTepHeT
ﬁh @ocmorp COCTORHWA CETH W 3a,qa
=1 Brifop napameTpos AoMaluHeR rpynnel n obiero
ACCTYNE K A3HHbBIM

Q6opyaoeaHne U 38yK
MpocroTp yCrpoiicTe n npuHTEpCE
JoBasnenne ycrpoicTea

Mporpammel

¥paneHwe nporpamMmel

Puc. 5.14

P
R

Mpocmotp:  Kareropua ¥

YueTHble 3anMcK NoAb30BaTENER W

cemMerH...

'@ JloBaeneHne n yIaNEHNE YHETHBIX 3aNHCei
noAL30EaTENEd

@' YcTaHoBKa POAMTENECKOTD KOHTPONR ANA BCEX
nob30BaTENEl

OdopmaeHne M NepCcoHaNMsaLIMA
V3MeHEHNE TEMBI

MzmeHenmne doHa pabouerc cTona
HacTpoiika paspeluena skpaHa

Yackl, A3bIK U pervoH

CMeHa packnagkn KNaBnaTypel WM Apyrux
cnocoBoe BBoda

WMsmerenne asbika nntepdeiica

CneunansHele BO3MOXHOCTU
Pexomengyemere Windows napamerpel
OnTumisaums n30Bpaxkenna Ha 3KpaHe

B oTkpbiBLIEMCA OKHE HaxmuTe «lloaknovyeHne no nokansHomn cetn» (Puc. 5.15).
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@@ ;.: <« Ceto u MnTeprer v LledTp ynpasneqna cetami n oBumm goctynom - || TMouck & nares

Manens ynpasnesms -
ACMBLUHAA CTPaHNLE

&k' — " o MpocMoTp NonHeR KapTel
M3mMeHEHWE NapaMETPOE . = . ————

afamepa BEWARD Heckonsko ceteii WHTepHeT

M3MEHNTE AONOAHUTENBHBIE (3T0T KOMLIOTER)

MpOCMOTP OCHOBHBIX CBEAGHMIA O CETH M HACTPOWKa NOAKAKYEHWA

napameTpel oBLLErD ACCTYNE MpocmoTp aKTHBHEX CeTeill MeakntoueHne nan oTKAKDYEHNE

Cems 4 Tun aocTyna: WHTepHer

OBLecTEEHHEA CeTh Mogknrouerna: @ Moakno4eHne no
NOKaNBHOM CETH

lzMeHEHNE CETEBBIX N3 PaMeTpoE

ﬁl Hactpoiika HoBOMD NOAKAMNMEHNA MAN CETH
-

HacTpoiika GecnposedHoro, LWMPoKSNoAoCHOrD, MOoAeMHore, npamore wan VPN-noaknodeHna
WN 3KE HACTPOWKA MapLUpPYTU3aToPa K TOHKK 40CTynNa.

‘s. MogrnrounTeca K ceTi

MNoakntoYeHnEe WK NOBTOPHOE NOAKNHOHEHIUE K BECNPOBOAHOMY, NPCECAHOMY, MOJEMHOMY
CETEBOMY COEAMHERNID MW Nogrnroyenne k VPN,

*& Bribop gomaluHed rpynnel n napameTpos obuiero goctyna
Cw. TaioKke AocTyn K daiinam u NPUHTEPaM, PacnonoXeHHbIM Ha APYTX CETEBBIX KOMMBHITEDEX, WM
- W3MEHEHWE NapaMeTpoE obLIEro gocTyna.
Bpanamayzp Windows P P b
Homawkan rpynna ¥cTpaHenmne Henonagok

CeoiicTea oBo3pesatenn JWarHocTuka W MCNPaBnNeHe CETEBBIX NPOGAEM WAKM NOAYYEHNE CBEAEHNI 06 MCNPABNEHMK,

Puc. 5.15

NMPUMEYAHUE!
MpW HamUuMM HECKOMbKUX CEeTeBbIX MOAKMIOYEHWN BbiIGEpUTE TO, K KOTOPOMY MMaHWpyeTCcs NOAKMOYUTb

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.16).

@ Cocreanue - Mogkntouenne no NoKansHow cet g
il

Obwme

MoaknYeEHe

IPv4-NoAKIKOYEHME: WHTEpHET
IPVE-NOAKMHOYEHME: Be3 ocTyMa K MHTEpHETY
COCTOAHME cpedbl: MoprkniodeHo
AnuTensHocTb: 0447:33
CKOpPOCTh! 100.0 MBwT fc

CBeaEHMA. ..

AKTWBHOCTbE

|
OTnpaBneHo —— %! ——  [puHaTO

BaiiT: 79 188 140 I 805 509 770

| [ @Cﬂoﬂ'craa ][@D‘rmmumu] [,ﬂ,marnocrma ]

Puc. 5.16

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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@ MoaxnoueHWe No NOKANLHONA CETW - CECACTES u

Cem | Oocmyn

MoaxnioueHie yepes:

LF Realtsk RTLE139/810¢ Family Fast Ethemet cetesoi 2az

OTMEUSHHEIE KOMMOHEHTEI WCNONE3YTCA 3TMM NOAKNHYEHWEM
Bl Kaspersky Arti-Virus NDIS 6 Filter -
Q Mnarnposwmk nakeTos Gos
.gc.nwxﬁa A0CTYTE K DaiAnam 1 npuHTEpam ceTeil Micr—,

[poToxon MHTepHe & (JUP/1PvE)

[paiisep 6/5 TONONOra KEHANBHOr0 YPOSHA
& OTBETMK 0BHEPYXEHA TONONONM KBHANEHOrD YDOE ™

ol |

YCTEHOBMTS ... Yaamm | CeoicTea I

Onncanne

MpoTokon TCP/IP - cTakaapTHeIA NpoTokon rnoGansHbm
CeTel, 0GECNEYMBAINWLNA CERSH MEXIY DASNAYHEIMI
BS3MMOLEACTEYIOWMMI CETAMA.

Puc. 5.17

OTKpoeTcs MeHt, B KOTOPOM Heobxoaumo yCTaHOBUTb 3HayveHus IP-agpeca u macku
noacetn. Boibepute nyHkT [Mcnonb3oBaTtb cnepyrowmn IP-agpec] v Beeante csoboaHbin [IP-
appec] u3 noacetM kamepbl, Hanpumep 192.168.0.20, [Macky noacetun] 255.255.255.0,
ocTanbHble 3Ha4YeHus BBOAUTb HET HeobxoanmocTn (Puc. 5.18).

Ceoiictea: MpoTokon Muteprera eepcun 4 (TCP/IPv4) @g

Obume

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY SOSMOMHOCTE, B NPOTMBHOM Cly4ae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

@ WnonbsosaTe cieaytowmil IP-agpec:
IP-appec: 192 .168. 0 . 20

Macka noaceTi: 255.255.235. 0

OcHOBHOIA WKo3:

Mony4nTe anpec DNS-cepBepa aBTOMaTHHECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:
MpeanounTaemeni DNS-cepeep:

AnbTepHaTHEHEI DNS-cepeep:

|| NoaTeepanTs napameTps! MpH sbixoas [onorHATENbHD

Puc. 5.18

[ns npumeHeHns nsmeHeHnin HacTpoek HaxkmuTe kHonky [OK] ang Bcex OTKpbITbIX OKOH.
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5.3. NonyyeHue goctyna K IP-kamepam

MonyunTb goctyn K IP-kamepe Bbl MmoxeTe cnegyrowmnmm cnocobamu:
e C nomouwbto NO «BEWARD IP Installer».
e C nomoupbto meHto [CeTb] OC Windows 7.

¢ C nomouwpbto 6paysepa Internet Explorer.

BHUMAHMUE!
Mpn nogkntoyeHnn IP-kamephbl K NoKanbHOM CETM HEOOXOOUMO YYUTbIBATbL, YTO MO yMonyaHuto IP-kamepa

nmeet ceTeBon agpec: 192.168.0.99.

5.3.1. YctaHoBka «<BEWARD IP Installer»

BctaBbTe guck ¢ nporpammHbiM - obecriedyeHnem B npuBog CD-ROM. Ha akpane
aBTOMATMYECKN MNOSABUTCH MEHI0 ycTaHoBku (Puc.5.19).

Onsa yctaHoBku nporpammHoro obecneveHus Bblibepute [BEWARD IP Installer] wu
BbIMNOMHUTE NPOLIECC YCTaHOBKM (NOAPOGHO npouecc ycTaHoBku onucaH B «PykoBoacTtBe no
akcnnyaTtauum MO BEWARD IP Installer»).

BewARD NOCETUTL CAWT | HA3AL | CBEPHYTb | BbIATU | ENZE

BEWARD IPS
lNpodeccroHansHoe NporpaMMHoe obecrneyeHmne
ANA NOCTPOEHWA cUcTeMel BesonacHoCTK

BEWARD IP INSTALLER
MporpaMMHoe obecnedeHne gnA NOMCHa
W HacTpoiHm IP-Hamep B ceTH

AOKYMEHTALUA

JoKyMeHTalMA ANA YCTaHOBKKW M HACTPOMKK KaMep cepun N

PDF READER
MporpamMma gnA YTeHKAa JoKyMeHToB B popmate PDF

Puc. 5.19

5.3.2. Nony4eHue gocTtyna K IP-kamepam ¢ nomowbio NO «BEWARD IP Installer»

BHUMAHUE!
Ons noucka IP-kamep ¢ nomouwbto MO «BEWARD IP Installer» gomkHa ObITb BKMtOYeHa NOAAepkka
TexHonormm UPnP gns Bawero MK n gnsa IP-kamepsl. Ona OC Windows 7 nogaepxka UPnP BkntoyeHa no

YMOTYaHuH.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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NMPUMEYAHUE!
Ona IP-kamep BEWARD N13201 wucnonb3oBaHue nOAAepXKkM TexHonorum UPnP  Bkm4eHo Mo

YMOJIYaHuIo.

[nsa noncka kamepbl ¢ nomowbio MO «BEWARD IP Installer» 3anyctute nporpammy npu
nomoLM dpnblka Ha paboyem cTone. B OTKpbIBLUEMCA OKHE MOSIBUTCS CMMCOK BCEX aKTUBHbIX
Kamep u BuaeocepsepoB. Beibepute Tpebyemyto IP-kamepy n Haxmute [OTKpbITh B IE] (Puc.
5.20).

7 ™y

Koucpurypupoeauue |P Bugeokamep / IP Eugeocepsepos BE@\VARD

a Kamepa |.D. Onpurpamme..l

— Cnucok HalgeHHbIX YCTROACTE
YerpoiicTeo | IP-anpec | MAC-anpec | MaAHoE HAUMEHOBAHHE | Maogens | o% Hacrpoiiku '
E Network Camera 192.168.0.99 004B1 0034704 H.264 2Megapixel ‘Wieless Fised C... W13201
2 Obhoents l
3¢ Cpoc HacTpoek l

U Mepeaarpyaka

3 e (e

CoBer

BrifepuTe cpegu HallgeHHbX HeOGXOQUMYH KAMEDY, 8 3aTEM HEXMITE HeoBX0gUMYH KHONKY MeHi. HaxmuTe Mouck
ANA HAYana HOBOrD NOWCKA.

Puc. 5.20

BHUMAHMUE!
Onsa koppektHor pabotel BEWARD IP Installer Heobxogumo [o6aBuTb €ro B CMUCOK OOBEPEHHbIX

I'IpI/IJ'IO)KeHVIﬁ Bawero aHTUBKUPYCa N CeTeBOro aKkpaHa.

NMPUMEYAHUE!
B Windows 7 gnsi koppekTHol paboTbl nporpaMmbl MOXeT notpeboBatbest 3anyck BEWARD IP Installer
OT UMEeHW agMuHucTpaTopa. [ns 3Toro HaXMuTe Ha Spribike NporpamMmmbl NPaBoOW KnaBuLEW MbIWN U B

nosasuBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te MNYHKT [3anycx OT UMEHMU aAMMHMCTpaTOpa].

NMPUMEYAHUE!
Ecnu IP-ycTpoicTBO (MNK yCTPOWCTBA) HE MOSIBUNUCH B OKHE MOWCKa, TO Haxkmute kHonky [Mouck] gns

obHoenenust cnucka (Puc. 5.20).
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5.3.3. Nony4eHue gocTtyna K IP-kamepam ¢ nomowbio MmeHio [CeTb] OC Windows 7

NMPUMEYAHUE!
Ons IP-kamep BEWARD N13201 ncnonb3oBaHue TexHonornn UPnP BknoyeHo no ymonyaHuio.

Ons noucka kamepbl ¢ nomowbio MeHw [CeTtb] OC Windows 7 oTtkponTte okHo [Mown

KoMmnbloTep] n Boidbepute nyHKT [CeTb] (Puc. 5.21).

% LS Komnstotep » - || Mouck: Komneromep

Ynopagounte ¥ CaoiicTea cHcTembl YaanuTe unu U3MEHWTL NporpamMmy >

[ 5.0 WMsBpanHoe 4 Kectkme aMcky (3)

NokaneHbiid guck (C2)

1 [ Bubanatexn w ——
14,0 TB csoboaHo u3 39,9 TB

NokaneHeiii guek (D3]

oM Kom NerOTER |

-
- €SV 108 16 coobomro w 10976
LY
Transcend (F:)
o
=07 161 16 coobiommo o 732 16

4 YCTpoWcTBa CO CheMHbIMK HocuTeaaMM (1)

$ Ouckoeog (A:)

f )| CONTENTMGR Pabouan rpynna: BEWARD Marste: 4,00 6
L | Mpoueccop: Intel(R) Celeron(R) CPU ...

Puc 5.21

B nosisuBLLemMca MeHI0 Hanaute nHTepecylowee Bac ycTponcTBo n HaxXmuTe Ha HeM ABa
pa3a NneBown KHOMKOW MbIln (Puc. 5.22).
Mocne atoro IP-kamepa N13201 oTkpoetrca B Opay3epe, KOTOpPbIA YCTaAHOBMEH MO

YMOMYaHuIo.

[E=REERES)
Q=@ rcenr,  [of[iuxcemp

Y¥nopsaounte ¥ LlenTp ynpaeneHus ceTamm u oBLMM gocTynom i« O @

. 4 DoTokameps! (6) -
0 MisBpannoe

|"§‘i ML000 Fixed IP camera -
S oode10002638

7 BnBnuorexn

o

N M1250 Fixed IP Camera -

- Komnerotep
|§JJ 004BL0002FL7

M13201 Megapixel IP Camera -

€l Cers [.-.: —
Ml 004B10001658

| s N35110 Megapixel Outdoor IR
Q| comena- ooereozens

™ = N13201 Megapixel IP Camera - 0046100... Kateropum: ®otokamepei
|,‘§f_)ll CeTeBoe PasMELLE... HeonozHaHHaA CETh

Puc 5.22
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5.3.4. Nony4eHue gocTtyna K IP-kamepam ¢ nomowbIo 6pay3sepa Internet Explorer
Ona poctyna K kamepe ¢ nomolbio G6paysepa Internet Explorer Heobxoaumo 3anycTutb
Opaysep 1 B agpecHom CTpoke BBecCTu 3anpoc: http://<IP>:<port>/, rae <IP> - IP-agpec kamepbl, a

<port> - 3HauyeHue http-nopta), nocne yero HaxaTb [MepenTn] Nuéo [Beoa] (Puc. 5.23).

BHUMAHMUE!
IP-kamepa BEWARD N13201 no ymonuyaHuto umeet ceteBon agpec 192.168.0.99, http-port 80.

NMPUMEYAHUE!
Ecnu onsa http-nopta ncnone3yetca 3HauveHune 80, Torga ang goctyna k kamepe B 6paysepe OCTaTOYHO

BBeCTM cTpoky http://<IP>/, roe <IP> - IP-agpec kamepbl.

r EI ES B
—
6'\_\/) @ http://192.168.0.99/ D~-a3X :fc;‘ Mycran cTpannua ‘ﬂh ﬁ E}‘

Puc. 5.23

5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl
Mocne Toro kak Bel nonyyunu goctyn K IP-kamepe niobbim 13 cnocobos, pacCMOTPEHHbIX B

nyHktax 5.3.2, 5.3.3, 5.3.4 panHoro PykoBoacTsa, 6yaet 3anyweH 6paysep Internet Explorer, roe

OTKPOETCSl OKHO aBTopm3auuun s nonyvyeHms JocTtyna K Beb-nHrepdericy yctponcrsa.

NMPUMEYAHMUE!

[ns koppekTHoit paGoTkl BEG-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxe 9.0.

BBeauTte nmsa nonb3oBartens n naporb, nocne vyero Haxmute [OK] (Puc. 5.24).

BHUMAHUE!

Vmsi nonb3oBaTtens no ymonyaHuto: admin. MNaponb no ymonyaxumio: admin.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Ann exopa Ha cepeep 192.168.0.99 no aapecy N13201 Megapixel IP
Camera HyxHE! HMA NONLIOSATENA W NAPONL.

Mpeaynpexgenne: Cepeep Tpebyer nepesasn MMeMi NOABIOEATENA W
napona uepes nebesonacHoe coegnrenne (Byaer evinonmena cbeiunan
NPOEEPKI NOANHHHOCTH).

g

33N0OMHUTE yUETHBIE AAHHbIE

L__BL_H,%!Q

Puc. 5.24

Mocne ypayHon aBTOpu3aumm npu nepsoM nogknodeHnn OC Windows 7 6yget
6rnokvpoBaTb ycTaHOBKY npunoxeHusa ActiveX (Heobxogumo Ansi nmpocMoTpa M3obpaxeHus c
Kamepbl), 0 Yyem OydeT CBMAETENbCTBOBATb CUCTEMHOE YBEAOMSIEHME B HUXKHEW 4acTu OKHa
Internet Explorer: «3ToT Be6-caWT nNbITaeTCA YCTAaHOBUTb Creaylolyd HaaCTPOWKY:
«AxMediaControl.cab» ot «BEWARD Co., Ltd». Haxmute Ha kHOnky [YcTaHoBUTBL] Ans

npoAomkeHns yctaHoskm (Puc. 5.25).

BHUMAHUE!

YcTaHoBKa KOMMOHEHTOB ActiveX BO3MOXHa ToJbko Ha 32-6UTHYI0 Bepcuio Gpaysepa Internet Explorer.

NMPUMEYAHUE!
B onepauwnoHHom cucteme, otnmdHon ot Windows 7, unu B 6paysepe, otnnyHom ot Internet Explorer 9.0,

Ha3BaHNA MEeHK0 UM CUCTeMHble COOGLIJ,GHVIH MOryT OTNnn4aTbCA OT Ha3BaHUN MEHI U CUCTEMHbIX

coobwenun B gpyrnx OC cemenctea Windows nnu B gpyrux 6paysepax.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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‘4'_ .'|“.J http://192.168.0.99/ L-BaX || WY 192.168.099 |_ |

N13201 Megapixel IP Camera

ﬁ x (HPOCMOTP] HacTpoiku )

(0O 0|0 O 05-06-2012 11:32:43 | e 0| @ @ )

COPYRIGHT & 2011 BEWARD Ca., Ltd.Bee npaes Saumuiins

3T0T Be6-CaiiT NBITAETCA YCTAHOBMTE CAEAYHILLYID HaaCTpoiKy: "AxMediaControl.cab” or
"BEWARD Co,, Ltd",

MakTopsl pucka

YcTaHosnTs

Puc. 5.25

Cuctema 6esonacHoctn Opaysepa Internet Explorer Takke OygoeT aBToOMaTU4eCKU

6rnokupoBaTb ycTaHoBKYy ActiveX. [INns NpoAOMKeHNs YCTaHOBKM HaXMUTe KHOMKy [YcTaHOBUTL] B

OKHe noaTBepXxaeHus yctaHoBku (Puc. 5.26).

-
Internet Explorer - MNpeaynpexaeine cucTeMsl BesonacHocT [&J

YCTaHoBHTE 3TO Nporpanmtoe obecnevenne?

Wma: AxMediaControl.cab
WzpaTens: BEWARD Co., Ltd.

| # | noroaruTEREHO | YCTEHOBUT | [He YCTaHABNHBATH

2 Dains! M3 MHTEPHETE MOrYT BbITh NONE3HSI, HO 5TOT TN haEiANa MOKET
) ! ) noBpeAWTHL KOMMLIOTEP. CEAYET YCTaHaBIMBaTE MPOrPaMMBl, NoMy-eHHsIE
=" TOMBbKO OT AOBEPEHHOTO MAATENS, DEKTODL! DUCKA

Puc. 5.26

NMPUMEYAHUE!
Mpu yctaHoBke ActiveX gna OC Windows 7 npu BKIOYEHHOM KOHTPOME Y4YeTHbIX 3anucen Oyget

OONOJNTHUTENbHO NPOoU3BOAUTbLCA 6J'IOKVIpOBKa YCTaHOBKK, O 4eM nosb3oBaTtesio 6y,u,eT BblOaBaTbCA

[OMnonHuUTEenNnbHoe onoselieHne. Ons pas3pelieHna yCTaHOBKU HeO6X0,EI,I/IMO yTBepauTenbHO OTBETUTb B

noABuBLLEMCA OMNAnNoroBomM OKHe.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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Mpn npaBunbHO BbLIMNOMHEHHbIX AeWCTBUAX Bbl cmoxeTe yBuaeTb 4yepe3 Beb-Opaysep

n3obpaxeHue ¢ Bawewn IP-kamepsl (Puc. 5.27).

&« @ LY http://192.168.099/ O~ B¢ X || W) 192168099

BC\VARD N13201 Megapixel IP Camera
@ |2:J (HDOCMOTP1 Hacrpoitku

| o05-06-201211:46:00 | —a= 0| © @

COPYRIGHT © 2012 BEWARD Co., Ltd.Bee npasa ssupmuménsi.

Puc. 5.27

5.5. \3amMeHeHMe HacTpoeK NPOBOAHOro NnoakntYeHus |IP-kamepbl Yepe3 BeO-

uHTepdenc
Mocne nogkntoveHunsa k IP-kamepe N13201 no npoBoAHOW cCeTU HEOOXOAMMO W3MEHWUTb
HaCTPOMKN Kamepbl Takum obpas3om, 4Tobbl OHa Haxogunacb B OOQHOW MOACETM C OCTanbHbIM

o6opynosaHunem (Hanpumep, Bawwum [MK).

BHUMAHUE!

Ona pa6otbl IP-kamepbl 1 Bawero K Heobxogmmo, 4ToGbl coBnaganu Tpu 4actu |IP-agpeca, 3a
NCKITFOYEHMEM YETBEPTON YacTh, U HEOBXOAMMO, YTOObI MOMHOCTLIO COBMaana macka noaceTu.
Hanpumep, IP-agpec Bawero lMK: 192.168.50.40. |P-agpec pasgeneH Toykamu Ha 4veTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heob6Xx0QNMMO N3MEHUTL
IP-agpec kamepsbl, 4TOObI y HEro nepBble TPX OKTETa COBMaganu, TO eCcTb YTOObI ObINO 3HaYeHne BuAa

192.168.50.XX. YeTBepTbi OKTET 00513aTeNbHO AOMKEH ObITb OTNMYHLIM OT 3Ha4eHMs Ha Bawem [1K, a

Takke gpyroro ceteBoro obopyanoBaHusa Bawen ceTu (ecnm Takoe nmeeTtcs).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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ﬂ,J'IFI M3MEHEHUNA CETEBbLIX HACTPOEK B Be6-|/|HTepd)e|7|ce HaXMUTE B MNMaBHOM MEHIO KaMepbl

KHOMKY X [HacTpownku] n nepengute B meHto Cemb — OcHoeHblIe (Puc. 5.28).

BE\VARD N13201 Megapixel IP Camera
‘. X WT PPPoE | WiFi | wps )
Wudopmauunna
CUCTEMHbBIE MpoTtokon MHTepHeTa Bepcun 4 (TCP/IPv4)

= CeTb MAC-agpec

@ MonyuwuTs IP-agpec aeToMaTtuuecky (DHCP)

[ononHUTENbHBIE _ L
@ WcnonezoeaTe cnegyowmi IP-agpec

MpocmoTp

BocnpousBefjeHne IP-anpec 192 . 168 . 0 . 99

CobbiThe Macka nogcet 255 . 255 . 255 . O
OCHOBHOM W03 192 . 168 . 0 . 1

@ Mcnone3oBaTs cnegyrwMe agpeca DNS-cepeepoB

DNS-cepeep 1 o . o . 0o . O
DNS-cepeep 2 o . o . 0o . O
HTTP
HTTP-nopT @ 80 © (1124 ~ 65534)
CoxpaHuTe ] [ OTMEHWTL
COPYRIGHT & 2012 BEWARD Co., Ltd.Bee npasa sawmmuienni.
Puc. 5.28

Bo Bknagke [TCP/IP] HyHO BBeCTM Takue 3HauyeHusa IP-agpeca wn gpyrux ceTeBbIX
napametpoB pAns |IP-kamepbl, 4TOObI OHa Haxogunacb B OAHOM MNOACETM C  OCTalNbHbIM

obopynosaHunem (Puc. 5.29).

NMPUMEYAHUE!
B cnyyae HeobxoaMMOCTM Ha3HayYeHusi onpedeneHHbIX CEeTEBbIX HACTPOEK YCTpoWcTBaMm obpaTuTech K

Bawemy ceteBoMy agMuHucTpaTopy.

[nsa coxpaHeHst UIAMEHEHWUIN CETEBbLIX HACTPOEK MPOBOAHOIO COEANHEHUS HAXKMUTE KHOMKY
[CoxpaHuTb], Nocne Yyero B NOABMBLUMXCA OKHaX Heobxoaumo HaxaTtb KHonky [OK].

Ha aTom HacTporka npoBOoAHOro coeamHeHnsa ansg IP-kamepbl 3aBepLueHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOro NOAKNMKYEHNA K YCTaHOBJIEHHbIM paHee

3Ha4YeHuAM, BbINONIHUTE cnenywmne nencTeus.

Haxwmute lMyck — Manenb ynpaeneHus (Puc. 5.29).

9. Internet Explorer
Q s

| X & Microsoft Office Excel 2007

'd‘j BnokHoT

ﬁ DVR Server

Q ERSController
@ BEEWARD IP Visor

@ BEWARD Player

s
R Crnys#Bil

Q
ﬁ, Cny#Bbl KOMNOHEHTOE

»  Bcenporpammel

| Hatimu npozparme u dhaiinei

BEWARD

HfoxymenTor

WzobpasceHmnn

Myzbika

Wrpe

Komnerotep

Manens ynpaenexna
YerpoiicTea n npuHTEPLI
Mporpamme! no ymonuaxno

Cnpaska n nogaepskka

P T——
| 3asepiuerne paboTer "T‘

B oTkpbiBweMca avanoroBoM OkHe BblbepuTe nyHKT [[IpocMOTp cocTosiHUA ceTu

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.30).

EH » Mawens ynpaeneuns »
HacTpolika napameTpos KOMNeHOTepa
il  Cwvcrema v GesonacHocTs

) MpoBEpKa COCTOAHWA KOMIBHOTERE

ApXUBMPOBAHIE 4EHHBIX KOMMBHOTEDE
Mewck n wcnpaenekne npobnem

C CeTow VaTepdeT
@. lH-EDCMDTp COCTOAHKWA CETH W 33834 I
-2

Bribop napameTpos gomMalunei rpynnel u obwero

ADCTYNA K AaHHBIM

OBopyaoBaH1e W 3BYK
MpocMoTp yeTpodcTe W NPUHTEROE
[lobaeneHne ycTpoicTea

MporpaMmel

¥aaneHne nporpammel

Mpocmotp: Kateropwa ™

YueTHble 3anncK Nonb30BaTeneil n

cemMeliH...

'@' JloBaenerne n ya4aneHne yHETHBIX 3aMncei
nob3osaTenei

'@I‘ ¥CTaHOoBKA POAMTENLCKOTO KOHTRONA ANA BCEX
nob3osaTencei

OdopmaeHne W NepcoHannsaLmna
VizmeHEHNE TEMbI

Wzmenenne dora pabouero ctona
HacTpoiika paspeluenna skpana

Yackl, A3bIK 1 pervoH

CreHa packnajgkn KNasuatypel nan gpyrix
cnocoBos BEo4a
MzmeneHne A3biKa MHTEpdEdca

CHELLHaﬂthIE BO3MOXHOCTH
Pekomergyemble Windows napamerpel
OHTMMMSEUMR MSDSPE)KEHMR Ha 3KpaHe

B oTkpbiBLIEMCA OKHe HaxmMuTe [MoakntoveHune no nokanbHon cetu] (Puc. 5.31).
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Manens ynpaenexma -
ACMALLIHAA CTPaHMLA

&,' — h-j o MpecmoTp nonHoi KapTel
VIZMEHEHME NapaMETPOE | . e

ajaricpa BEWARD Heckoneko ceteil Whreprer
Wamennts gonoaHuTenbHEIE (3707 KOMNBHOTED)
napameTpel obllero JocTyna

MpocMoTp OCHOBHBIX CBEAEHMA O CETM M HAaCTPORKa NOAKNHOUYEHWA

MpocroTp akTMEHBX CETE MogKntoYeHne N OTKNFOMEHKNE

Cems 4 Tun gocTyna: IHTERHET
OBLIECTBEHHAR CETE MogknoueHus:

WMameHeHue ceTeseix napameTpoe

@l Hactpoiika HOBOrO NOAKAKOYEHNA MAW CETH

Hactpoiika Becnposogrere, WnpokonoaocHero, Mogemiore, npamoro wan YPN-nogkaroserns
WM KE HACTPOMKA MApLUPYTUIaTOPa KA TOUKK AoCTyNa,

's. MopkntoumTeCA K ceTh

MoAKNHOYEHWE WK NOBTOPHOE NOAKNHYEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHNIO WK Nograroyenne k VPN,

Q% BriBop gomalwneil rpynnel n napameTpos obuiero goctyna
Cra. Taioke fAocTyn k Gaiinam u NPUHTERAM, PACNONOHKERHBIM Ha APYTIX CETEBBIX KOMMLHOTEREX, WK
- M3MEHEHWE NapaMeTpos obLero gocTyna.
Bpanamay3sp Windows P P LHETO ADETy!

Jomalunas rpynna ¥CTpaHEHME HENONAZDK

Ceoiictea obospesatens [narHocTika u nCNpaBneHne ceTeabix npok i 0B ncnpaeneHnn.

Puc. 5.31

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.32).

@ Cocreanue - Mogkntouenne no NoKansHow cet " g
Obwme

MoaknYeEHe

IPv4-NoAKIKOYEHME: WHTEpHET
IPVE-NOAKMHOYEHME: Be3 ocTyMa K MHTEpHETY
COCTOAHME cpedbl: MoprkniodeHo
AnuTensHocTb: 0447:33
CKOpPOCTh! 100.0 MBwT fc
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Puc. 5.32

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon

[QK
-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl [T palBep B/B TONONOMA KaHANEHOr o YPOBHA |

i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33
OTKpoeTCsi MeHIo, B KOTOPOM HeobXoouMMO YCTaHOBWUTb 3HAYEHUs CETEBbIX HACTPOEK,
YCTaHOBMNEHHbIX M3HaYanbHO (CM. NyHKTbI 5.1, 5.1.1 aaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] w [[onyunts appec DNS-cepsepa

aBTOMaTM4ecKu], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.34).

Csoiicrsa: Mpotokon Wnteprera sepcui 4 (TCP/IPv4) @g

Ofiume ANBTEPHATUBHAA KOHDMYPaLmMa |

MapameTpe! IP MOMYT HAZHAYATECA SETOMATHUECKM, ECIM CETE
NOAAEMKMBAET 3TY BOMOKHOCTE, B MPOTMBHOM CRYYae NapaMeTPsl
TP MOXHO NOMYYMTE Y CETESOMD 3AMMHMCTPATOPE.

| (@) Mony4uTe IP-a0pec SETOMATUHEKA I

(71 Micnonez0BaTe cneayiowwil IP-agpec:

IP-aapec:
Macka NoACETH:

QCHOBHOR WS

| (@ Mony4uTe agpec DNS-CepEepa SETOMATHHECKN I

() Micnone30BaTe cneayioumue anpeca DNS-cepeepos:

MpeanoqnTaemsi DNS-cepeep:

ANETEPHATHEHEIA DNS-cepeep:

MoATEEPAWTE NEPAMETPLI MPK BaIX0AE P ———

Puc. 5.34

Ecnu n3sHavanbHo IP-agpec Bawewmy MK 6bin 3agaH BpydHylo, Torga BbibepuTe MyHKT
[Ucnonb3oBatb cnepylowmn IP-agpec] v 3anonHute Heobxogumble nond (CcM. nyHkT 5.1

AaHHoro PykoBoacTtea), nocre Yero Haxxmute kHonky [OK] ansa Bcex oTKpbIThbIX OKOH. (Puc. 5.35).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Ceoitcrsa: Mpotokon Wktephera sepoun 4 (TCP/IPwA) @g

Ofiwme

MapamMeTpel IP MOryT HASHAYATLEA SETOMATHHECKH, S0 CETh
NoAAEPHHMBEET 3TY BOSMOXKHOCTE, B NPOTMBHOM CNyyae NapamMeTpel
IP MOMHO NONYYMTL ¥ CETEB0M0 AAMAHWUCTPATOPA.

() Mony4uTe IP-aapec aBTOMATHHECKH

@ Wcnonb3osaTh cnenyrowmi IP-agpec: I

IP-anpec: 192,168 . 0 .
Macka noaceTu: 255,255,255 .

OCHOBHON LWMKO3: 192 .168. 0 .

Monyquts anpec DNS-cepsepa aBTOMaTHHECKK

@ WMnonb3oBaTh cneayrowne anpeca DNS-cepeepos:
MpeanounTaemsIi DNS-cepeep: 192,188, 0 . 1

ANETEpHETHEHENI DNS-cepeep:

D MoaTBEEpAMTL NEPEMETPEI MNP BbIXOAE [lononHUTENLHD

[ Ok J[ OTMeHa ]

Puc. 5.35

5.7. TpoBepka npaBUNBLHOCTM HACTpPOEK MNoakn4vyeHusa IP-kamepbl K
NoKarnibHOW ceTu
[na KOHTpoNs npaBWNbHOCTM CETeBbIX HACTPOEK KaMepbl W KOMMNbIOTEPA HYXHO
NOAKMYNTBECS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6pay3ep Internet Explorer. na atoro Haxwmute llyck — Bce lMpoepamMmbi 1

BblbepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHbIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.36).

-:-Ehg‘
e@ @ http://192.168.0.99/ P-3X @ MycTan cTpaHvua x *ﬁb ﬁ {§}

-

Puc. 5.36

Mpn npaBunbHBIX HACTPOMKAX OTKPOETCA MEHI0 aBTopusaumn. [ng aBTopmsauun BeeguTte
UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.37).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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BHUMAHUE!

Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

Ann exopa Ha cepeep 192.168.0.99 no aapecy N13201 Megapixel IP
Camera HyxHE! HMA NONLIOSATENA W NAPONS,

Mpeaynpexgenne: Cepeep Tpebyer nepesasin MMemi NOABI0EATENA W
P uepes neb HOE COeAM (Gyaer 6!
NPOBEPKA NOANMHHOCTH),

= admin
=
™ 3
7

Puc. 5.37
Mpn npaBWbHO BbLINOMHEHHbLIX AEUCTBUAX Bbl cMOXeTe 3anMTn B BeO-uUHTEpdenc yepes

Gpaysep v yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.38).

a@ WY http://192.168.0.99/ £~ B¢ x| 1N192168099

B@\VARD N13201 Megapixel IP Camera

[ MpocmoTp ] Hacrpoiku

| 05062012 11:46:00 | == 0| ©® @

COPYRIGHT © 2012 BEWARD Co., Ltd.Bee npasa ssupmuénst.

Puc. 5.38

NMPUMEYAHUE!
B cnyyae HeynayHOro COeAVHEHUS C KaMepoW MpoBepbTe MPaBWUMbHOCTb MOAKIOYEHUS K MPOBOAHOM
CeTun, BEpHUTEChb B HAa4Yarno JaHHOW rMaBbl U MOBTOPUTE HAcTPoiiky. B cnyyae HeobxoamumocTu obpatuTech

K CUCTEMHOMY aMUHUCTPATOpPy Bawen ceTun.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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MnmaBa 6. HacTtpouka 6ecnpoBogHoro Wi-Fi coeguHeHunsn

6.1. O6wme cBegeHus o 6ecnpoBogHom Wi-Fi nogkntoveHun IP-kamepbl N13201
Ana Toro ytobbl IP-kamepa BEWARD N13201 pa6otana B Bawewn 6ecnposogHon Wi-Fi
CeTn COBMECTHO ¢ Bawmmm komnbtoTepammn, HoyTOykammn 1 gpyrum obopyaosaHmem, Heob6xoamMmo
BKMOUNTb IP-kamepy B ceTb B COOTBETCTBMM C TEKYLLUMMM HACTpOMKamMu OaHHOW GecrnpoBOaHOM
ceTu. MNoaknoyeHne MOXHO BbIMONHUTL CrieayWwmnMmn cnocobamum:
o T[logkniountbca Kk IP-kamepe, ucnonb3ys TexHonormio WPS, koTopas nossonser
aBTOMATMYECKM NONYYnTb AaHHble, Tpebyemble cuctemon 3awmuTbl 6eCnpoBOAHON CETU

(Mpwn ycnoBuK, 4TO CeTb ABNAETCH 3aLLUULLLEHHON).

BHUMAHUE!
HacTtpovika IP-kamepbl ¢ nomoLubio pyHkumMm WPS BO3MOXHA TOMbKO MpK YCAOBUKU, YTO MapLupyTu3aTop,

K koTopomy Bbl xoTuTe nogknountbcs no Wi-Fi coeanHenunto, nogaepXusaeT aHHY0 PYHKUMIO.

e [logkntounTtcs kK kamepe 6e3 ucnonb3oBanHuns TexHonorn WPS. [ins aTtoro Heob6xoaumo
CHavana onpegenuTb HacTponkn Tpebyemoro Wi-Fi coeauHeHna npyu noMoLuu:
MEHI0 HacTpoek Ballero mappyTtusatopa (CM. MHCTPYKUUIO MO 3Kcnnyataumn Bawwero
MapLLpyTM3aTopa) unuM npu NoMoLwM Apyroro obopyanoBaHusi, NOAKMIOYEHHOrO K Hemy

(Hanpumep, HoyTbyKa).

6.2. Nopgknto4yeHme kK 6ecnpoBogHon Wi-Fi cetn ¢ nomouwbio WPS
Cnocobbl nogkntoveHusa k 6ecnposogHon Wi-Fi cetn ¢ nomowbto WPS MOXHO yCroBHO
pa3genuTb Ha ABa Tuna:

e Cnocob HacTponku, Npn KOTOPOM HeobxoaMMO caenatb COOTBETCTBYIOLUME U3MEHEHUS
B BebO-uHTepdpence IP-kamepbl, a Takke B Beb-uHTepdernice Toro Wi-Fi
MapLupyTM3aTopa, k KoTopoMy Bbl cobrpaeTechb NoaKNHOYNTLCS.

e Cnocob HacTponkm ©ecnpoBOAHOINO COEAWHEHUs, NMPU KOTOPOM HeT HeobxoaumMocTu
3axoauTb B Beb-mHTepdenc Wi-Fi yCTponcTs, a OCTaTOMHO BCEro Nulb NooYepenHo
HaxaTtb kHonkn WPS Ha kopnycax Wi-Fi ycTponcTs.

O6a cnocoba nogkntoveHna 6onee nogpobHO ONMCaHbI HUXE.

6.2.1 NMopgkno4vyeHne ¢ ucnonb3oBaHnemM Beb6-uHTepcenca IP-kamepbl
Monyunte poctyn k Beb-uHTepdency IP-kamepbl nobbim 13 cnocoboB NpPoOBOAHOrO
coefMHEeHUS, ONUCaHHbIX B NyHKTe 5.3 gaHHoro PykoBoacTea.

B oTkpbiBLLEMCA OKHE BBEAUTE UMSA Nonb3oBaTtens u napons (Puc. 6.1).

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201



BC\VARD I'nasa 6 Hacmpoiika 6ecnpogoonozo Wi-Fi coedunenus

BHUMAHUE!

Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

Ans exopa Ha cepeep 192.168.0.99 no 2apecy N13201 Megapixel IP
Camera HyKHb! MMA NONLIOSATENA U N2PONS.

Mpeaynpexaenne: Cepeep Tpebyer nepeaasin MMeMM NOABIOEATENS W

napona uepes neb HOE ¢ (6yner 6
NPOBEPKA NOANMHHOCTH).

e

1 3anommuTs yuetnsie aanmbie

(5] (omen | |

Puc. 6.1

Mocne ycnewHon aBTopusaumm B Gpay3sepe nosiBUTCA rnaBHoe MeHo Beb-mHTepdenca IP-

Kamepbl. Haxmnte B 9TOM MeHI0 KHOMKYy Hacmpouku - X (Puc. 6.2).

a@ \ htp://192.168.0.99/ £+ 2¢ x|\ 19216809

BE\VARD N13201 Megapixel IP Camera

{ ﬂpOCMOTp] HacTpoiiku

| 05-06-2012 11:46:00 | @ == O | © ®

COPYRIGHT © 2012 BEWARD Co., Ltd.Bee npasa saupmmenni.

Puc. 6.2

3aTtem nepengute B meHto Cemb — OcHoeHbIe — WPS,. [1ns BkritoveHns yHkumn WPS B
AaHHOM MeH BblbepuTe onumio  «Bknro4veHo»,
nokasaHHble Ha PucyHke 6.3.

nocne 4ero CTaHyT AOOCTYNHbl NYHKThI,

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Be\VARD N13201 Megapixel IP Camera
‘. X TCP/IP ]’ PPPoE ]’ Wi-Fi WPs
Hudopmauma
CucreMuble WLAN
¥ CeThb WPS BrntoyeHo E|
OcHoBHble MAC-aapec
NononuurensHbie
IP-agpec
MpocmoTp
BocnpousBegenne Meton @ PBC O PIN
CobmiTne ObHapyxeHHble DECNPOBOAHLIE CETH
ESSID MompocTs Pezm
TOAKNHOYMTECR ] [ OTKIHLUTE ] [ OBHOBUTE
COPYRIGHT & 2012 BEWARD Co., Lid.Bee npasa sauwmuyens.
Puc. 6.3

Mone [O6OHapyXeHHble OecnpoBoAHble ceTU| npegHasHayeHo AN OToOpaxeHus

AOCTYIMHbIX K NOAKMHOYEHMI0 6ecnpoBOaHbIX CETEN C BKIMHOYEHHOW dyHKumen WPS.,

BHUMAHUE!

BecnpoBogHble cetn ¢ GyHkunen WPS oTobpaxaloTcs B OaHHOM Mofie TONbKO TOrda, Korda Ha
MapLupyTM3aTope BKAYeHa AaHHaa PyHKUMSA M HAXOOUTCSH B AaHHbIA MOMEHT B akTUBHOM cocTosiHuu! Ha
HEKOTOPbIX MOAENsX MapLUpyTM3aTopoB akTMBHoe coctosHne WPS pgnutca 2 muHyThl. MogpobHoe
onucaHue pabotbl yHKkUun WPS ans Bawero maplupytvMsaTopa OOSPKHO HAaxXo4uMTbCs B npuriaraemon K

HeMy MHCTPYKLMK.

B nyHkTe meHo [MeToa HacTpomnku] Ans Bbibopa OOCTYNHbI ABa METOAa HAaCTPOWKM:

[PBC]: ato cnocob6 HacTporkun 6GecnpoBogHoOro coeguHeHna no WPS  nytem
nooyepegHoro dwuanyeckoro (npu nomowm Beb-MHTepdpbenca) 3anycka MexaHusma
novcka Ha wucnonb3yemblx Wi-Fi yctponcteax. [locne Toro, kak kHonkn WPS 6binm
HaxaTbl Ha oboux ycTpoMcTBax, HeoOGXOAMMO MOAOXAAaTb HEKOTOPOEe BpeMms, Mnoka
3aBepLUMTCA NPOLECC Nepedayn HaCTpoeK Mexay MapLupyTusaTopom u IP-kamepon. Kak
npasuno, y 6onbunHcTea Wi-Fi ycTponcts ¢ nogaepxkon texHonornm WPS npoueaypa
nepegayn n NPUMEHEHNs1 CeTEBbIX HACTPOEK ANMNTCS NPUMEPHO 2 MUHYTHI.

[PIN]: paHHbIn crnocob oTnunyaetca oT cnocoba [PBC] Tem, 4TO ANs HacTPOWKM
©ecnpoBogHoro coeguHeHust Heobxogmmo BBecTu PIN-kog, creHepupoBaHHbIn |P-
KamepoKn, B COOTBETCTBYKOLME HacTporkn WPS Ha maplpytusatope, Nocrne 4ero
HacTpovikn 6ecnpoBoAHOro coeauHeHus 6yayT nepenaHsl He nobdomy Wi-Fi ycTponcTBy

¢ nogaepxkon WPS, a Tonbko Bawen IP-kamepe, Ha koTopon 6bin creHepupoBaH PIN-

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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koa. PIN-kog 0T06pa>|<aeTc;| B HeGonbLIOM none pPAaOOM C NOJTIOXKEeHNEM NnepeKkntyaTesid

[PIN]. Ons cosgaHua Hoeoro PIN-koga ucnonbayinte kHonky [HoBbi PIN-kom] (Puc
6.3).

NMPUMEYAHUE!
Mpn 3anycke npouecca Moucka M HaCTPOWKU noaknioveHus |IP-kamepbl MHAWKATOP NUTAHUA Kamepsbl

MuUuraet (bI/IOJ'IeTOBbIM LBETOM.

BHUMAHUE!
Moapo6Hoe onucaHve BBoda PIN-koda ONnsi KOHKPETHOW MOAEenV maplupyTusaTtopa B pamkax AaHHOro
PykoBoacTBa He paccMaTpuBaeTcsl, TakK Kak npeanonaraetcs, YTO OHO OMUCaHO B WHCTPYKUMKU K

mMapLupyTusaTopy. Takasi WHCTPYKUUSI MOXET HaxXxOAMTbCs Ha cailTe npoussoautens Bauwero

MapLwpyTtmsaTtopa unnm natn B ero KoMmnriekraumu.

Ecnn BbiOpaH meTog HacTpornku [PBC], TO aOna ycCTaHOBKM COEOMHEHUs1 cnepyet
BbINONHUTE CreayoLme Wwaru:

War 1: skntounte pyHkumio WPS Ha Bawem mapLupyTmsaTope B akTMBHOE COCTOsHME. [ng
3TOro ecTb ABa crnocoba:

o  dusmyeckun HaxxaTb kHorky WPS Ha kopnyce Bawero mapwpyTtumsatopa.

e HaxaTb KHOMKy B HacTpovikax Beb-nHTepderica Bawero mapwpyTtusartopa.

Bbibop cnocoba BKITHOYEHUSA aKTMBHOrO cocTosiHuss WPS He umeeT 3HadveHus. [locne
BbIMOMHEHNST OAHHOro LWara ANUTENbHOCTb akTMBHOro coctosiHus WPS 6yaeT npopormkaTbcd
OrpaHMYEHHbIN NMPOMEXYTOK BpemMeHu, u Bam HeobGxoaumo OyaeTr 3a 9TO BpeEMS BbINOSHUTL
ocTanbHble warn (06bI4HO Ha 3TO OTBOAUTCHA JOCTATOYHO BPEMEHUN — OKOSMO 2-X MUHYT).

War 2: HaxmuTe kHOnKy [OBHOBUTBL] B MeHIO HacTpoek kamepbl OCHOB8HbIe — Cemb -
WPS, 3ateM goxgutech nosisneHus B cnucke Bawen 6ecnpoBogHon cetn (Puc. 6.4).

LWar 3: BbibepuTe B cnncke Bawy 6ecnpoBoaHyto ceTb, B AaHHOM npumepe 310 BEWARD.

War 4: Haxmute kHomMky [[MoAknoYUTBLCA], Nocne 4Yero Ha 3KpaHe MNOABUTCA OKHO C

OXuaaHMeM HacTponku nogknoyveHns (Puc.6.4).

@ http://192.168.0.99/progress.htm - Internet Explorer, optimized for Bi... [ =1 éj

|“‘J http://192.168.0.99/ progress.htm E|

-

MoxanyicTta, nogoxauTe

Puc 6.4

LLar 5: nogoxanTte okono ABYX MUHYT ANs 3aBEPLUEHNS onepauum HacTPOMKM.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Mocne BoinonHeHus Wara 1 nosaBuTcA OkHO, oTODpaxatowlee xod nogkntodveHus (Puc 6.4).

Moka gaHHOE OKHO OTKPbITO, MeXAy MapLipyTM3aTopoM M IP-kaMepon MpOUCXOAUT YyCTaHOBKa
GecnpoBoaHOro coeamHeHus. B cnyvae ycnewHoro 3aBepLleHns HaCTPOMKM COeANHEHMS B OKHE
nosiBMTCHA Hagnuck Buaa: Connecting to AP(BEWARD)...success! (Puc 6.5). B ckobkax ykaszaHo
Umsa  maplupytudatopa (TOYKM [OCTyna), K KOTOPOMY MNPOM3OLUSIO MOAKMYEHWe, B AaHHOM

npumepe ato BEWARD.

.
/& htipi//192.168.0.99/progress.htm - Windows Internet Explorer =] ot

\g http://192.168.0.99/progress.htm ‘ & ‘

Connecting to AP(BEWARD)...

‘ 3aKkpeiTh |

@ WMuTepreT | 3almueHHBIR pesun: Boiicn, g v H100% -

Puc 6.5

Ecnu nopgknioveHne nponget HeygayHO, TO MO OKOHYaHWM onepauum B OaHHOM OKHe
nosisutca Hagnuce: Fail! (Puc 6.6). B aTom cny4ae nonpobynte NOBTOPHO MPOBECTU HACTPOWKY,

npegBapuTeNbHO 3aKpbiB OKHO 00 oLwmnokKe.

@& http://192.162.0.99/progress.htm - Windows Internet Explorer = e

|£'_; http://192.168.0.99/progress.htm |§|

| 3akphiTe |

@ WMHTEpHET | 33LLUMLLIEHHBIR PEXNM: BBIK. fa v H100% ~

Puc 6.6

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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[1ns NOBTOPHON HACTPOWKM NOBTOPUTE LWark ansa nogkrtodveHna metogom [PBC] (c 1 no 5).

Ecnn no kakumm-TO npun4ynHam Bam He yoaeTtcAa HacCTpouUTb 6eCI'IPOBOLI,HOG coeanHeHue,

obpaTuTech 3a NnomoLLbto kK Ballemy cucteMHOMy aaMUHUCTPATOPY.

Ecnu BbI6paH meTog HacTponku [PIN], To AN yCTaHOBKW coeQuHEHWs cneayeT BbINONHUTb
cnegyowime waru:

War 1: creHepupynTe n 3anomHmte PIN-koa ¢ IP-kamepbl, Npy HEO6X0AUMOCTKN 3anuwinTe
€ro NNun CKonupymre.

War 2: 3angute B BeO-uHTepdenc wmapwpytmsatopa (TOYKM [ocTyna) WM Ha
CoOTBeTCTBYIOLWEN cTpaHuue Hactpoek (WPS) Beeamte PIN-koag IP-kamepbl B none PIN-koa
KJIMeHTa (CM. pyKOBOACTBO Nosib3oBatend Asisa MapLlipyTtmsaTtopa).

War 3: HaxXmMuMTe B 3TOM >Xe€ MEHK MapLupyTMsaTtopa COOTBETCTBYIOLLYIO KHOMKY Ans
3anycka HacTponkn WPS (cM. pyKoBOACTBO Nofib3oBaTtens Ans MapLlpyTtmsaTtopa).

War 4: HaxmuTe kHOonKy [OBHOBUTBL] B MeHIO HacTpoek kamepbl OcHOBHble — Cemb -
WPS 1 goxgutecb nosiBneHnsa B cnucke Bawwen 6ecnposogHon cetun (Puc. 6.3).

LWar 5: BuiGepuTe B cnucke Bawy 6ecnpoBogHyto ceTb, B gaHHOM npumepe 3to BEWARD
(Puc. 6.3).

War 6: HaxmuTe kHOMKy [MoaknounTbeA], Nocne 4ero Ha 3SKpaHe MOSsIBUTCA OKHO C
OXngaHnem HaCTPOMKM NOLKIOYEHUS.

War 7: oxugante 3aBepLUeHUsA onepauun HaACTPOWMKM NPUBNU3NTENbHO B TeYeHWe ABYX
MUHYT.

Ecnu Bbl npaBunbHo BBenu PIN-kog, onepaums NOAKNoYEHUs NPOMAET YCNELLHO, U B OKHE
oXugaHms MOAKITIOYEHNS IP-kamepbl NnosIBUTCS Hagnucb  Buaa: Connecting to
AP(BEWARD)...success! (Puc 6.5). Ecnu kamepe He ygactcs yCTaHOBUTb COEANHEHNE C TOYKON
JocTyna, ToO B AaHHOM OkHe noasutca Hagnuck: Fail! (Puc 6.6), B TakoMm cnydae nonpobyinTte
nosTopuTh Warun (¢ 1 no 7) gna nogknodeHns metogom [PIN]. Ecnv Bam He ygaetca HacTpouTb
GecnpoBogHoe coeavHeHne, TO obpatutecb 3a nomowpkd K Bawemy cuctemHomy

agMVHUCTpaTopy.

BHUMAHUE!
MogpobHas HacTporika yHkumm WPS ana KOHKpeTHOW MOAENW MapLupyTM3atopa B paMKax OaHHOro

PykoBoacTBa He paccMaTpvBaeTcsi U J4oMKkHa OblTb onMcaHa B UHCTPYKLMM K MapLUpyTU3aTopy.

6.2.2 NMogknioyeHne 6e3 ucnonb3oBaHNA Be6-HTepdenca IP-kamepsbl
TexHonorns WPS no3BonsieT Takke OCyLLeCTBMTb nogknioveHme kK 6ecnposogHon cetn 6e3
HeobXoaUMOCTUN 3axXx0anTb B HACTPOWKK IP-kamepbl v mapLupytmusaTopa Yepes Beb-nHTepdeiic.

Monb3oBaTento HeO6XOLI,I/IMO C*)VISI/I‘-IGCKI/I HaxkaTb KHonkn WPS noo4yepenHo Ha MapLipyTmnsatope u
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Ha IP-kamepe B TeyeHMe OTBEAEHHOro Ars 3TOr0 BPEMEHHOro MHTepBana, KoTopbli CoCcTaBnsaeT
NPUMEPHO 2 MUHYTbI.

[ns ocyuwiecTBneHns HacTponku 6ecnpoBogHOro coeauHeHus 6e3 mcnonb3oBaHus Beb-
NMHTepdenca BbINOMHUTE CreayoLme waru:

War 1: HaxxmuTe kHomky [WPS] Ha IP-kamepe (kHOMka HaxoAuTCs Ha HWXHEN CTOPOHE
kopnyca).

LLar 2: B Te4yeHne ABYX MUHYT HaxmuTe kHonky [WPS] Ha maplupyTtusartope.

War 3: oxmnpante 3aBepLueHunsa onepaunn HaCTp0I7IKVI B Te4yeHne OByX MUHYT.

NMPUMEYAHUE!
MNpu 3anycke npoLecca noucka W HacTPOMKM noakmoveHus IP-kamepbl MHOMKATOP MUTAHUSA Kamepbl

MuraeTt (bl/lOJ'IGTOBbIM LBETOM.

LLar 4: npoBepbTe AOCTYNHOCTb KaMepbl N0 6eCnpoBOAHOMY COeAUHEHUIO.

6.2.3. NMpoBepka AoCcTYyNHOCTHU |P-Kamepbl

lMocne 3aBeplieHus npoueaypbl noakntodeHus |IP-kamepbl Kk ©GecnpoBOAHOM  CETU
HeobxoauMO onpefenuTb KOPPEKTHOCTb NOAKMYEHUs. Mpy NpaBuIibHO BbIMOSTHEHHbBIX LIarax u
nogaepXkn texHonormn UPnP kamepa gomkHa 6biTb gocTtynHa B «CeTeBoM OKpyxeHum» B OC
Windows unu ¢ nomoubto MO «BEWARD IP Installer» (cm. nyHkT 5.3 gaHHoro PykoBoacTea).

Ecnu xe nogaepxka texHonorun UPnP Ha IP-kamepe oTknoyeHa, To HeobxoamMmo y3HaTb
IP-agpec kamepbl, KOTOPbIA MapLLpyTM3aTop HasHauun IP-kamepe no 6ecnpoBOAHOMY CETEBOMY
nogknoyeHuto. [na aToro nogkniounte Kamepy npyv nomowiy npoBogHoro coeauHeHuss LAN n
nocmoTtpute |IP-agpec kamepbl ans 6ecnpoBogHoro coegmMHeHust B MeHio: Cemb - OCHOBHbIe -
Wi-Fi (Puc 6.7). Janee Heobxoanmo 3aiTu Ha Kamepy no ykasaHHomy IP-agpecy. Npoueaypa
nonyyeHust goctyna kK Beb-mHTepdency kamepbl NoapobHO pacnucaHa B nyHkTe 5.3 AaHHOro
PykoBoacTBa.

Ecnn Bce HacTpoKrKkn caenaHbl BEPHO, TO Bbl cMOXeTe nonyynTb JOCTYN K BEB-UHTepdency

IP-kamepsbl no IP-agpecy 6ecnpoBogHOro CoeaAnHEHUS.
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. N
D N13201 Megapixel IP Camera
‘ x TCP/IP PPPoE Wi-Fi WPS
Mudopmaymna
CHCTeMHBIe Wi-Fi
w CeTb Wi-F BKNTHOYEHO |Z|
OCHOBHbI& MAC-ampec
IlononHnTenbHbie )
IP-agpec
MpocmoTp
Bocnponssepenue OGHapyXeHHble GecnpoBogHbLIe CETH
CobmiTne ESSTD MompOCTE BesonacHOCTh Pexsm
Beward excellent WELZ-PSH/LES 1lb/g/n
pruwno] [ OBHOBKTE
COPYRIGHT £ 2012 BEWARD Co., Ltd.Bee npasa ssumuyens.
Puc 6.7

Ha atom HacTtporika ©GecnpoBogHoro Wi-Fi coegmHeHnst yepes WPS gnsa |IP-kamepsbl

3aBeplueHa.

6.3. Nopgknro4yeHne kK 6ecnpoBoagHon Wi-Fi cetn 6e3 ncnonososanuma WPS

Ha cerogHAwHMM OeHb GONbLUMHCTBO MapLupyTM3aTopoB C noaaepxkon Wi-Fi takke
noaaepxuBatoT n TexHonornto WPS, HO HECMOTPS Ha 3TO MHOTMEe MapLlpyTu3aTopbl HE UMEIDT
OaHHon dyHKumMK. B aToM cnyyae HeobxoouMo cHavana onpefenutb HacTponku 6ecnpoBoaHOM
cetn. Onpegenutb HacTporkn 6ecnposogHoro Wi-Fi nogkntoveHnss MOXXHO ABYyMSA cnocobamu:

o 3antn 4epes Beb-vHTEpdENC B MeH HacTpoek Bawero maplwpytmnsatopa w
onpeaennTb HaCTPOWMKM CETEBOro MOAKIMIYEHMS MapLUpyTM3aTopa (CM. MHCTPYKLUMIO NO
akcnnyataumn Bawero mapwpyTtusatopa).

e Onpegenutb HacTtponkn Wi-Fi nogkniodeHna npu nomowm gpyroro obopynoBaHus,
NOAKMIOYEHHOro K MapLupyTusatopy (Hanpumep, HoyToyka).

Hwxe npuBeaeH npumep onpeaeneHnst HacTpoek Tpebyemorn 6ecnpoBOgHON CETH, a TaKkKe

paccMOTPEH MeTOoA HacTPonKn GecnporogHOro nogkrtoveHns Balwen IP-kamepbi.

6.3.1. OnpeneneHue TeKkywmx Hactpoek Wi-Fi cetn ana OC Windows 7

NMPUMEYAHMUE!
OnucaHue ycTaHOBKM M HacTpowku coeauHeHus ana Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. HassaHue NyHKTOB MEHIO U HEKOTOPbIX (PYHKLMI MOXeT oTnuyaTtbcsa oT Baluen sepcuu

Windows 7, ofiHako anropuTM npueBedeHHbIX OeNCTBUI SBNAETCA YHUBEpPCalbHbIM.
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NMPUMEYAHUE!

Ecnn HaCTpOIZKM 6eCI'IpOBOD,HOI7I ceTn Bam u3BecTHbl, Toraa Bbl moxeTe nponycTtutb OaHHbIN NYHKT

WMHCTPYKLUUKM U Nnepenamn K nyHKTy 6.3.2 gaHHoro PykosoacTtea.

PaccmoTpum npouecc onpegeneHnst Hactpoek 6ecnposogHon Wi-Fi cetn Ha npumepe

NOAKMOYEHHOTO K HeW HoyTOYyKa.

[ns onpegenenuns Tekywux HacTpoek G6ecnposogHon Wi-Fi cetn HoyTOyka oTkmouMTe OT

Hero kabenb Ethernet n nogkniounteck k Bawen 6ecnposogHon Wi-Fi ceTn.

Mocne noakntodeHus Kk Wi-Fi cetn HaxmuTte lyck — lNanens ynpasneHusi (Puc. 6.8).

B oTkpbiBweMca avanoroBoMm OkHe BblbepuTe nyHKT [[IpocMOTp cocTosiHUA ceTu

e Internet Explorer »
@ Skype 3
_.4'7 EnokHot 3
@ DVR Server

m BRSController

w BEWARD IP Visor

m BEWARD Player

i
Cigwe, CnyxBel

Microsoft Office Excel 2007 3

)
ﬁ, CnyxBel KOMMNOHEHTOB

> Beenporpam

Puc. 6.8

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 6.9).

2 @ b Manene ynpaenexna »

HacTpolika napaMeTpoB KomnsloTepa

CucTema 1 He30NacHOCTh
HPDEEPKE COCTORHKMA KOMMNBHOTEDA
APXMEMPOBAHME J3HHEIX KOMMEHTERE
Mowck n ncnpasnedne npoGnem

|H£D(MDTP COCTOAHNA CETH 1 33434 I

Briop napamerpoe gomMallHed rpynnel v obwjero
JOCTYNa K A3HHEIM

ObopyaoBaHWe M 3BYK
[MpocmoTp yCTPeACTE M NPUHTEDCE
[JoBasnenne ycrpoiicTea

Mporpammel

¥aaneHne nperpaMmet

Puc. 6.9

[ Haiimu npozpamssei u gsaline:

A

Nowymentsl

BEWARD

KomnbioTep
Manens ynpasneris
YcTpoicTea M NPUHTEPLI

Tporpammst no yuonusHIG

Cnpaska u noagepsxa

[Sasepuicnne paborer | ¥ |

- Mouck 8 naHeAu ynpasneHus

Mpocuotp:  Kateropwa >

YueTHble 3anucK noas3oBaTtenei v

CEMEMH...

'@,ﬂoﬁaana»—me W YARNEHME YUETHBIX 33N Ceif
nonszoBaTenei

) YcTaHoBKa POANTENLCKOTO KOHTPONA 4NA BCEX
nonbzoBaTensi

OdopmneHne n NnepcoHansauma
Wamenerme Temel

MzmeHenne gona pabouerc cTona
HacTpoiika paspeluenna 3kpada

Yachl, A3bIK 1 PETUOH

CrieHa packnagky Knasmatypbl MW Apyrix
cnocobos BEOAR

Msmenenne sseika untepdeica

CneumansHele BOIMOXHOCTH
Pexomengyemble Windows napaMeTpol
OnTuMmMsaumMA M30BpaxkeHa Ha 3KpaHe
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B oTkpbiBLLIEMCSH OKHE HaXxXMuTe [BecnpoBogHoe ceTeBoe coeauHeHue] (Puc. 6.10).

o L5 S

Mouck & naxenu ynpasneHUs

@@v L« Cethu MHTepHeT b LleHTp yipasneHna ceTami i oBLLMM 40cTynom A4 ||

MaHenke ynpaeneHua - - - . @
AOMALLHAR CTPaHMLa ﬂpDCMDTp OCHOBHbBIX CBEAEHWK O CETW M HACTPOWKa NOAKNHUEHHUA
&, W 0 MpocmoTp noaHeR KapTel l
Ii V3MEHEHWE NapaMETPORE : ca |
afanTepa COMPUTER BEWARD WHTepHeT
VI3MeEHNTE AONOAHWTENBHBIE (70T KomnetoTER)
napamerpel oBLLero AocTyna MpocmoTp akTHEHBIX CeTei MogkntoueHe WM oTKAOYEHNE

HTEpHET

% BEWARD Tun goctyna:
PaBouvan cete MogkntoueHna: -1# becnpoeogHoe
CETEBOE COERUHEHNE
(BEWARD)

smeHenne ceTesex na PaMETPOE

ﬁ- Hactpoiika HoBOro NOAKNKIYEHWA WK CETH
-

Hactpoiika GecnposogHore, WWpoKoNonocHore, Mogemuere, npamoro nan VPN-nogrnoyerna
WAW E HACTPOKE MapLLIPYTUIATOPE WK TOMKKM ACCTYNa.

‘sl MogKnrouNTECA K CETH

MoakntoueHHe HAK NOBTOPHOE NOAKNHOYEHHE K BECNPOBOAHTMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY COEJMHEHNID nnn nogitoderie k VPN,

“& Bribop gomMaluHedd rpynnel v napametpoe obliero goctyna

Hoctyn k dalinam v NpUHTEPaM, pacnonoKeHHbIM H3 APYTUX CETEBBIX KOMMBIOTEPAX, MIN
M3MEHEHWE NapaMETPoE 0BLYEro 4ocTyna.

Ch. TaKcKe
Bpangmay=zp Windows
Jomalunana rpynna ¥cTpaHeHne HENON3A0K

CeolcTEa 0603’3&531-&”;‘ ,ﬂHEI'HOCI'HKH W MCNPaBNEHHWE CETEBRIX I'IpOﬁJ'IEM WAKW NoayYHeHWe CBEAEHHE of WCNPaeneHuK,

Puc. 6.10

NMPUMEYAHUE!
Mpn HanNMuMM HECKONbKMX CETEBbIX MOAKIYEHUI BbiDepuTe 6eCcnpoBOaHOE NOAKMOYEHME, K KOTOPOMY

nnaHmpyeTcs nogknounTs IP-kamepy.

BHUMAHUE!
Ecnu y Bac HeT Takoro nyHkTa MeHto, ybeanutech, 4to Baw HoyTOyk nogkntoveH k cetn Wi-Fi: oTknioumTe
ceTeBoln kabenb OT HoyTOyka, Bkntoumte agantep Wi-Fi, nocne 4yero AaHHbIA MYHKT MEHK [OOMKEH

NoABUTbLCA.

B oTkpbiBWEMCS OkHe ykadaHo ums Bawewn 6ecnposogHon cetn [SSID]. 3anomHute nnbo
3anuwnTe HasBaHWe ceTwn, OHO MoHagobutca npu nogknodeHun kamepbl kK Wi-Fi cetn. Haxmute

kHonky [CBeaeHunsa] (Puc. 6.11).
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il CocToaHme - BeCNpoBOAHOE CETEBOE COBAMHEHNE M

Ofiwme

MoakntoseHne

IPv4-noaknoYeHre: WHTepHeT
IPvG-NoAKNKDYEHKE: Bes aocTyna k MHTepHETY
CoCTORHME Cpedbl: MoaknioqeHo
SSID wireless

ANMTENEHOCTE! 00:30:42

CKOpOCTh: 54.0 MauTc

KauecTeo curHana: ﬂﬂ!

AKTHBHOCTb

——  [puHATO

i

805 509 770

[ '@'Csoﬁcrsa ] [@OTmmunTb] [ AuarHocTura ]

Puc. 6.11
B oTkpbiBLUEMCA OKHE MOXHO YBMAETb MHOPMaLMO O Tekywem 6ecnpoBOAHOM CETEBOM

nogkntoyeHun (Puc. 6.12).

CeeaeHma o ceTeEomM nmumm u

[ononHMTENbHBIE CBEAEHUA O CETM:

Caoiicteo 3xaveHue

OnpeaeneqHeit ana no. ..

COnvcanme Intel{R) WiFi Link 1000
Pusmueckuit agpec 00-24-10-57-45-30

DHCF ernioueH Oa

Macwa noacem Pvd 255.255.255.0

Aperga nonyueHa 12 aneapa 2011 r. 3:20:21
ApeHna uctexaeT 12 pespans 2011 r. 3:20:20
(o= no ymonuanio 1P 192.168.0.

DHCP-cepeep IPvd 192.168.0.]]
LDNScepsep |Pvd 152.168.0.1

WINS-cepeep [Pvd

Cryxta NetBIOS vepes.. Oa

NokaneHeit IPvbappec... feB0:3126:820:8112:163%11
W3 no ymonuaruk [P

DNS-cepeep IPvE

4 T

Puc. 6.12
3anuwmnte oTMeYeHHble Ha PucyHke 6.12 naHHble: [Agpec IPv4], [Macka noacetu IPv4],
[DNS-cepBep IPv4], [LUn03 no ymonyaHuio].
Tenepb Heobxoanmo nogknounTb IP-kamepy N13201 k Bawewn 6ecnposogHon cetu. MNpu
aTom kKamepa N13201 pormkHa ObiTb BKNtoveHa B Bawy npoBogHyl nokanbHyl ceTb Ans

nepBoOHa4YanbHOW HAaCTPOMKM.
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6.3.2. UameHeHue HacTpoek Wi-Fi coeanHeHus |IP-kamepbl Yepe3 Be6-nHTepcenc

Monyunte pocTtyn k BebG-uHTepdency IP-kamepbl nobbiM 13 cnocoboB, OMUCaHHbLIX B

nyHkTe 5.3 Ansa npoogHoro coeamHeHunsa B OC Windows 7.
B oTkpbiBLLUEMCA OKHE BBeaMTe UMs Nonb3oBatens u naponb (Puc. 6.13).

BHUMAHMUE!
Vimsa nonb3oBaTtesns no ymonyaHuto: admin. MNMaponb no ymonyanuto: admin.

Ana exopa Ha cepeep 192.168.0.99 no aapecy N13201 Megapixel IP
Camera HYXHSI UMA NONLIOSATENA U N2PONL.

Mpeaynpexaenne: Cepeep Tpebyer nepesasin MMenn NONBIOEATENA U
napona uepes neb HOE COoepl (Gyaer ob
NPOBEPKA NOANHHHOCTH),

]

= jiad:un
= )
‘ 33N0OMHUTL YUETHBIE A3HHbIE

[Lomen ]

Puc. 6.13

Mocne ycnelHoi aBTopusaummn Bl cMoxeTe yBuaeT Yepes Be6-6paysep nsobpaxeHue ¢

Bawwen IP-kamepbl.

Cemb — OcHogHble 1 BblbepuTe Bknagky [Wi-Fi], npegHa3HadyeHHyo Ons HAaCTPOMKN OCHOBHbIX

napameTtpoB 6ecnpoBogHoro coeanHenus (Puc. 6.14).

BC\VARD N13201 Megapixel IP Camera
LﬂJ \ X J TCP/IP Wi-Fi | WPS
(O Wudopmaumun
(0 CHCTeMHbIE Wi-Fi
@Cets Wi-Fi OTKMOYEHD |7 |
OcHOBHBIE Biciodetio
JlononuuTenbHble
() NpocHoTp
(_)BocnponssegeHne
(0 Cobmrne
COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bre npasa sawmuenb.
Puc. 6.14
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Ha paHHom cTpaHuue B cTpoke [Wi-Fi] Bbibepute nonoxeHne [BknrouuTtb]. Yepes

HEKOTOpPOE BpeMs (HECKONbKO MUHYT) KaMepa BbiBEAET CMMCOK AOCTYMHbIX 6€CNPOBOAHbLIX CETEN.
Bbibepute cpean HamaeHHbIx 6ecnpoBOAHbIX ceTeln Bally, yCTaHOBUB Ha HeW ykasaTerb
Mbiwm (Puc. 6.15).

NMPUMEYAHUE!
Yto6bl HanTn Bawy ceTb B Tabnuue [O6HapyxeHHble 6ecnpoBoAHble ceTu], HamaguTe CTPOKy, Ans
KOTOpoK 3HaveHue crtonbdbua [ESSID] coBnagaeT ¢ 3anucaHHbiM Bamu 3HaveHmem [ESSID] (cMm. nyHKT

6.3.1 naHHoro PykoBoacTtsa).

D N13201 Megapixel IP Camera
‘ x TCP/IP PPPoE Wi-Fi WPSs
Wudropmaymn
CucTeMuble Wi-Fi
= Ceth Wi-F BKNHOYEHO |Z|
OCHOBHbIE MAC-agpec
NononHnTeNbHbIE ~
IP-aapec
MpocHoTp
Bocnpomssepenne OBHapyxeHHble BECNPOEOAHKIE CETH
CobbiTHe ESSID MOmHOCTE Ee30nacHoCTh Perom
Beward excellent WERZ-PSK/LES 11b/g/n
pruuwo] [ OGHOBUTE
COPYRIGHT & 2012 BEWARD Co., Lid.Bee npana Sauwmuyeni.
Puc. 6.15

lMocne aToro BbIbepute cnocob HacTponkm coeguHeHwss ¢ ceTblo. CyulecTByeT ABa
BapuaHTa HaCTPOWKU CeTu:

o ABTOMaTM4eCKUM - kHorka [MogknounTbes]

e PyuyHas HacTpomKa - kHonka [Bpy4Hyo]

Ecnmn B Bawen 6ecnpoBogHo cetu ecTtb DHCP-cepBep, KOTOpbIi HasHa4vaeT
AvHamuyeckune IP-agpeca ycTponcteam B ceTu, To Bbl MoxeTe BblibpaTb BapMaHT aBTOMaTUYECKON
HacTpovikn Wi-Fi nogkntoveHunsa. [Ana atoro HaxmuTe KHornky [MoakntounTtbes]. B oTkpbiBlLIeMcs
AVarnoroBoM OKHe, €eCcnuM ceTb 3awuuieHa OT HeCaHKUMOHWPOBAHHOIO MOAKIIOYEHNs, TO
notpebyetcs BBeCTU naponb ANS MNOAKMIOYEHUs K JaHHoW ceTu. BeeguTte naponb B none
[Maponb], 3aTem NOBTOPHO BBeaAuTe TOT e naponb B none [MoBTopHo] (Puc. 6.16). 3HayeHus

HacTpoek B nonax [AyteHtudgpukauus] v [LUndposaHue] onpenenstoTcsd asToMaTUYeCKu.
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r B
(2 hitp://192.168.0.99/netwark_wireless_setting.htm7connect_1 - Internet Explor... E@Iﬂ

‘ '“J http://192.168.0.99/network_wireless_setting.htm?connect_1 -] |

MogknroyeHne K cetn

ESSID

PexuM @ Knuent Ad Hoc

AyTeHTUdUKALMA
WndposaHue

Mapone

MoeTopHo

(64 HEX cuMBONa WNKM 0T & Ao 63 ASCIT CUMBONOE)

CoxXpaHunTe ] [ OTMEHWTE

O ———————

Puc. 6.16

[nsi coxpaHeHust N3MEHEHUN CeTeBbIX HACTpPoeKk 6ecnpoBOAHOIO0 COEOMHEHUSI HaXMUTE
kHorky [CoxpaHuTb]. Ecnu BCe HaCTpoOWMKM caenaHbl NpaBUIibHO, TO MOAKNHYEeHWe npounaet

yCreLwHo, nocre 4Yero nosiBUTCS OKHO, nNpuseaeHHoe Ha PucyHke 6.17.

BE\VARD N13201 Megapixel IP Camera
‘_ﬂ_”_XJ TCP/IP Wi-Fi | wPs
Hudopmaumn
CHCTeMHbIe Wi-Fi
> CeTb Wi-Fi BrntouyeHo E|
OCHOBHbIE MAC-agpec
[ONONHWUTENBHBIE
IP-agpec
MpocHoTp
Bocnpoussenenne OfHapyxeHHbie GecnpoBogHble ceTH
CobmTHe ESSID MompoCcTs EesonacHoCTh Pemsma
v Beward excellent WERZ-PSKE/RES 11lk/a/n
prm—wm] [ QOHOBUTE
COPYRIGHT & 2012 BEWARD Co., Lid.Bee npasa sawmmmens,
Puc. 6.17

B naHHoMm okHe B cTpoke [IP-agpec] ykasaH IP-agpec, npucBoeHHbin DHCP-cepBepom gns
GecnpoBoagHOro coeguHeHus kamepbl. Wcnonb3ys gaHHbii IP-agpec, Bbl cmoxeTe 3anWTu Ha
Kamepy yepes 6ecnpoBogHOe coeanHeHMe.

Ecnu B Bawewn 6ecnpoBogHon cetn HeT DHCP-cepBepa nnbo no KakMm-To NpuymMHam He
yAaeTcs yCTaHOBUTb COeANHEHME aBTOMAaTUYECKUM CNocoboM, OnMcaHHbIM Bbilwe, TO Bbl MoxeTe
NCNoNb30BaTh PYYHYD HACTPOMKy 6ecnpoBO4HOIO MOAKMYEHMs. [na HACTPOWMKM MOAKMYEHUs

BPYYHYIO HaXMuTe KHOMKY [Bpy4Hyto]. [osiButca okHo, npuBeaeHHoe Ha PucyHke 6.18.
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@ http://192.168.0.99/network_wireless_setting.htm?manual_new - Internet Explorer, opti...l | e S

‘ “‘J http://192.168.0.99/network_wireless_setting.htm?manual_new B |

MogknwyeHne K CeTH

ESSID Beward
Pexiam @ Knuent @ Ad Hoc
AyTeHTUdUKaLMA WPAZ-PSK |Z|
Lindposanue AES |Z|
Mapons sresevee
MoeTopHo ssssenes
(64 HEX cMMBona vy oT 8 Ao 63 ASCII CUMBONORE)

& MonyywTe IP-agpec asTomatvyecky (DHCP)
@ MWcnonssoeaTe cnegyrowmii IP-agpec

IP-agpec 192 . 168 . 0 . 99

Macka nogceTtu 255 . 255 . 255 . O

OCHOBHOIA LLMHO3 152 . 168 . 0 . 1

CoXpaHuTe ] [ OTMEHWTE

Puc. 6.18

Ha PucyHke 6.18 nokasaHbl nons, koTtopble 6yaet Heob6xoouMO 3anosiHUTb BPYYHYHO.
BBeanTte B gaHHbIe Nons 3Ha4yeHusl, COOTBETCTBYOWME napameTpam Bawen 6ecnposogHon cetu,
KoTopble Obinv onpeaeneHbl C NOMOLLbIO HOYTOYKa (CM. NyHKT 6.3.1 aaHHoro PykoBoacTea).

ESSID: BBeguTe nms Baluen 6ecnpoBogHON ceTu.

[AyTeHTUdukaumsn]: soibepute TMn ayteHTMdnKkaumm B Bawwen cetu.

[nsa 6onbwen 6e3onacHOCTM pekoMeHayeTcs BblbmpaTb Tun ayTeHTudukaumum WPA2 npu
YCNOBWM NOSAEPXKKN CO CTOPOHbI MapLupyTmu3aTopa.

[WndpoBaHue]: Boibepute TN WNdPOBaHUSA, KOTOPbIA MCNoNb3yeTcsa B Bawen cetw.
Onpepensetca aBToMatU4ecku, HO AOCTYNEH ANS U3BMEHEHUSA U NPY HEOBXOANMOCTU MOXET BbITb
N3MeHeH nosb3oBaTenem Ha Apyroe 3HavyeHue.

Maponb: Ecnu ceTb 3awmiLeHa OT HeCaHKLMOHUPOBAHHOMO NOAKIMYEHUS, To noTpebyeTca
BBECTM KNIOY LWKNdpoBaHnsa (nNapornb) AaHHOW ceTu. Beegute Knou WwudpoBaHuA B rnone
[Maponb], 3aTeM NOBTOPHO BBEAUTE TOT e KoY wndposaHus B nore [MosTopHo] (Puc. 6.18).

IP-appec: BBeanTe 3HayYeHVe U3 TOM Xe noaceTn, YTo 1 3HadveHune IP-agpeca, 3anucaHHoe
Bamu B nyHkTe 6.3.1 gaHHOro PykoBOACTBA, HO OTNMYAIOLLIENCSA OT HEro 1 APYrMx agpecoB B CETU.

Macka noaceTu: BBeanTe 3Ha4eHNe Macku NoAcCeTU.

OcHOBHOW WINKO3: BBEAWTE 3HAaYEHNE OCHOBHOIO LUMO3a.

Mpepnountaembin DNS-cepBep: BBeanTe 3HaueHne DNS-cepsepa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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ﬂ,J'IFI COXpaHeHuA N3MEHEHUN CeTeBbIX HaCTpoOeEeK GGCI'IPOBO}J,HOFO coeaNHEHNA HaXMuTe

kHoMKy [CoxpaHUTb].

B nosiBuBLLEMCA OKHE HEOOXO0AUMO HaxaTb kHoMky [OK] (Puc. 6.19).

r B
CoobleHne ¢ BeG-cTpaHuLB! ﬁ

l i HacTpofkn ycnelwHo M3MeHeHbl,

R ——

Puc. 6.19

Mogoxante HekoTopoe Bpemsa (okono 30 cek.) And NpMMEHEHNS HOBbIX HACTPOEK Kamepbl
N 3aBepLueHMs npouecca nogknoyeHms no 6ecnpoBogHoMy coeguHeHuio. [locne 3aeeplueHus
HacTporku 6ecnpoBOAHOro0 coeauHeHus B cTpoke [IP-apgpec], kak nokasaHo Ha PucyHke 6.18,
OOIKEH nosBuTbCca TOT |P-agpec, koTopbii Bbl HasHauunu kamepe p[nsi 6ecnpoBOAHOro

coefIHeHus.

6.3.3. NpoBepka npaBUNbLHOCTU HacTpoek Wi-Fi coegnHeHuns IP-kamepbl

[na KoHTponsa npaBWibHOCTM CceTeBbiX HacTpoek 6GecnpoBogHoro Wi-Fi noakntoyeHus
Kamepbl 1 KOMMbOTEPA HY>KHO NOAKMIOYNTBECS K Kamepe Yepes 6payaep Internet Explorer.

Ona atoro Haxmute lMyck — Bce lpozpammbl 1 Haxmute CTPoKy [Internet Explorer].
Beeoute B agpecHon cTpoke |P-agpec, npucBoeHHbI kamepe pans 6ecnposogHoro Wi-Fi

coeavHeHunsa (cM. nyHKT 6.3.2 gaHHoro PykosoacTea) (Puc. 6.20).

BHUMAHUE!
[nsa npoBepkn 6ecnposoaHoro Wi-Fi coeanHeHus BBeaute B Opaysepe IP-agpec, ykaszaHHbIN B MyHKTE

6.3.2 gaHHoro PykoBopcTaa.

[ E_W H ey
=
Gl\-z/ﬂ@ http://192.168.0.99/ RP~aX | (2 Mycran crpaniua o 1

Puc. 6.20

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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Beegute nms nonb3oBaTensa u naponb, nocne vyero Haxmute [OK] (Puc. 6.21).

BHUMAHUE!

Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

Ans exopa Ha cepeep 192.168.0.99 no agpecy N13201 Megapixel IP
Camera “ma "

Y L

Mpeaynpexaenne: Cepeep Tpebyer nepesasin umenn
P uepes neb HOE COeAM (Byaer
NPOEEPKA NOANHHHOCTH).

@ = ,

Puc. 6.21

Mpy nNpaBuNbHO BbLIMNOMHEHHbIX AeNCTBUSIX Bbl cmoxeTe yBuaeTb 4vepe3 Beb-Opaysep
n3obpaxeHue ¢ Bawewn IP-kamepsl (Puc. 6.22).

a@ WY http://192.168.0.99/ £~ 2 X [|N19216809

BE\VARD

N13201 Megapixel IP Camera

A X

{ MpocmoTp ] Hacrpoiku

| 05062012 11:46:00 | @ —a— | ® @

COPYRIGHT © 2012 BEWARD Co., Ltd.Bce npasa ssupmuéns:.

Ha atom HacTpoika
3aBepLUeHa.

Puc. 6.22

CeTeBOro noAkntodeHnss kamepbl k OecnpoBogHonm cetn Wi-Fi

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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MnaBa 7. NoakntoyeHue IP-kamepbl K ceT UHTepHeT

7.1. O6wume cBeaeHUA 0 noakno4vYeHun IP-kamepbl K cetn UHTepHeT

Mpun yctaHoBke IP-kamepbl N13201 B kBapTupe, KOTTEeaxe unm ocuce, obbl4HO TpebyeTcsa
UMETb K HEN OOCTYM He TONbKO U3 NOoKanbHOW CeTU TOro UM MHOrO NMOMELLEHUS, HO U U3 CeTu
NHTepHeT.

B atom cnyyae ana ogHoBpeMeHHOW paboTbl KOMMbOTEPOB, HOYTOyKOB, IP-kamep u
apyroro obopyaoBaHusa B ceTn VIHTEpHeT, Yalle Bcero, ncnonb3dyeTca mapwpyTtnsartop. Npu atom
ansa nogkntoveHunsa no Wi-Fi TpebyeTcs, 4Tobbl MapLupyTusaTop nmen noaaepxky 6ecnpoBogHOro
UHTepenca.

Mpn opraHuMsaumm poctyna K IP-Bugeokamepam u3 cetu VIHTepHeT, Kak npaBuro,
NCnonb3yTCa crieayloLwmne Tpu BapmuaHTa:

o lIMeeTca BblOENEHHbIN NpoBangepom BHewHuA ctatudeckun IP-agpec nnu PPPoOE-

coeauHeHue. lpn atom, gaHHbin |P-agpec (nmnn PPPoE-coeanHeHnne) mcnonb3yeTtcs
AN NOAKIIYEHUS TONbKO oAHOW IP-kamepbl 1 He MOXeT BbiTb Ha3Ha4YeH eLle KakoMy-
nmnbo yCcTponcTBay.

e lmeeTca BblOENEHHbLIM MNpoBanaepoM BHEWHW cTaTudecknin |IP-agpec, KoOTopbIn
Ncnonb3yeTcs Ans NoakniyeHus K cetn IHTepHeT oomMCHOM NN AOMaLLHEN NTOKanbHON
CeTn, K KOTOPOW, B CBOKO o4vepedb, NnaHupyeTcs NOAKMIOYMTL O4HY UM HEeCcKonbko |P-
kamep. lMpyn Takom MNOAKNIOYEHUN MCMONb3yeTca MapLlipyTusatop. pu 3aToM 4mucno
NnogkrnyaemMblX Kamep 3aBUCUT, B OCHOBHOM, OT KOMMYeCTBa nepeHasHavyaemblx
MapLUpyTM3aTOPOM MOPTOB.

o [lpoBangep He BblaensieT BHeWwHMK ctaTtuydeckun |IP-agpec. IP-agpec HasHavaeTcs
npoBangepomM OUHAMUYECKM, TO €CTb TaK, YTO MpU KaK4OM HOBOM MOOKMHOYEHUN 3TOT
agpec npuceamBaeTcs 3aHOBO M M3MeHdAeTca B npouecce paboTthl (Takas cutyauus
ocobeHHO xapakTepHa npu pabote uyepe3 ADSL un GPRS). B atom cnyyae, 4ToObl
obecneynTb BO3MOXHOCTb MOOKIMIOYEHUS OAHOM WM HECKOMbKUX Kamep K ceTu
MHTepHeT, BHE 3aBUCMMOCTU OT TOro, kakon IP-agpec BblgeneH npoBangepom B AaHHbIN
MOMEHT, HeobxoOUMO  3a4eNCTBOBaTb  MHTEPHET-CNYXObl, paboTawolme ¢
OWHaMUYecKuMn agpecamu.

Hanee, 3T BapuaHTbl opraHusauun poctyna Kk |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NoapobHee.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N13201
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7.2. MopgkniwyeHne npu cTaTUYECKOM

coeanHeHUU

BHewHem |P-appece wnu PPPOE-

7.2.1. Ucnonb3oBaHue ctaTu4veckoro |IP-agpeca

Ans nogknioyeHust IP-kamepbl Kk cetu MHTepHeT HeobXoAMMO M3MEHWUTb €e CeTeBble

napameTpbl B COOTBETCTBUMN C AAHHbIMU, NONYYEHHbIMU OT npoeaﬂnepa. Kak npaBuno, npOBaVlnep

npegocraBnseT cnegyowme ceteBble HacTpouku: IP

-agpec (B OaHHOM cnydae, cTaTUYecKui),

Macka nogceTn, Ceteson wno3 1 agpec DNS-cepsepa.

[ns nonydeHuna goctyna Kk IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy IP-agpecy

Heo6Xx0AMMO BbINOMHUTL CrieayoLme Lwaru:

LWar 1: nogkniounte IP-kamepy Hanpsimyto kK Bawewmy K.

LWar 2: nameHnTe ceTeBble HACTPOMKM NPOBOAHOrO coeanHeHus |P-kamepbl (CM. nyHKT 5.5

OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoOMKaMu, npegoctasneHHbiMn Bawunm NHTepHeT-

nposangepom (Puc. 7.1).

N13201 Megapixel IP Camera

[lononHWTENbHbIE i o
@ Wcnonkz0sats ciegyowmii IP-agpec
MpocmoTp
P-agpec

BoCNpoUIBefeHHe IP-agpec 80

CobmiThe Macka noaceTtu

80

‘ X ~Tce P 1 PPPoE ]’ Wi-Fi ‘|’ WPS }

Wubopmauus

CucTeMHble MpoTokon MHTepHeTa Bepcum 4 (TCP/IPv4)
= CeTb MAC-agpec

) n 1Tk IP-agpec aeToMaTuuecky (DHCP)

255 .

@ Mcnone30EaTs Cnegywlve agpeca DNS-cepeepos

65 23 . 173

255 . 255 . 252

65 23 . 174

80

-cepeep 1

-cepeep 2

80

HTTP
HTTP-nopt @ 80 @

65 20

65 16

CoxpaHiTe ]

[ OTMEHUTE

COPYRIGHT © 2013, Beward RED Co., Ltd, Boe npass Saupmmers,

Puc. 7.1

War 3: nogkntounte IP-kamepy Kk BblgeneHHon cetn Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa AomkHa ObITb 4OCTYNHA B ceTh VIHTepHeT.

B npuBeaeHHOM npumepe npoBaaep NpeaocTaBun creayolwme aHHbIe:

IP-appec: 80.65.23.173

Macka noagcetun: 255.255.255.252
OcHoBHow wnto3: 80.65.23.174
DNS-cepsBep 1: 80.65.20.1
DNS-cepBep 2: 80.65.16.1
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B obwem cnyyae, anga obpaiieHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTca cnegywowmn 3anpoc: http://[<IP>:<Port>, roe <IP> — IP-agpec kamepbl,
<Port> — 3HayeHne HTTP-nopTta. Tak Kak B JaHHOM Mpumepe ucronb3yeTtca 3HadveHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGbLI O6GpaTUThCA K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHUE!
Mpu nogknoyeHun k kamepe 4Yepes HTTP-NopT, 3agaHHbIN N0 ymonyaHuio (3HavyeHue pasHo 80), 3anpoc

B aApecHom cTpoke bpaysepa umeet Bua: http://<IP>, roe <IP> — IP-agpec kamepbl.

7.2.2. U\cnonb3oBaHue PPPoE-coegnHeHuns

WHTepHeT-npoBarigep He Bcerga MoxeT obecnevnTb MOAKMIYEeHWe No ctatudeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHudyet pgoctyn k cetnm WHTepHeT uyepe3 PPPOE-
coeavHeHune. B aTom cniyyae, oH npegocTtaBnseT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa N13201 nopaepxunBaeT PPPoOE, n ans ero ncnonb3oBaHUsi HeEoOXOAMMO
BbIMOMHUTE cnegyloLlme waru:

War 1: nogkniounte IP-kamepy k Bawuen nokaneHon cetn nnm Hanpsamyto K MK (cm. Maey 5).

LWar 2: soiauTe B MeHio PPPOE-HacTpoek |P-kamepbi: HACTPOMKM “X.| — Cemsb —
OcHoeHble — PPPOE.

LWar 3: B TekcToBbIX Nonsx [[onb3oBaTtens], [Maponb] BBeanTe 3Ha4eHUs, NOMyYeHHbIE

oT VHTepHeT-npoBangepa (Puc. 7.2).

=

N13201 Megapixel IP Camera

‘ x TCP/IP PPPoE Wi-Fi WPS
Wudopmauuna
CUCTEMHDIE PPPoE
¥ CeTb PPPOE @ Bxkn @ OTkn
[lononHNUTENbHbIE
Monsz0BaTeNb userpppoe

MpocMoTp
BocnpoussefeHne Maponk sescscene

CobbmiTne MoeTopwTe Naponk YT IITIIL

@ Monyunte agpec DNS-ceps:

epa aBTOMaTU4YeCcKH

WcnonszoeaTe cnegyrowme agpeca DNS-cepeepos

COXpaH1TL ] [ OTHMEHHTE

COPYRIGHT & 2013, Beward RED Co., Lid. Bee npans ssumers,

Puc. 7.2

LWar 4: Anga npuHATUA U3MEHEHU HaXXMUTEe KHOMNKY [COXpaHUTb].
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BHUMAHUE!

[na npymeHeHns ceTeBbIX NapamMeTpoB TpebyeTcs nepesarpyska yCTpOMCTBa.

War 5: nogkntouunte IP-kamepy Kk BolaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamephl k BblaeneHHon cetn Ethernet oHa 6ygeTt goctynHa B ceTu VIHTepHeET nopg,

IP-agpecom, NpMcBOEHHbIM e Bawmm npoBarigepom n otobpaxaembiM B none [IP-agpec] (cm. Puc. 7.2).

NMPUMEYAHUE!
Onsa ynobetea, IP-agpec kamepbl, No4 KOTOPbIM OHa OOCTYNHa B ceTu VIHTepHeT, MoxeT ObiTb coobLueH
Ha ykasaHHbIi Bamun agpec anekTpoHHoM nouTthbl (PyHKUMA «IP-yBegomneHuey). [na HacTponkn gaHHON

onuwmu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KCnnyaTaumm.

Ona obpaweHuns k IP-kamepe u4epes ceTb WHTepHeT, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4Y€HHbIN
Bawwum nposangepom npu ycraHosrneHnn PPPoE-coeanHeHnuns, <Port> — 3HadyeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nogknoyeHun k kamepe vYepe3 HTTP-NopT, 3agaHHbI N0 ymonyaHuio (3HavyeHue pasHo 80), 3anpoc

B afjpecHow cTpoke bpay3epa umeet Buga: http://<IP>, roe <IP> — |P-agpec kamepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201
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7.3. NoaknioyeHne 4epe3 ceTb WMHTepHeT K |IP-kamepam, HaxoasilWMMCA B

NOoKanbHOMU ceTu
Ecnu goctyn B ceTb VHTEpHET ocylecTBnsaeTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, ons nogknoYeHus NokanbHOW CeTU UCMOoNb3yeTcs MapLupyTmM3aTtop.

BHUMAHUE!

Ona ucnonb3oBaHWs [aHHOrO MeToda MOAKMoYeHUs Heobxoaumo 3apaHee npuobpectn y Bauwero
npoeangepa MYBNMMYHBIA CTATUYECKWUWN IP-agpec. [lMpoBaiigep npedocTaBnsieT, Kak Mpasuiio,
OVNHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpbIii [OCTYNEH TOMbKO B MOACETM npoBsaiiaepa.

[MoaTomy yTouHMTE TUN ncnonb3dyemoro Bamu IP-agpeca 3apaHee.

[ns Toro 4ToObl NoakntounTLES K IP-kamepe M3 cetn MIHTepHeT, Hago obpatutbes no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUn» IP-agpec mapLipytmnsatopa), 1 K onpegeneHHomy
HTTP-nopry.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEepHeT Onsi Bcex Kamep, HaxoOsWMxXcs B OOHOW JloKanbHOW CeTw,
CyLLecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBangepom). [oaToMy Ans 4OCTyna K 3TUM kamepam

HEeOBXOAMMO KaXKAoW HasHa4YMTb CBOW rpynnbl MOPTOB.

[nga atoro TpebyeTcs BbINONHUTL CReayoLmne 4eNCTBUSA:

e /3meHuTb ceTeBble napameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMW, NPUHATHIMA
B Bawen nokanbHon cetn (CM. NyHKT 5.5 Ana npoBOAHOrO MNOAKMOYEHUS Kamep K
rfioKarnbHOu ceTn).

e HacTtpouTb yHKUMIO nepeHanpasneHua noptoB. [aHHaa QyHKUua nossondet
nepeHanpasnate obpaweHns wn3 cetn WHTepHeT K Kakomy-nmbo yCTPOWCTBY,
NOOKIMHYEHHOMY K JflokanbHonm cetn, ¢ BHewHero WAN-nHTepderica mapLlupytusaropa
Ha ero BHyTpeHHuMNn LAN-uHTepdenic u obecnednBaeTcsa npakTU4eckn mnobbim
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn aTOomM cyuwecTByeT gBa crnocoba HaCTpOMKM MapLipyTm3auumn (nepeHanpasneHus

nopToB):

¢ Vicnonb3soBaHue TexHororum UPnP Ha maplupyTusatope n kamepe.

e PyyHaa ycTaHOBKa napamMeTpoB MepeHanpaBneHna MnopTOB Ha MapLupyTusaTtope Wu

kamepe.
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7.3.1. Ucnonb3oBaHue TexHonornuu UPnP

MycTb TpebyeTca obecneunTb AocTyn 3 cetn MHTepHeT k ogHon IP-kamepe. Cuntaem, 4to
NnoaknioyeHne mMaplipytusaTopa K nokanbHOM cetm un cetm WHTepHeT yXe YCTaHOBIIEHO.
MapwpyTunsatop nmeeT cnegyrowmn nybnuyHbIn ctatnyeckuin IP-agpec, BblgaHHbIM NpoBangepomM
Ana nogknoyeHna K cetn MHtepHeT: 77.108.73.169:

e Pa3spewnTb ncnonb3oBaHue U HacTponutb yHKUMKM UPNP Balero maplupyTtmsaTtopa.

BHUMAHMUE!
He Bce mogenu mapwpytusaTopoB nogaepxmeatT dyHkumio UPNP anga nepeagpecaumm noptoB LAN- n
WAN-uHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OyHKUMIO, TO OH Tpebyet

OOMOSNHUTENbHON HACTPONKM (CM. MYHKT 7.3.2).

¢ PaspewnTb ncnonb3oBaHne U HacTpontb oyHKumMo UPNP IP-kamepbl.

YTto6bl HacTpouTb oyHKumMo UPNP IP-kamepbl BbINONHUTE cnegyowmne AeNcTBus:

LWar 1: npoiaute B MeHio HACTPOUKU X _ cems — JononHumernbHbie — UPNP.
LWar 2: yctaHoBUTE ranouvky HanpoTuB CTpoku [PaspewmnTb nepeagpecauuio noptoB]
(Puc. 7.3).

IS ~

BE\VARD N13201 Megapixel IP Camera

ﬁ x RTSP UPnP Bonjour DDNS
WHbopMauma

CHUCTEMHbIe uPnp

¥ CeTb UPnP @ Bkn @ Omen

OcHoBHble PazpelMTs NepeagpecaUyio NopTos
HTTP-nopr @ 80 @ (1124 ~ 65534)
MpocmoTp

BocnpouzBefieHne SSL-nopT @ 443 © (1124 ~ 65534)

CobbiTHe RTSP-nopt @ 554 @ (1124 ~ 65534)

CoxpaHuTts ] [ OTMEHWTL

COPYRIGHT & 2012 BEWARD Co., Lid.Bee npasa sawmuens:.

Puc. 7.3

War 3: BeeauTte B none [HTTP-nopt] 3HavyeHne nopta HTTP ans gaHHow kamepbl npu
Joctyne K Hel u3 cetn MiHTepHeT. Hanpumep, nycTb B kadectBe HTTP-nopTta ana gocrtyna ua cetu
NuTepHeT ncnoneadyetca nopt 10000. MNpu Takmx HacTporkax, 4Tobbl o6paTntbcsa k IP-kamepe B
nokanbHoOW ceTn, ucnonbdyetcs nopt 80, a npu 3anpoce notoka vepe3 ceTb MHTepHeT Gyger

ncnones3oBaTbes nopt 10000.
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War 4: Beegute B none [RTSP-nopT] 3HayeHne nopta RTSP gns gaHHon kamepbl npu

AocTyne K Hen n3 cetn NHTepHeT.

LWar 5: ang npyumeHeHns HacTPoeK HaXXMUTE KHOMKY [CoxXpaHuTb].

BHUMAHUE!

[na npumeHeHMs1 ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska ycTponcTaa.

BHUMAHUE!
3HayeHus Npu nepeagpecaunm COOTBETCTBYIOLLMX NOPTOB Ha IP-kamepe 1 Ha MapLupyTM3aTope AOMMKHbI

ObITb OAVNHAKOBbIMMW.

Tenepb, 4TOBLI MONYYMTL JOCTYN K Kamepe U3 cetTu VIHTepHeT, Hago obpaTuTbCs K HEW Mo
IP-agpecy, BblgaHHOMY NpoBangepoM («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), U Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe |IP-agpec mapwpytmsatopa — 77.108.73.169. HTTP-nopT,
Ha3HayeHHbIN kamepe ansa nepeagpecaumn, — 10000. 3HaumT, ansa obpalleHnst K Kamepe 13 ceTu
NHTepHeT Heobxoanmo B agpecHon CTpoKe Gpaysepa HabpaTb 3anpoc:
http://77.108.73.169:10000/.

Takum xe 06pa3om MOXeT ObITb HACTPOEHO HECKOSBbKO Kamep, Hago NuLlb NS KaK40oW 13

HUX 3afaTb CBOWU, YHUKallbHble 3Ha4Y€eHUA NOPTOB.

7.3.2. HacTtpouka py4yHou nepeagpecauum NnopToB MapLupyTmsaTtopa.

Ecnn Baw mapwpytmnsatop He noggepxuBaeTt TexHornormio UPnP, nubo gaHHasa onums
paboTaeT HEKOPPEKTHO, Toraa He06X0AMMO HacTPOUTb Nepeagpecaunio MOPTOB BPYYHYIO.

Paccmotpum 3apgady nogknioveHust IP-kamepbl K ceTu WHTepHeT C nNOMOLLbIO
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA PYHKUMIA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOHAETCH CXOXNM 06pa3om).

CuuTaem, 4TO MOAKIOYEHME MapLUPyTM3aTopa K NOKanbHOW ceTn u cetn NHTepHeT yxe
HacTpoeHo. MapwpyTunsatop umeeT cnegyowmin nybnuuHbIn ctatnyeckui IP-agpec, BblOaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapwpytusartopa): 77.108.73.169.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHU» IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapwpyTtusaTopa), «192.168.1.199» — IP-agpec «kamepbl. [na HacTponku uncnonb3yem
KOMMNbIOTEP, MOAKMIOYEHHLIN K 9TOW FIOKanbHOM CETMW.

Ona nogknioyeHnsa IP-kamepbl K cetn WHTepHeT TpebyeTca HasHauuTb MOpThbl, vepes

KoTopble ByfoeT OCyLeCTBAATLCS BHELWHNA JOCTYN K €e HaCTpomMKam 1 BUOEeOonoToky. B nokansHom
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CeTW 3T MOPThl MO yMOM4YaHUIo UMEIT crieayolne 3HadvyeHma: HTTP-nopt — «80», RTSP-nopt —
554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEpHeT Onsi BCex Kamep, HaxoOsWMxcs B OOHOW JlOoKanbHOW CeTw,
CyLLecTBYeT Tonbko oauH IP-agpec (BblgaHHbIM npoBavgepom). [oaTomy Ans 4OCTyna K 9TUM kamepam

HeO6XO£I,VIMO Ka)KD,OVI Ha3Ha4YnTb CBOU rpynnbl NOPTOB.
[ns nsmeHeHns noptoB IP-kamepbl BbINONTHUTE cnegyowme eNcTBus:

BHUMAHUE!
HTTP-nopTbl Kamep MOXHO MepeHanpaBnATb C MOMOLLLI BUPTyarnbHOro cepsepa, ogHako RTSP-nopThl
OOMMKHbI ObITb pasHbIMU Yy BCEX KaMep M TpaHcnMpoBaTbca «MopT B nopT»! COOTBETCTBEHHO, ANA BCEX

Kamep Heobxoaumo 3agaTh pasnumyHble 3HaveHuss RTSP-nopTta.

War 1: oTkponte pasgen meHio HACTPOWKU X _ cems - HononHumenbHbie —
RTSP.

War 2. Beegute B none [RTSP-nopt] HoBoe 3HayeHue nopta RTSP, oTtnuyHoe oOT
3Ha4yeHus No ymonyaHuo. Hanpumep, nyctb B kadyectBe RTSP-nopta mcnonb3yetca nopt 3001
(Puc. 7.4).

BCG\VARD N13201 Megapixel IP Camera
l_ﬂ_JlKJ [RTSP | upnp | Bonjour | DDNs |
O Mudopmaums
0 Cucremubie OcHoBHbIe
= CeTb RTP [lnanasoH noptos 5000 (1124 ~ 65435) ~ 7999 (1223 ~ 65534)
OcHosHbie RTSP-nopT @ 554 @ | 3001 | (1124 ~ 65534)

© NpocMoTp

Napamerpbi npodunn
(L) Bocnpon3BegeHne

Hazsanue Profilel E|
Q) CobmTne

Mpodune video.prol AeTopuzaumnA | BKMKYEHO |Z|

MynbTMKacT

Cratyc BrnoveHo |Z|

Wma gocTyna multi.prol

IP-agpec 228.0.0.1

MopT EMaeo @ AeTo © (1124 ~ 65534)

MopT ayauo @ Aeto © (1124 ~ 65534)

TTL 15 (1 to 255)

COXpaH1Ts ] [ OTMEHWTE
COPYRIGHT & 2012 BEWARD Co., Ltd.Bee npasa sawmmumene.
Puc. 7.4
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LWar 3: ana npMMmeHeHns HacTpPoek HaXXMUTE KHOMKY [COXpaHUTb].

Takum o6pasom, NopTbl ANs AOCTyna K JaHHOW Kamepe BHYTPW NoKanbHOM ceTu byayr:
HTTP-nopT — «80», RTSP-nopt — «3001».

[nsa BTopon kamepbl MOXHO BbibpaTe nopT HTTP — «80» n nopt RTSP — 3002.

Kamepa HacTpoeHa. OcTanocb NpaBurbHO HACTPOUTbL MapLLPyTU3aTOp.

[na HacTpoMkM MapLupyTu3aTopa BbIMOJNIHUTE creaylowme AeNCTBUA:
LWar 1: BBegute B agpecHown cTpoke 6paysepa IP-agpec mapwpyTtusaTtopa (B Hallem
npumepe — «192.168.1.1»). B nosiBuBLIEMCS OKHE aBTOpU3auuK BBeAUTE NOrMH U Naponb. Nocne

yOadHom aBToOpM3aumm OTKPOETCsl OCHOBHAsi CTpaHuLa HacTpoek MapupyTtumdaTtopa (Puc. 7.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK’

Status

WPS

Network
Firmware Version: 3.13.27 Build 121207 Rel.61955n
Wireless

Hardware Version: WR2543ND v1 00000000
DHCP

USB Settings
Forwarding LAN

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255.255.255.0

Wireless

Wireless Radio:
Name (SSID):

Enable
TP-LINK

Puc. 7.5

LWar 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossuBLIeMCH MeEHIO

HaxxmuTe kHornky [Add New] (Puc.7.6).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK’

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

Virtual Servers
- Port Triggering
-DMZ
-UPNP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Virtual Servers

ID  Service Port

Internal Port

IP Address

Puc. 7.6
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LWar 3: nobaBbTe Npasuna nepeHanpasneHus noptoe ansa IP-kamepol (Puc. 7.7). 3agante

[Service Port]: ykaxnte nopT, KOTOpLIN ByaeT MCNonNb3oBaTbCA Af1si 4OCTYNa K Kamepe u3

cetn NHTepHer.

NMPUMEYAHUE!

Bo un3bGexaHue KOHCbJ'lI/IKTOB He I/ICI'IOJ'Ib3yIZTe Ona nepeHanpaBfieHna nopToB 3aperncTtpupoBaHHbIe

3HayeHus. PekomeHayeTca Mcnonb3oBaHme noptoB AguvanasoHa 1124-7999. (3HayeHusa noptos ot 0 o

1123 oduumansHO 3aperncTpupoBaHbl Mo, pasnnyHble NPOTOKOSbI, CIYXObl, MPUNOXEHWS.)

nokanbHOW ceTwu.

7.8):

[Internal Port]: ykaxuTte nopT, UCMOMb3yeMbl B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13

[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcrTanbHble NyHKTbI He TPEGYIOT HAaCTPOWKN.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 7.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port:
Internal Port:
IP Address:
Protocol:
Status:

Common Service Port:

81 (XXX or XX)

80 (XX, Only valid for single Service Port or leave it blank)
192.168.1.199

All v

Enabled >

--Select One— v

[ sae ][ Bak |

Puc. 7.7

LWar 4: HaxmuTe KHOMKYy [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.
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TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |
Puc. 7.8

LWar 5: Tem xxe cnocobom fobasbTe npasuno ana nopta RTSP (Puc. 7.9):

BHUMAHUE!

MapLupyTusaTopa 1 T.A.

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual S ers

- Port Triggering

-bDMz

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 8 80 192.168.1.199 Al Enabled Modify Delete
2 3001 3001 192.168.1.199 All Enabled Modify Delete
[ AddNew.. | [ EnableAl | [ DisableAll | [ Delete All |
Puc. 7.9

HTTP-nopTbl kamep MOXHO NepeHanpasfisaTb C MOMOLLBIO BUPTYyanbHOro cepsepa, ogHako RTSP-nopTel
OOJMKHbI ObITb pa3HbIMU Y BCEX KaMep U TpaHcnmMpoBaTbea «nopT B nopT»! Hanpumep, nopt 3001 kamepsbl

Ne1 TtpaHcnupyetca B nopTt 3001 wmapwpyTtusatopa, nopt 3002 kamepbl Ne2 — B nopt 3002

LWar 6: ecnun Bbl ncnonb3yeTe HeCKOmNbKO kamep, To Bam Heobxoanmo noBToputh warn 2-5

Ans octanbHbIX kamep (Puc.7.10).
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Tp_LlNK° 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
WPS
Network
—— ID Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 3001 192.168.1.199 Al Enabled  Modify Delete
Forwarding 3 82 80 192.168.1.210 All Enabled  Modify Delete
Virtual Servers 4 3002 3002 192.168.1.210 Al Enabled Modify Delete
- Port Triggering
-DMz [ AddNew.. | [ EnableAll | [ Disable All | [ Delete Al |
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc.7.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY npoBangepom («BHewWwHUn» IP-agpec maplupytmusatopa), U Ha3Ha4YeHHOMY
e nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3HayYeHHbIN kamepe Ans nepeagpecaumn,— «81». 3HauuT, Anga obpalleHusa K Kkamepe 13 cetu

MHTepHeT HeobGxoamMmo B agpecHon cTpoke 6pay3epa Habpatb 3anpoc: http://77.108.73.169:81/.
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7.4. NMpumep nogknoyeHnn Yepes ceTb UHTepHeT ¢ ucnonb3osaHunem DDNS

7.4.1. Obwme cBeageHUs O NOAKIHOYEeHMM Yepe3 UHTepHeT ¢ ncnonb3oBaHuem DDNS

B cnyyae ecnu IP-agpec BblgaeTcs KOMNbIOTEPY Ha onpefesnieHHoe Bpems (Yalle Bcero
NUWb Ha OOWH CeaHC CBA3M), TakoW agpec HasbiBaloT AMHamMuyeckuMm. B 6onblivHCTBE cryvaes
NHTepHeT-npoBangepbl NpefocTaBnsAlT nonb3oBaTtensam gnHamunyeckne IP-agpeca. OgHako ans
TOro, YTobbl MOXHO ObINI0 06paTUTLCA K 060pPYAOBaHUIO N3 ceTN NIHTepHeT B Nt0GON MOMEHT, OHO
OOJDKHO MMETb MOCTOSIHHBIA UM OMKCUPOBaHHbLIN agpec. C aTon Npobnemon nerko cnpasnseTcs
cnyx6a Dynamic DNS (DDNS).

Cepenc Dynamic DNS npepoctaBndetr Bam Bo3MoOXHOCTb caenatb |P-kamepsbl
nerkogocTtynHbiMn un3 cetn WHTepHeT, paxe ecnv B Bawem pacnopspkeHunm nocTOSAHHO
MeHsSLWMNCcs, anHammyeckni IP-agpec. BHewHwe nonb3oBaTtenu Bcerga 6yayT umeTb JOCTYN K
obopynoBaHuio, 06paLlasiCb K HEMY MO €ro AOMEHHOMY UMEHW.

B atom cnyyae BmecTo TOro, 4tobbl obpawiatbcs Kk obopyaoBaHuto no IP-agpecy, Bbl
obpallaeTech K HeEMy N0 AOMEHHOMY MMeHM Buaa: www.cameral.dvrdns.org.

[na aToro Hago 3aperncTpupoBaTbCHa Ha canTe nposangepa cepsuca DDNS (Hanpumep,
www.dyndns.com), coobwnTb oauH pa3 Tekywmin IP-agpec o6opynoBaHust U BbiopaTb AOMEHHOE
nUMms, N0 KOTOPOMY B AanbHewnweM Bbl 6yamTte obpalatbcsa k 060pya0BaHuL.

Torpga npu cmeHe IP-agpeca unv npy HOBOM MNOAKNIOYEHUN K ceTu NHTepHET YCTPOMCTBO
nonyyaeT OT MHTEpHET-NpoBaraepa Hoebll IP-agpec. OH obpabaTbiBaeTCa BCTPOEHHbIM B Kamepy
MO, koTopoe obpauiaetcsa Ha canT npoBangepa DDNS gna Toro, 4ToObl COOOLINTL 3HA4YeHUE
Tekywero IP-agpeca. DDNS-npoBangep CcTaBuT B  cooTBeTcTBME  3ToMy  IP-agpecy
3apernctpmpoBaHHoe Bamu paHee JOMEHHOE MMS.

PaccmoTtpum npumep pabotel ¢ DDNS-npoeangepom http://www.dyndns.com. MeTtoguka

pernctpaumm n paboTtbl ¢ Apyrumn noctaswmkamm DDNS aHanorumvHa gaHHown. [na goctyna K
CeTeBOMY pecypcy C UCNONb30BaHNEM AOMEHHOIO UMEHW BbINOSIHUTE CrieayoLme warw:
e 3aBeante cebe y4yeTHyo 3anucb (Account) Ha cante www.dyndns.com Aans
JanbHENLLEN perncTpaumm Ha cepBepe.
e CospganTe Ha cavite www.dyndns.com gomeHHoe nms (Hostname) ansa cesoero cepsepa.
Bbl moxeTe BblOpaTb NbO0Oe He3aHAToe B 3TOM [AOMEHe WMS O CBOEro
obopynoBaHus, Hanpumep, cameral84. COOTBETCTBEHHO MOMyy4nuTe OOMEH TpeTbero
YPOBHSA Ans ceoero obopynosaHmsa www.cameral84.dyndns.org

e HacTponTe cooTBeTCTBYOLWMM 0b6pa3om o6opyaoBaHue.
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7.4.2. Pernctpauus Ha cepBepe DynDNS
War 1: 3angute Ha cant www.dyndns.com, gnsi co3gaHus YYETHOMW 3arnucu HaXMute

cnpaea BBepxy [Sign In] n B BbiNaBwem cnucke Bbibepute cTpoky [Create an Account] (Puc.

7.11).

DNS & Domains Email Services Performance & Security.

( DynDN S
Why DynDNS.com? Services & Pricing Support Have an account>

Username

Rock solid, scalable DNS that just WORKS e

Whether you are a home user, a small & medium business, or all the way up to enterprise... (
understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do list

Forgot Your P: d?
with our proven services.

Get Started

A § o 8 P
* Free Domain Name ,‘5& Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
address or URL. class DNS, Mail, Performance, and Security services.

- | dyndns-free.com El Add Add
Puc. 7.11

Hanee Bbl aBTOMaTnMyecku nepengete Ha CTpaHuLy co3gaHnsa yyeTHow 3anucu (Puc. 7.12).

DNS B Domains Email Services Performance & Security
Y DynDNS...

Why DyrDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account
Login Username:
Already Registered?

Lost Password?
Password:

Username
My Cart Confirm password:
;s Ditems Password
Email:
Confirm email: Forgot your password?
r
WE'RE HIRING Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[F] Dyn Inc. press releases X TRUSTe
Powered by ‘ \
Dyn [F] Remove HTML formatting from email
Security Image:
el
ot = 5
Enter the numbers from the above image:
[[] Iagree with the acceptable use policy (AUF) and privacy policy.
Create Account

Tf you're having difficulty creating your account, for any reason, feel free to contact
us

Puc. 7.12
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LWar 2: sBBegute ntoboe xenaemoe n HesaHAToOe UMs nonb3oBaTens (none: [Username]),

naponb (nonsti: [Password] n [Confirm password]).

NMPUMEYAHUE!
[nga 3awmTbl OT BO3MOXHbIX OLWMOOK Npu BBeAEeHWW Mapons OH ykasbiBaeTcs ABaxabl. Ob6sasaTenbHo

cneguTe 3a TeMm, YTobbl 3Ha4YeHne napons B 060oux nonsax 6b1510 OANHAKOBLIM.

YkaxuTe Baw agpec anekTpoHHon no4vtbl B o6omx nonsx: [Email] n [Confirm email]. Ha
agpec ykasaHHbIi Bamy B AaHHbIX nonsx 6ygeT BbICaHO MUCbMO C A@HHOro camTa, npuyem Ha

OauH SJ'IGKTpOHHbIVI agpec MoxXeTt ObITb 3aperncTpmnpoBaHoO TOJIbKO OAHO JOMEHHOE NMA.

NMPUMEYAHUE!

Peructpauns 6onee ogHOro AOMEHHOro MMEeHN Ha OAMH ANEKTPOHHbIN aapec ABMASeTCs NnaTHON.

NMPUMEYAHUE!
Ans 3aWmnTbl OT BO3MOXHbIX OLIMBOK NpW BBEOEHWM agpeca SNEKTPOHHOWM MOYThbl OH ykasblBaeTcs ABa
pasa. Obsa3atenbHO crneguTe 3a TeMm, Y4ToObl 3Ha4yeHuWe agpeca 3MEeKTPOHHOW MouTbl AN obowx nonen

ObIST0 OOVUHAKOBbLIM.

MyHkt [DynDNS.com newsletter] npegHasHadeH NS MNOYTOBOrO  OMOBELLEHMUS
nonb3oBatens cucremon DynDNS B cnyyae OOHOBMNEeHWs cepBuca UM Kakux-nmbo
HOBOBBeAEeHUN. [INs oTka3a OT HOBOCTHOW pacchinku ybepute BblgeneHmne aToro nyHKTa.

BBeauTte koa, KOTOpbIM BUAMTE Ha KapTUHKE, M NocTaBbTe dnaxok Ans nyHkta [l agree
with the acceptable use policy (AUP) and privacy policy]. 910 03HayaeT cornacue c
YCNOBUSAMU FIULEH3MOHHOIO COrnalleHns Ans co3aaHusa ogHoro 6ecnnaTtHoro akkayHra.

B kauecTBe npumepa ucnonb3yetcd: nma nonb3osatensa [Username] - camera184, agpec
3NeKTpoHHOW noyThbl [E-mail] - cameral84@yandex.ru, BBOAWM NPOWU3BOSIbHBLIA  MapPosib
(Hanpumep, 123456).

Beibupaem nyHkT [| agree with the acceptable use policy (AUP) and privacy policy].
[na 3aBeplieHns permctpauum M OKOHYaHUA CO3[aHUA akkayHTa Haxmute Ha kHonky [Create
Account] (Puc. 7.13).
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DNS & Domains

C DynDNS...

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Login u 7 8
Sername: |camerald4 Already Registered?
Lost Password? =r=rir
) Username
53 My Cart Confirm password: [veees
e/ oitems Password
Email: |camera184@yandex ru
Log in
Confirm email: |camera184@yandex.ru Eorgot your password?
1
WE'RE HIRING Subscribe to: [ DynDNS.com newsletter
(1 or 2 per month)
[] Dyn Inc. press releases —) TRUSTe

Powered by o Dyn

[F] Remove HTML formatting from email

ey i Tore
Enter the numbers from the above image:
31324

1agree with the acceptable use policy (AUP) and privacy policy.

Create Account

Tf you're having difficulty creating your account, for any reasan, feel free to contact

us.

Puc. 7.13
War 3: npu npaBuibHOM 3anosiHeHMM opmbl Bbl nonyynte cooblieHne O TOoM, 4TO

ocTancst O4vH Lwar 4o co3gaHus ydeTHom 3anmcu: [One more step to go...] (Puc. 7.14).

DHS & Domains

C DynDNS.»

Why DynDNS.com? Services & Pricing Support Have an account?

One more step to go...

‘We've sent an email to cameral 84@yandex.ru, to verify your account. Please check your inbox and click on the 3
confirmation link. ‘

If you do not receive the email in the next few minutes you can try resending it. —>'

Thanks for choosing DynDNS.com!

RS T\ TRUSTe

Puc. 7.14
Llar 4: 4yepe3 HECKONbKO MWHYT Ha 3JIEKTPOHHbIA MOYTOBbLIN SALWWK, YKa3aHHbIN Npu
pernctpaumv, npuvget nuMcbMo OT  cnyxbol «DynDNS  Support» (no4yToBbIM  agpec:
support@dyndns.com). [na noaTBepXAeHUa pernctpaumm y4eTHON 3anmcum Heobxoanmo nepenTu

Nno yKasaHHOW B HEM CChbISIKe.
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I'nasa 7 Ilooknouenue IP-kamepwvl k cemu Mnmepnem

noaTBepXaoeHMeM cosfaHna u akTuBauum Bawen ydeTHOM 3anmcu. [na Bxoda Ha canT nog

CO3aHHON y4eTHOW 3anncbio BBeamTe naponb 1 Haxmute [Confirm Account] (Puc. 7.15).

) DynDNS...

Why DynDNS.com? Senvices & Pricing

DNS & Domains Email Services

Performance & Security

Support

Please Confirm Your Password

Please log in to finalize account activation.

Username cameral84

Essword sessne J

Confirm Account

Forgot your password?

PR ™\ TRUSTe

Puc. 7.15

LWar 5: cospgaHve yyeTHom 3anucu ansa cepsmca DynDNS 3aBeplueHo (Puc. 7.16).

) DynDNS.n

Why DynDNS.com? Services & Pricing

DHNS & Domains Email Services Performance & Security

Search

Support Vielcome camera184 (Free) ARG

| Congratulations! Your Account Is Now Active! I

Account camera184 has been confirmed and activated. Flease explare following optians to get started.

Most Popular

BEREE

| owonscustom |
205,

DNS hosting for yourdomain,com

Get a free domain name

Update monthly to avoid expiration

Branded URL-shor tening with WebHop
Use with Windows, OSX, routers & more

..also works with Apple AirPort & Bonjour
Free email and community support

Access to phone technical support

Add Hostname Add Pro Hostname Add Custom DNS

or try it for just $1.99/month ¥

Puc. 7.16
7.4.3. Co3paHne AOMEHHOro umeHu Ha cepeepe DynDNS
War 1: ana HacTpoviku yyeTHoOW 3anucu Ha cepBepe DynDNS 3anmgute Ha caut
www.dyndns.com 1 aBTOpuU3yWTeCb NOA CBOEN YYETHOW 3anucbio, AN Yero ykaxuTe (B npaBoMm

BEPXHEM YrIy) co3faHHble U 3aperucTpupoBaHHble UMS nornb3oBaTensa [Username] u naposnb
[Password], nocne yero Haxmute kHonky [Login] (Puc. 7.17).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N13201



BG\,UARD I'nasa 7 Ilooknouenue IP-kamepvl k cemu Mnmepnem

DNS & Domains mail rmancCe
C DynDNS...
Why DynDNS.com? Services & Pricing Support Have an account? m
Username
camera184
Rock solid, scalable DNS that just WORKS .

all the to 3
o

Forgot Your Password?

Create an Account

Get Started

A . 52 H
6’ Free Domain Name f&% Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
address or URL. class DNS, Mail, Performance, and Security services.
% Host your own website at home for free! # Easy-to-Use web interface with powerful expert tools.
# Cannect to your workstation, DVR, webcam from anywhere., 2 DNS servers in five datacenters around the glabe!
+ | dyndns-at-work.com E| Add Add

Puc. 7.17
War 2: ecnu Bce aaHHble YKa3aHbl nNpaBUIibHO, Bbl nonagete Ha nepcoHaribHy CTpaHuuy

HacTpoek. [Ina npogorkeHnsa HacTpouku Bblbepute nyHKT [Add Host Services] (Puc. 7.18).

DNS & Domains Email Services Performance & Security

C DynDNS....

Why DynDNS.com? Services & Pricing Support Welcome camera184 (FREE)

My Account My Services Billing Account Settings
My Services = View, modify, purchase, Update your billing Update your email address,
i and delete your services. 3 | information, complete a v set preferences, and delete
Account Settings purchase, and view - your account.
Billing My Zones/Domaing fvelces. Change Email Address
B My Cart Add Zone/Domain Services View Shapping Cart Change Password
‘s:’/‘ Oiems My Hosis _— Change Username

Add Host Services —_— Contact Manager

Billing Profile and Vouchers

Dynamic DNS Pro Mailing Lists

Dynect SMB Renew Services Move Services
Internet Guide Aufo Renew Seffings Preferences

Powersd by c\ Dyn MailHop Outbound Sync Expirations Close Account

S5L Certificates
Support
Premier Support
Contact Support
DNS Service Level Agreement

Puc. 7.18
Llar 3: Ha OTKpbIBLIEWCH CTpaHuUe HacTpoek HeobXOAMMO HacTpouTb napameTpbl
coefvHeHuna ¢ yctponctsoM. Beibepute xenaembii gomeH. Hanpumep, dyndns.org.
Hanee B none [Hosthame] ykaxuTe AOMEHHOE WM, ANA AaHHOrO npumepa 3TO -
cameral184. Ecnn pgaHHoe umsa Ons BblOpaHHOro AomeHa cBOOOAHO, TO AN Bbille yKa3aHHOro

npumMmepa nonyyaem JoMeHHoe nms - cameral84.dyndns.org (Puc. 7.19).
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C DynDNS...

Why DynDNS com? Services & Pricing Support

My Account Add New Hostname
My Services

You don't umently have 3 Dynamic DNS Pro service in your seoount,

To get the full benafits of Dynamic DNS, inchuding premium subscriber domains and other festres, 2éd Dyvnamic DNS Pro
o wour shopping cart & (or try it with $1.99 monthhy subscription],

zare, Pl
l Hostname:  [cameraiss -[d =] l

Wildcard:

‘crbyfor DyRDNS Pro sers

[C service Type: g Hos wih 1P address ]
. WibHop Radrect (URL forwarding servie]
7 Offiine Hostname

Account Settings 1P Address:  |23.105.128.207
- Ye nt locstion's 1P is £9.105.178.7207
Billing -
TTL vake is 60 seconds, TIL...
& o
T oo

Mail Routing: [k have mail server with another name and would like

to add MX hostname. ..
WE'RE HIRING

What do you want to use this host for?

Select services and devices you would fike to use with this hostname,
P Dyn " :
Work From Home Office or VPN:
vpn f mail = b server
hat ser voip
Hosting and Design For Web Sites and Blogs:
blog gallery wiki porfolio ecommerce  web page

Puc. 7.19

[na conoctaBneHns Tekylwlero AnHamuyeckoro IP-agpeca kamepbl ¢ JOMEHHbIM UMEHEM
Heobxoaumo ykasaTb IP-agpec TOro ycTponcTBa, KOTOpPOE Mbl HacTpamBaeM Ans paboTbl yepes
DDNS. llo ymonuyaHuio cepBuUC onpegenseTt ToT IP-agpec, ¢ KOTOpPOro Ha AaHHbIA MOMEHT

BpeMeHu npoucxoauT nogkntoyerne (Puc. 7.20).

IP Address:
Your current location's IP address is 89.105.128.207

TTL value is 60 seconds. Edit TTL...

Puc. 7.20
Beegute Tekywun IP-agpec, BblaHHbIA Bawum npoBangepom B HaCTOALMA MOMEHT, U
HaxkmuTe kHonky [Add To Cart].
War 4: npu ycnewHoOM CO34aHMM [OOMEHHOIO MMEHW OTKPOEeTCs CTpaHuua C
noaTBepXaeHnem atoro. Tak Anga npMMmepa, OnMcaHHoro Boiwe, 6yaeT yka3aH CO34aHHbIN akkayHT

cameral84.dyndns.org. [lns aktmeauun JOMEHHOro MeHn Haxmute kHonky [Next] (Puc. 7.21)
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DNS & Domains Email Services Performance & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome cameral84 (Free)

My Account Shopping Cart

My Services

Host cameral84.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings
— Your cart contains free services only. You will not be asked for credit card information.
illing
Active Services Upgrade Options

Auto Renew Settings

Free accounts allow only two Dynamic DNS hosts.

Order Histary

Billing Profile 5
= To get Dynamic DNS for your own domain, use Custom DIS.

Dynamic DNS Hosts

WE’RE H|R|NG cameral84.dyndns.org = remove $0.00

Flease enter coupons in the box below and dlick "Add Coupon".

Powared by () Dyn A Govpon Sub-Total: $0.00

Order Total: £0.00

‘Would you like to print an estimate/quote?

view our
refund policy

Puc. 7.21

Ha oTKphbIBLLENCSA CTpaHULE aKkTUBaLUN HAXXMUTE KHOMKY [Activate Service] (Puc. 7.22).

DNS & Domains Email Services Performance & Security

( DynDNS....
Why DynDNS.com? Services & Pricing Support Welcome cameral84 (Free) -

My Account Free Services Checkout

My Services

Account Settings Once you have confirmed the contents of your cart your services will be instantly activated.

Billing
Service Period Price

Active Services .
- Dynamic DNS Hosts
Auto Renew Seltings
Crder History cameral84.dyndns.org - $0.00
Billing Profile

Sub-Totak $0.00

WE'RE HIRING

view our
refund policy

Powered by o Dyn

Puc. 7.22
War 5: ganee npu ycnewHom akTmBauMm [JOMEHHOrO MMEHM OTKPOEeTCs CTpaHuua,

noareepxgatowas ato (Puc. 7.23).
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DNS & Domains Email Sarvices Performance & Security

@ DynDNS.n
Why DynDNS.com? Services & Pricing Support Welcome camera184 (rree) Tt

“Just created my free domain name with @DynDNS! Mow | can remote desktop, host web sites at
home, and more. http://bit ly/aXjUnG #DNSISSEXY™

Send a tweet and show us some love!

My Account Host Services

My Services

| cameral84.dyndns.org successfully activated. I

Dynamic DS Pre

ot Guide Hostname Service Details Last Updated

cameral84.dyndns.org Host 89.105.128.207 Dec. 16, 2010 4:35 AM
E:> and transfer, » Host Update Logs Add New Host
D rvices
Host Services
Dynamic BHS hosts, WebHop
URL Forwarding
Dynect SMB
MailHop Outbound Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
SSL Cartificates

Check out what our users are talking about below: C DynDNS—. Commmity e
Renew Services i

Puc. 7.23

War 6: cosgaHMe gOMEHHOro MeHn Ha cepeepe DynDNS 3aBepLueHo.

7.4.4. HacTtpomnka o6opyaoBaHusa ana paborbl ¢ cepBucom DynDNS

Tenepb TpebyeTca HacTpoutb IP-kamepy B COOTBETCTBUM C OAHHLIMWU, MOJTYYEHHBIMU NPWU
pernctpaumm Ha cepsuce DynDNS (nyHkTbl 7.4.2, 7.4.3 naHHoro PykoBoacTtea).

O6HoBnATh IP-agpec Ha cepBepe DynDNS moxeT kak IP-kamepa, Tak u mapLipytusaTtop (B
cnyyae ecnu IP-kamepa noaknioveHa k cetn VIHTepHET Yepes MapLupyTusaTop).

UTto6bl HacTpouTb IP-kamepy ansa paboTbl ¢ cepucom DynDNS BbinonHuTe cnegyowme

JEencTBuUS:

BHUMAHUE!

IP-kamepa JormkHa ObiTb NoAkmntodeHa Kk ceT VIHTepHeT Hanpsimyto.

War 1: paspewwute onumio [DDNS] B HacTpoikax |P-kamepsl: HACTPOUKN - Cems
HononnumensHsbie - DDNS.

LWar 2: ykaxxute noctaswumka cepsuca DDNS B none [CepBep].

LWar 3: BBeanTe MmMsa nonb3oBaTensi, NONy4EeHHOE NpKU perucTpaunm Ha canTe nposangepa
DDNS B none [Monb3oBartens].

LWar 4: BBeguTe napornb, NONYYEHHbIN Npu perncTpauum Ha camte nposangepa DDNS B
none [Mapons].

Lar 5: noBTOpHO yKkaxuTe napons B rorne [[loBTopuTe naponsb].

LLar 6: BBeaMTe OOMEHHOE UMSA, MOMyYeHHOEe Mpu perncTpauum Ha cavTte nposavigepa

DDNS B none [HazBaHue gomeHal.
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BHUMAHUE!

Bonee nogpobHO HacTporka kamepbl u4epe3 Beb-uHTepdenc paccmotpeHa B PykoBoactBe no

SKCnJ1yaTauunun.

B cootBeTcTBMM C AaHHbIMKM, MNOSlYYEHHbIMM MNpU pernctpauum Ha cepsuce DynDNS
(nyHkTBI 7.4.2, 7.4.3 panHoro PykoBoacTea), B none [CepBep] BoiGepute www.dyndns.org, B nonsi
[Monb3oBaTenb] 1 [[Maponb] BBeanTe cooTBeTCTBEHHO cameral184 n 123456. B none [HasBaHue
AomeHa] Heobxoammo ykasaTb cameral84.dyndns.org (Puc. 7.24).

LWar 7: ang npyuMeHeHns HAaCTPOEK HAXXMUTE KHOMKY [CoXpaHuTb].

BC\VARD N13201 Megapixel IP Camera

L&”XJ RTSP_|[ UPnP_| Bonjour r DDNS 1
WMudopmaumn
CucreMHble DDNS
¥ CeTb DDNS @ Bxkn @ Omxen
OcHOBHBbIE Ce http: dynd
peep p://www.dyndns.crg
MonssoeaTens
MpocMoTp
Bocnpou3segeHne Maporns

CobbiTne MoeTopKTe Napons
HazsaHwe foMeHa
Mepuos obHOBNEHWA @ AesTo

@ MMepwvoguueckd |5 |Z| MIH.

CoxpaHuTs ] [ OTMEHUTE

COPYRIGHT & 2012 BEWARD Co., Ltd.Bee npasa sawmmumenn:.

Puc. 7.24
BHUMAHUE!

[N npumeHeHns ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska ycTponcTea.

BHUMAHUE!

Ecnn obHoBneHue IP-agpeca ons Bawero goMeHHOro mmeHn He ByaeT npousBoAUTbLCA B TedeHue 35

OHen, 3To JOMeHHoe nma ByaeT ocBoboXxaeHo!

LWar 8: HacTponka IP-kamepbl gns paboTtel ¢ cepsucom DynDNS 3aBepLueHa.

PaccmoTtpum npumep Hactponku DDNS ana mapwpyTtusatopa Ha npumepe Planet XRT-
401D. O6opyaoBaHuWe opyrmx MapoK HacTpanBaeTCsl aHanorM4Ho, B COOTBETCTBUM C MHCTPYKUMEN
no aKcnnyatauum K npumeHsemomy obopyaoBaHuioo. YTobbl HacTpouTb MapLipyTu3atop Ang

paboTbl ¢ cepsucom DynDNS BbInonHUTE cnegyowme 4eNCTBUS:
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BHUMAHUE!

MapLupyTtusatop gomkeH nogaepxmBatb hyHKUMO paboTtbl ¢ DDNS, gormkeH GbiTb MOAKIIOYEH K CETU

MHTepHeT N MMEeTb COOTBETCTBYHOLLINE CETEBbIE HaCTpOVIKM.

War 1. BBeaute B agpecHom cTpoke Opaysepa IP-agpec wmapwpytmsaTopa. B
NosIBUBLLEMCSI OKHe 3anpoca BBeguTe NorvH 1 naponb. [locne yaayHon aBTopusaumm OTKpOeTCs
OCHOBHasi CTpaHuua HacTpoek maplipytm3aTtopa. Belibepute nyHkT meHto [General Setup] (Puc.
7.25).

HOME | General Setup | Status | Tool:

Broadband Router XRT-412

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router te your Intemnet Senice Provider (ISP}
through an external cable or a DSL modem.

General Setup

The Broadband router supports advanced functions like Virtual Senver,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

Status Information

The Broadband router’s status information provides the following
information about your Broadband router: Hardware/Firmware versian,
Serial Number, and its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restare, or
Restore ta Factory Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router.

Puc. 7.25

War 2: B nossuBwemca MeHio Bbibepute nyHKT [DDNS]. AktnBuaunpynte DDNS-KNueHT,
noctaeue cnaxok [Enable].

LWar 3: B COOTBETCTBMM C AAHHBIMU, MOMYy4YEeHHbIMU NpK pernctpaumnm Ha cepsuce DynDNS
(nyHkThl 7.4.2, 7.4.3 paHHoro Pykosogctsa), B none [Provider] Bbibepute www.dyndns.org, B
none [Domain name] Heobxoammo ykasaTb cameral84.dyndns.org, B nonsa [Account] u
[Password] BBeguTe cootBeTcTBEHHO cameral84 n 123456. (Puc. 7.26).

> HOME | General Satup | Status | Tools
() PLANET
Nt & ot

Internet Broadband Router

DDNS ¢
® System

#WAN DDNS allows users to map the static domain name to a dynamic IP address. You must get a account, password and your static domain name from the DDNS service
»Dynamic IP providers. Our products have DDMS support for www.dyndns_org and www.tzo.com now.
» Static IP
»PPPoE

e YTl ©Enable ODissble
Tl i Pon DyroNs v

»DNS

®LAN Account / E-Mail :
ShAT Posoword  or-
® Firewall
Koty
Puc. 7.26

BHUMAHUE!

ByobTe BHMMAaTenbHbl: NPY HEKOPPEKTHOM 3anOfIHEHWM MapLUPYyTU3aTOp HE CMOXET MOAKIMIOYMTBCS K
cepsepy DDNS.
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LWar 4: anga coxpaHeHus uaMeHeHu HaxmuTe [Apply].

LWar 5: HacTporika mapLupyTmusatopa ans paboTsl ¢ cepemcom DynDNS 3aBeplLueHa.

Ecnn Bce HacTpoviku BbIMNOMHEHbl BEPHO, TO Tenepb Balw cobCTBEHHbLIN pecypc ceTu
OTKpbIT AN goctyna 13 nobor TOYKM 3eMHOro Wwapa noj CBOMM YHUKaNbHbIM MMEHEM, NMOHATHBIM
1 yooGHbIM Ans 3anomMuHaHms. Tenepb Ansa obpalleHuns K kamepe OCTaTouHO B Gpay3epe BBECTU
3anpoc http://cameral84.dyndns.org, n ecnu BCe HACTPOWKWN BbINOMHEHbI MPaBUIbHO, TO Bbl

nonazgeTe Ha rmaBHy CTpaHuLy kamepbl.
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MpunoxeHus

MpunoxeHune A. 3Ha4eHUA UCNOSb3yeMbIX NOPTOB

Ha3HauyeHue nopra 3Ha4yeHue No yMON4yaHuo Oduana3oH 3Ha4YeHuUn
HTTP 80 1124..65534
MNepeapgpecauus HTTP ¢ 80 1124..65534
nomoubto UPNP
Mepeagpecaums HTTPS ¢ 443 1124..65534
nomoubo UPNnP
RTSP 554 1124..65534
Mepeagpecaunsa RTSP ¢ 554 1124..65534
nomotbo UPNnP
Ha4vanbHbIn NopT AnanasoHa 5000 1124..65435
RTP
KoHeuHbI nopT gManasoHa 7999 1223..65534
RTP
MopT BMaeo ana MynbTtukact - 1124..65534
MopT aygno ans MynbTukact - 1124..65534
SMTP 25 1..65535
MopT yoaneHHoro cepeepa 514 1124..65534
XypHana cobbITun
MopT cepBepa cobbITUN 80 1..65535
MopT npokcu - 1..65535
[eTekTop aBvxeHus 1999 -
Motok MPEG4 (HTTP) 80 1124..65534
Motok MIPEG (HTTP) 80 1124..65534
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MpunoxeHue B. 3aBoackne ycTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetu 255.255.255.0
LWnio3 192.168.0.1
Nms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
RTSP-nopT 554
SMTP-nopt 25
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MpunoxeHne C. OOwue cBegeHuss o 6Ge3onacHOCTU 6GecnpoBOAHbIX

coeAiHeHUNn

[Ana npegoTBpalleHns HeCaHKUMOHMPOBAHHOIO AocTyna K 6ecrnpoBOAHOMY COEAMHEHUIO
Heobxoanmo ocoboe BHMMaHME K Bornpocam 6e30nacHOCTH.

becnpoBogHas Todka gocTyna noggepXusaeT Heckornbko BuaoB 3awmtbl Wi-Fi cetn ¢
NCMonb30BaHNEM Pa3fiMYHbIX METOAOB M anropuTtMoB WwundpoBaHns n maeHtndpumkaumm (WEP,
802.1x, 802.1x ¢ WEP, WPA-PSK, WPA-AES n WPA RADIUS).

Mcnonb3oBaHue TOro nnuv MHOro Buaa WNgpPoBaHUS NO3BOSIUT 3HAYUTENbHO CHU3UTb PUCK
nepexsaTta MHOPMaLMM N HECAHKLUMOHNPOBAHHOIO NogkmntoyveHus K Balwen 6ecnpoBogHon cetu.
HaunGonee npocTton n 0gHOBPEMEHHO HaMMeHee 3allMLLEHHbIN NPOTOKON WwWudgpoBaHnsa ato WEP
C AnvHON Kntova 64 6ut. Ero cnegyet ncnonb3oBaTtb TOMbLKO B TOM Criyvyae, ecnu nogkniovaemoe
obopyaoBaHne He NnogaepXXnBaeT Apyrux anroputmMoB WNpoBaHus.

Mpotokonbl 3awntel WEP (Wired Equivalent Privacy), WPA n WPA2 obecneumBator
edVHYI0 VMHMPaCTPYKTypy [Ans ynpasneHus AOCTYNoM, 3awuTbl U WMAPOBAHUA [aHHbIX,
nepecbinaemMbix Mmexay 6ecnpoBogHon Toukon goctyna n 6ecnpoBofHbIM KNMeHToM. [ns 3awuThbl
NOAKMYEHNs Ha ToYke AocTyna Heobxoammo aktusmamposatb WEP nnn WPA.

B ocHoBe npotokona WPA, kotopein npuwen Ha cmeHy WEP, nexut nogMHOXeCTBO
ctrangapta IEEE 802.11i, a WPA2 ocHoBaH Ha oOKOoHYaTenbHOW pepakuun ctangapta |IEEE
802.11i. B WPA npumeHsieTca Heckornbko cnocoboB n anroputmos, B YactHoctn TKIP (Temporal
Key Integrity Protocol) 1 AES (Advanced Encryption Standard) gns noBbllieHUs HageXHOCTU
METOOOB YNpaBfeHus Knovamy U WwudpoBaHus. BonbLUIMHCTBO COBpPEMEHHbIX GecnpoBOAHbLIX
YyCTpPOUCTB coBMeCTUMbl ¢ WPA.

WEP 1 WPA wndpytoT gaHHble, nepeckbiriaeMble Mexay Toukon JocTyna v yaaneHHbIMU
KnneHtamu. To ecTb, Kno4 (Habop CMMBONOB), N3BECTHbIV Kak 6ecnpoBoaHon Tovke AocTyna, Tak
N KNWEHTY, Ucnonb3yeTcsa Ansa wudpoBaHMa U BOCCTAHOBIIEHUSA AAHHbIX, NEePeChINiaeMblX Mexay
3TUMKU ycTporcTBamu. B3anomuiuk, 3aBrnageBLUMW KMKYOM, MOXeT pacwmdpoBaTb [aHHble,
nepecbinaemole Mexagy 6ecnpoBogHbiMM AP 1 KIMEHTOM WU YCTaHOBUTb COEAMHEHuEe C
BecnposogHon Toukom gocTyna.

CywecTtBeHHbIn Hepgoctatok WEP - 370 HeobxoaMmocTb BpYYHYH) BBOOWTb  KIHOM,
ncnonb3yembl 4nsa wngpoBaHus, Kak Ha 6ecnpoBOAHON TOYKE, TaK M Ha KINEHTE.

Ana yctpaHeHus HepgoctatkoB WEP-wndposaHma npotokon WPA gononHeH dyHKUuAMM
ynpasnenuns knwoyom. Kak u B WEP, knioy 3gecb ucnonbsyetcs ansa wWu@poBaHUA LaHHbIX.
OpHako OH BBOOMTCHA OOMH pas, a BNocneacTeuMm ¢ nomollbto atoro kntoda WPA reHepupyeT
HaCTOALLMIA KNoY AN wudpoBaHua gaHHbiX. WPA nepuoguyeckn meHdaeT knod. CnegoBaTensHo,
B Crny4yae B3fnomMa krnoya wudpoBaHusa, ToT OyaeT noneseH TOMbKO OO Tex MNop, Moka

GGCHPOBO,D,HGFI Touka Aoctyna n KnneHT aBToOMaTtu4eCkn He USMEHAT €ero.
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OntumanbHbiM  pexumom  senaetca WPA Pre-Shared Key (WPA-PSK), kotopbiv

obecneynBaeT 4OCTAaTOMHO HAAEXHYIO 3alUTy U NPOCT B HACTPOWKeE.

Ana Hactporkn ncnonb3osanusa pexuma WPA-PSK HyxHo BbibpaTb napameTtp WPA Pre-
Shared Key. B Touke goctyna peanusoBaHbl Tpu anroputma WPA: TKIP, AES u coBMeLLEHHbIN.
TKIP - 3TO ycTapeBwWMWA NPOTOKOM, MNpeAHasHadeHHbI Ans  Toro, 4tobbl  YCTpaHUTL
MHoOroumcneHHole npobnembl WEP 00 LWMpoKOro pacnpocTpaHeHusi nMpoToKofa CcrieaytoLlero
nokonenuns WPA (WPA2). B TKIP ncnonbayetcs TOT e anroput™m wudposaHus, 4to n 8 WEP, Ho
MHorne nsbsiHel WEP ycTpaHeHbl 6narogaps anHamMm4eckon CMeHe Krtoya WndpoBaHUS 4aHHbIX,
WNpoBaHNIO OaHHbIX HACTPOWKW, NpeacTaBfieHHbIX 0ObldHbIM Tekctom B WEP, n nposepke
LenoCTHOCTK coobLleHnn. AES - 3TO HOBbIN, UCKIIOYUTENBHO HAAEXHbIN anropuTM WndpoBaHns,
Oasmpyembin Ha ctaHgapte 802.11i n WPA2. OgHako OH noka He peann3oBaH BO BCEX
annapaTHbIX cpeacTBax 1 nporpammMHoM obecneveHun. o Bo3MOXHOCTH cnegyeT BblbupaTb AES.

Mocne Bbibopa pexuma paboTbl BBoauTcs ko4 WPA Shared Key. Heobxoanmo BBectun
OAMH W TOT Xe KMNY Ha BCEX KIMEHTax, KOTopble YCTaHaBNMBAOT CBA3b C TOYKOW AOCTyna.
CnegyeT BbiOMpaTb ANWHHBIA, TPYOHO pasragbiBaemMbln kntod. [OnvHa knoya He MmeHee 8
cumBonoB, Ho He 6Gonee 63 cumBonoB ASCIl. PekomeHayemasa pnvHa knioda He Gonee 20

CMMBOIOB.

NMPUMEYAHUE!
He pekomeHayetcst BBoauTb krtod anvHon Gonblie 20 ASCIl cumBOnoB, Tak Kak ANWHHBIA KIKOY MOXET

CylwleCTBeHHO 3aMesinTb pa60Ty 6eCFIPOBOﬂ,HOl7I ceTu.

Ecnu knueHTbl HecoBmecTuMbl ¢ WPA, nydwe ncnonb3osate WEP, yem BoBce oTkasatbcs
oT 3awuTtbl. [Ana HacTpovkn WEP B cneayet ykasatb pexum 6e3onacHoctn Shared Key (MeHto
Advanced Setting), BbIbpaTb kY ANA WUCNONb30BaHWMA B KayecTBe CTaHAAPTHOrO Kroya
nepegayn (kno4 ¢ Homepom ot 1 go 4) n anuHy WEP kntova (64 unun 128) ¢ npencrasneHnem B
wecTtHaguatepmndHom unn  ASClI-cbopmaTte. Kniou cnegyet BeBectu B none Key, KoTtopoe
COOTBETCTBYET BbIOpaHHOMY CTaHAApTHOMY Knody nepegayn. Hanpumep, ecnu BbibpaH 64-x
pa3psAaHbIN WeCTHaALATEPUYHbIV KIOY, TO MOXXHO BBECTU CTPOKY M3 OECATU LUeCTHaaUuaTepUYHbIX
undp. 3Ty KoHpurypaumo WEP-kniovya HeobxoauMMo MOBTOPUTbL BO BCEX KIMEHTax, NnoaTomy

cnepyeT BblibupaTb BapuaHT HACTPOMKK, NpUeMIeMbIN A58 BCEX YCTPOUCTB.

NMPUMEYAHUE!
Mpouenypa HacTponkn WEP-wmndpoBaHMa MOXeT pasnuyatbCa A8 pasnuyHoro obopygoBaHus B
Oonbluen creneHu, Yyem Hactpovika WPA, nostomy pekomeHpauum no WEP TpyaHee apantupoBaTtb K

KOHerTHOI7I cutyauun.
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MpunoxeHue D. MMoccapumn

3GP - mMynbTMMeOunHbIN KOHTEWHEp, onpeaendembln MapTHépcknm Npoektom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeaumnHbix cnyx6 3G UMTS.
MHorve coBpeMeHHble MOBWnbHble TenedOoHbl MMET (PYHKLMM 3annucu U nNpocMoTpa aygmo u

Bugeo B hopmate 3GP.

ActiveX — 3TO cTaHAapT, KOTOpbIM paspeLlaeT KOMMNOHEeHTaM NPorpamMmMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaBnsTb anemeHTamu ynpasneHus ActiveX, gokymeHTammu
ActiveX un cueHapusmmn ActiveX. OnemeHTbl ynpaBneHusa ActiveX 4acTto 3arpyxawTcs |
WHCTanNNupyTCa aBTOMaTUYEeCKW, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TexHONOrus He
SIBMISIETCS KpoccniatopMeHHOM 1 nogaepXnuBaeTcs B NoriHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa uudpoBas
aboOHeHTCKasA nWHUA) - MOOEMHasl TEXHONOorusi, npeBpallarllasl aHanoroBble CUrHanbl,
nepegaBaemMble MOCPEACTBOM CTaHO4APTHOM TeNegOHHON NHUK, B LUAPOBbLIE CUrHanbl (NakeThbl

Ll,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKW.

Angle / Yron o63opa — 370 yron, KOTOpbI 06pasyloT nyyn, CoeauMHSOWNE 3a0HI0K TOYKY
obbekTMBa 1 gnaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PACCTOSHWE U Yalle BCero
Bblpaxkaetca B rpagycax. OObIMHO yron 3peHust uamepsieTcs Ha nvH3e, OKYC KOTOPOM
yCTaHOBIIEH B GECKOHEYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl 4ENAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A5 NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEeKTUBLI UMEIT yron 3peHus oT 45 no 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / TlpoTtokon onpegeneHna appeca) -
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HU3KOr0 YPOBHS, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca kKaHanbHOro ypoBHS NO N3BECTHOMY apecy ceTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Gnarogapsa noBcemMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3T1oT npotokon wucnonb3yetca ana ceasum |IP-agpeca ¢ MAC-agpecom
ycTponctBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio /| PopmaTt 3KkpaHa — 370 popmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6bwwmn dopmat kagpa, WUCMOMb3yeMbI ANS  TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaBnsaeT 4:3. TenesngeHne Bbicokon YyeTkoctn (HDTV) ncnonesyet chopmat kagpa
9:16
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Authentication / AyteHTudumkauma - npoBepka NPUHALMEXHOCTM CyObLEKTY [ocTyna

npeaobsBreHHOro UM uaeHTMdukaTopa; noAaTBepxaeHne noanuHHocTn. OguH M3 crnocoboBs
ayTeHTMdMKauMm B KOMMbIOTEPHOM CUCTEME COCTOUT BO BBOAE Ballero Mnorb3oBaTenbCKoro
naeHTudukaTopa, B NPOCTOPEYUN HasblBAEMOro «JiorMHom» (login — perucrpauuoHHoe unms
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMM, 3HaHMe KOTOpOu
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NMonyyms BBEAEHHbIV NONb30BaTENEM JTIOMMH
N Naposib, KOMNbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOPOE XpaHUTCSA B cneuuarnbHon base

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris |/ AP0 (AsToperynupyemasa pauacparma) - 3T0 aBTOMaTuveckoe
perynupoBaHue BenuyuHbl AuadparMbl AN KOHTPOMsS KOnmuyecTBa CBeTa, nonagarowero Ha
maTtpuuy. CylwecTByeT ABa BapuaHTa aBToMaTuyeckon perynupoBku guadpparmel: Direct Drive u

Video Drive.

Biterate / Butpent (CkopocTb nepeAaymn AaHHbIX) - GykBarbHO, CKOPOCTb NPOXOXAEHUS
OuTOoB MHOpMaunn. BUTpenT NpUHATO MCnonb3oBaTb NPU U3MeEpPeHUM 3PPEKTUBHOM CKOPOCTH
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(noMMMO TaKoBOM, MO KaHany MoOXeT nepeaasaTbCsi CryebHasi HdopMauus).

BLC (Back Light Compensation / KomneHcauua ¢oHOBOM 3acBeTKW, KOMNeHcauus
3agHero cBeTta). TUMNWYHBIN NpUMEpP HEOOXOAMMOCTU MUCMNOMb30BaHMA: YenoBeK Ha hOHe OKHa.
OnEKTPOHHbIN 3aTBOP KaMepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0bLLY0 OCBELLEHHOCTb CLEHBI,
"Bngmumon" kamepon yepes ob6bekTnB. COOTBETCTBEHHO, Manas durypa yenoseka Ha 60MbLIOM
CBETMNOM (DOHE OKHa BbINIbLETCHA B UTOre "3acBeTkon" Bcen KapTuHKW. BkniodeHne yHkuumn "BLC"

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty ABTOMAaTUKN KaMepbl.

Bonjour - npoTokon aBToMatnyeckoro obHapyxeHusi cepBmcoB (Cnyx06), ncnonb3yemMbliin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTca
A8 UICNONb30BaHWSA B JTOKarnbHbIX CETAX M MCMONb3yeT cBeAeHus (3anucn) B crnyxbe OOMEHHbIX
nmén (DNS) ansa obHapyxeHuss Opyrmx KOMMNbOTEPOB, PABHO KakK U UHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B GrivKanLEM CETEBOM OKPYXXEHUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONALWMI MTMOKO ynNpaenaTb NPOCTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XKECTKME paMKK KraccoBon agpecauunn. Kcnonb3oBaHMe 3TOr0 MeToga MNo3BOfdeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHWe pasnuyHbIX

MacoK nofceTen K pa3nuyHbiM NoAceTAM.

CCD / N3C-maTpuua - 3T0 CBETOUYBCTBUTESNbHbBIA 3NIEMEHT, MCNOMb3YIOLLNACA BO MHOMUX
UMpPOBLIX Kamepax M NpeacTaBnsalWUn cCOBON KPYNHYHO UHTErparibHyl0 CXeMy, COCTOSLLY U3

COTEH TbICAY 3apsgoB (NuUKcenemn), KoTopble nNpeobpasyroT CBETOBYH) SHEPIMKO B 3NEKTPOHHbIE
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curHanbl. Pasamep matpuubl M3aMeHsieTcs No guMaroHanm n MoxeT coctaenate 1/4", 1/3", 1/2" vnn
2/3".

CGl (EpvHbIM wWNO30BbLIN  UMHTepdenc) - cneundmkaums, onpegensowas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamun. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ansa o6paboTkm AaHHbIX POPMBI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMblA TUM MNOYyNpPOBOLHUKA,
KOTOPbIA MUCMNONb3yeT Kak oOTpuUaTenbHYl0, TaK W MOMOXUTENbHYIO 3MNEKTPUYECcKyo Uuenb.
MockonbKy TONbKO OfHAa M3 3TUX TUMOB Lenen MoXeT BbiTb BKIOYEHa B Ntoboe JaHHOe BpeMs, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3fIeKTPOIHEPTrMK, YeM MUKPOCXEMbI, UCMONb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpPOCXEeMaX
cogepxaTt cxembl 06paboTKkM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakKe bonee OopormMun B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) - TexHonorus, npumeHsiemas Ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIO UMEHM YCTPOMNCTBY (KOMMbLIOTEPY, CETEBOMY HAKOMUTENIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6bIThb IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yganéHHoM [JocTyne 4epe3 mogem). [pyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUWHOM MO AOOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / [lpoTtokon AuHamu4veckomn
KOHdUrypaumm ysna) — 370 CETEBOW NPOTOKOS, NMO3BOMSIOLINA KOMMbIOTEPAM aBTOMaTU4eCKu
nonyyatb IP-agpec v gpyrne napametpbl, Heobxognmble onsa pabotel B cetn TCP/IP. JaHHbIN
NpPoTOKON paboTaeT no MoAenn «KNueHT-cepBep». [ns aBTOMaTM4YeckonW KoHdurypaumm
KOMMNbIOTEP-KITMEHT Ha 9aTane KoHurypauum CceTeBOro YCTponcTBa obpawaeTtca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 3TO nporpaMma, KoTopasi HasHa4yaeT knueHtam |P-agpeca BHyTpu
3a4aHHOro AvanasoHa Ha onpedeneHHbIn nepuod BpeMeHu. [aHHy yHKUMIO noaaepxuBaroT

NnpakTU4YeCkn BCe COBPEMEHHbIE MapLLpPYTU3aTOpPbI.

Digital Zoom / LiucbpoBoe yBenuyeHue - 370 yBennyeHne pasmMepa kagpa He 3a cuyer
ONTKKW, @ C NOMOLLIO KaapupoBaHUsA NONYYEHHOro ¢ MaTpuubl n3obpaxeHus. Kamepa Hu4ero He
yBENMUMBaET, a TOMbKO BbIpe3aeT HYXHYH YacTb WU300paxeHnss M pacTarmBaeT ee [o

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH - TakKe OOMEHbl MOryT ObiTb UCMOMb30BaHbI
OpraHnsaumsiMiM, KoTopble XOTAT UEHTPanun3oBaHHO yNpaBnsaTb CBOMMM KOMMbiOTEPaMu (Ha
KOTOpbIX YyCTaHOBMeHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax

AOMeHa nosly4aeT Y4YeTHyl 3anucb, koTopas OOGbIYHO paspeluaeT 3aperucTpupoBaTbcs U
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ncrnonb3oBaTb tobon KOMMNbOTEP B OOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEP MOryT ObITb

HaloXXeHbl orpaHun4yeHunA. CepBepOM AOMEHHbLIX  UMEH ABNAETCA cepsep, KOTOprI7I

ayTeHTMd)VILI,VIpyeT nonb3oBaTteneun B ceTu.

Ethernet - nakeTHasi TexHonorusi nepedadv AaHHbIX MPEUMYLLECTBEHHO B JOKamNbHbIX
koMnbloTepHbIX ceTax. CraHpapTtel Ethernet onpepensoT npoBoAHble coeauHEHUs U
3MNeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpoBHe, chopmaT KagpoB W NPOTOKOSbl yrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue yctaHOBKM MO YMOSIT4aHUIO — 3TO YCTaHOBKW,
KOTOpbl€ N3Ha4anbHO UCMONb30BaHbl AN YCTPONCTBA, KOrga OHO OTrpy)XaeTcs C 3aBoAa B NEPBbLIN
pa3. Ecnn Bo3HMKHET HEOOXOOUMOCTE NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTAHOBOK
MO YMOMYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbIO

nepeycraHasinBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHDbI NOfIb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBomn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U WHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TOJbKO 3aperncTpMpoBaHHbIM NoNnb3oBaTtensm byaeT paspeleH OCTyn U3 OQHOW CETU B OPYryio
ceTb. bpaHamayapom moxeT 6bITb nNporpammHoe obecnedeHne, paboTaroliee Ha KOMMbHTEpPE,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue - u3mMepsiemoe B MunnumeTpax ¢oKycHoe
paccTtosaHne 06beKTMBaA Kamepbl, onpenenstolee LWNPUHY ropMsoHTanbHON 30HbI 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpenensaercd Kak pacctodgHne OT nepeaHen rnaBHom
TOYKM o nepegHero dokyca (ana nepegHero hOKyCHOrO pPacCTOSIHUA) U KaK pacCTodHue OT
3aHewn rmaBHON TOYKM 0 3aaHero dhokyca (ans 3agHero pokycHoro pacctoaHusd). MNpu aTom, noa
rMaBHbIMKM TOYKaMW MNOAPA3YMEBAOTCA TOYKM nNepecedyeHus nepegHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KappoBasa 4actoTa - KONM4eCcTBO KagpoB, KOTOpoe BuaeocuctemMa (KoOMnboTepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsetca nonHoe BugeounsobpaxeHne. B dopmate 2:1
YyepeccTpoyHon pasBépTkm uHTepderica RS-170 wn B dopmatax MexagyHapogHoro
KOHCYNbTaTUBHOIrO KOMUTETa NO pagnoBELLaHMIO, Kagp co3gaeTcsa u3 ABYX OTAENbHbIX obnacren
NNHWIA 4YepecCTPOYHON pasBepTkn 262.5 nnu 312.5 Ha yactoTte 60 nnmn 50 My gns TOro, 4ToObLI
copmmpoBaTh MOMHbIN Kagp, KOTOpbIM 0ToBpa3uTca Ha akpaHe Ha yactote 30 wnm 25 y. B
Buaeokamepax C MNpPOrpeccMBHOM pa3BepTKOW KaxAdbl Kaap CKaHUPYeTCH MOCTPOYHO UM He

ABNAETCH YEPECCTPOUHbIM; BONBLUMHCTBO MX HUX OToBpaxaeTcs Ha YactoTte 30 n 25 Iy,

FTP (File Transfer Protocol / [MpoTtokon nepepaun anoB) — 3TO NPOTOKON

NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4TOObI
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obmeHuBaeTca parnamum Mexagy KomnbioTepamu/yctponctBamm B cetTn. FTP  nossonser

nogknoyaTbca K cepsepam FTP, npocMaTpuBaTb CooepKMMOe KaTanoroB U 3arpyxaTtb annsl ¢
cepBepa unu Ha cepsep. NpoTokon FTP oTHocuTcs K MpoTOKONam MNpUKNagHOro ypoBHA U ANnd
nepegayn AaHHbIX UCNOMNb3yeT TpaHCNopPTHLINM NpoTtokon TCP. KomaHabl 1 AaHHble, B OTnMyune oT
GonbLlUMHCTBA ApYrMx NPOTOKOSMOB rnepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHbelx, nopTt 21 - Ang nepegaym komaHg. MNopt

ana npuema gaHHbIX KInMMeHToM onpenendeTcd B guarnore corfiacoBaHuA.

Full-duplex / MonHbIM Aaynnekc — NONHbIM Aynnekc npencraensier cobon nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HarnpasfieHusax. B cucteme 3ByKOBOCNPOU3BEAEHUS 3TO MOXHO
onucartb, Hanpumep, TenedOoHHbIMU cucTeMamun. Takke NonyayniiekcHas cBsA3b obecrneymBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a OOWH pas.

G.711 - craHgapT gns npeacrtasnexHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoadhbmumeHT ycnneHmnsa - KoadhpuUUMEHTOM yCUNeHna aBnsieTca KoapuumneHT
YCUNEHUsT W OKCTEHTa, B KOTOPOM aHamnoroBbld YCUNUTENb YCUNUBAET Cuny curHana.
KoadbdpmumeHTbl yecmunenunsa obbl4HO BbipaxatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yl'lOTpeGVITeJ'IbeIM cnocobom ans n3mMmepeHnda ycuneHuna ycumnutens.

Gateway / MexceTeBOM LWMHO3 — MEXCETEBbIM LUMO30M SBNAETCA CeTb, KOTOpas
OENCTBYET B KayeCcTBe TOYKM BXOoAa B Apyryto ceTb. Hanpumep, B KOpnopaTMBHOW CETU, CepBep
KOMNbloTEpPa, AEVCTBYIOLLMA B Ka4eCTBE MEXCETEBOro LUt03a, 3a4acTylo Takke AEeWCTBYeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CceTeBOM 3alnTbl. MexceTeBOoW LUM3 YacTo CBSA3aH Kak C
MapLLPYyTM3aTOPOM, KOTOPbIA pacrno3HaeT, Kyaa HanpaenaTb NAKeT AaHHbLIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMI03, TaK 1 KOMMYTaTOPOM, KOTOPbI NPeaoCcTaBnsieT UCTUHHBLIN MapLUpyT B U 13

MeXXCeTeBOoro w3a gnd AgaHHoro nakeTra.

H.264 - 370 MexayHapoAHbI CTaHAAPT KOAMPOBaHMA ayavo M BUMAEO, (Apyroe HassaHue
'MPEG-4 part 10' nnn AVC (Advanced Video Coding)). [aHHbI cTaHOapT COOAEPXUT psif, HOBbIX
BO3MOXHOCTEN, MNO3BONSAILINX 3HAYUTENbHO MOBLICUTL 3PMEKTUBHOCTL CXKaTUs BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), o6ecneunBas Takke
6onbLyto MrMBKOCTb NPUMEHeHUs B pa3HOobpa3Hbix ceTeBbix cpedax. Micnonb3yeTtcs B LMPOBOM

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepna4m runeprekcra) - ato Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeguna cannamn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npotokonos TCP/IP. B gaHHOM npoTtokone nobor naket nepegaeTca 4O NOnyyYeHus

nogreepXxgeHma o ero npasuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awMwéHHbIN NPOTOKON nepegadun
runeprekcTa) - pacwupeHme npotokona HTTP, nopgaepxmBatowee wudposaHmne. [daHHbie,
nepefaBaemble Mo npotokony HTTP, «ynakoBbiBaloTCA» B KpunTorpaduyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa 3TUX AaHHbIX. B otnuune ot HTTP, ana HTTPS no

ymonyaHuio ncnonbsyetca TCP-nopt 443.

Hub / CeTeBOW KOHLEHTPATOP - CETEBOM KOHLEHTPATOP UCNONb3YeTCs AN NOAKMYEHNS
MHOIOYMCMEHHbIX YCTPOMCTB K ceTn. CeTeBON KOHLEHTpaTOp NepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrA4a Kak KOMMYTaToOp TONMbKO nepedaeT OaHHble B YCTPOMCTBO, KOTOpoe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTeBo NpPOTOKON ynpaBRsOLWMX
coob6LweHun) - ceTeBon NPOTOKON, Bxoaswmin B ctek npotokonoB TCP/IP. B ocHoBHoMm ICMP
ncrnonb3yeTca And nepegadn coobuieHnn o6 owmbkax M OpYrnx MCKMIOYUTENbHBIX CUTyauusx,
BO3HUKLUMX MNPV Nepegave AaHHbIX, HAaNnpuMep, 3anpalnBaemas ycryra HegocTyrnHa Unm XocT unm

MapLpyTn3aTop He oTBe4aloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 cemencTBO cTaHAapToB AN 6eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctv 1 wunu 2
M6ut/cek Ha nonoce 2.4 Tu. CtaHgapt xe 802.11b 3agaeT ckopocTb nepegayn AgaHHbIX 11
M6wuT/cek Ha nonoce 2.4 [Tu, B To BpemMsa kak ctangapt 802.11a no3sonsdeT 3agaTtb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouHasa pasBepTka - 3TO BMOEO3aNUCb CO CKOpOCTbio 50
n3obpaxeHnin (HasbiBaeMbIX NONSAMMN) B CEKYHAY, N3 KOTOPbIX Kaxable 2 nocneaoBaTesibHbIX Nons
(nonykagpa) 3atem obbeauHswTca B 1 kagp. YepeccTpodHas passepTka Obina paspaboTtaHa
MHOrO JIeT Ha3aj 41 aHanoroBoro TeneBnaeHUs N 40 CUx Nop WKpoKo npumeHsieTcs. OHa gaet
xopowme pesynbTaTbl NPU NPOCMOTPE ABWKEHWS B CTaHOAPTHOM M300pakeHun, XOTs Bcerga

CYLLLECTBYET HEKOTOPOE UCKaXKeHNe N300paKeHNs.

Internet Explorer (IE) - cepusa 6pay3epoB, paspabaTbiBaemasn kopnopaumen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbix cuctem cemernctea Windows. Aensietca Hanbonee

LUMPOKO MCnonb3yembiM Be6-6pay3epom.

IP 66 (Ingress Protection) - aTo cTaHgapT 3awmTbl 0060pya0BaHUSA, KOTOPbIA ONUCLIBAET
nbine- 1 BRaro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas undpa obo3HavaeT ypoBEHb
3aWmnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, undpa 6 o6o3HavYaeT NOMHOE UCKNIOYEHME

nonagaHunA I'IbIJ'II/I). BTOpaﬂ LlM(bp& obosHavaeT YpOBE€Hb 3alnTbl OT nonagaHuA KUAKOCTEN
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(Hanpumep, undpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NP BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa - uUudpoBas BuaeoKamepa, OCOBEHHOCTbIO KOTOpOW SBMAETCS nepeaaya

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beaMHeHHOM rpynnbl
aKkcneptoB B obnactu doTtorpachmn) - oavH M3 NONYNsipHbIX rpaduyecknx opmaTos,
NPUMEHSEMbIA ON1s XpaHeHns hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HAaCTPOMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6Gonee Hu3koM koadppuuneHTe cxatms (T.e. CaMOM BbICOKOM KadecTBe)
yBenuumBaeTcs obbem dpainna, CylecTBYET BbIOOpP MexXay KayecTBOM M306paKeHus n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) - 3T0 Mepa namepeHnsi CKOpoCTU NOTOKA AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO BUTOB NPOXOANAT 3aaHHYH TOYKY.

LAN (Local Area Network / JlokanbHas BblYUMCnIUTENbHaA CeTb) - KOMMbIOTEPHAs CETb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYKD TEPPUTOPUIO NN HEBONbLUYD rPyNny 34aHUA

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpaguyeckyto 30Hy.

Lux / Jlrokc - eavHuua uamepeHus ocselleHHocTn. OnpeaensieTcsl Kak OCBEeLLEHHOCTb
NOBEPXHOCTU Nnowiaabio 1 KB.M. CBETOBbIM MOTOKOM 1 noMeH. Mcrnonb3yeTtca anst 0603HaveHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-apgpec (Media Access Control address / AnnapaTHbIn agpec yCTpoucTBa) - 9TO
YHUKanNbHbIN NOEHTUUKATOP NPUCOEANHEHHONO K CETU YCTPOWUCTBA UK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb HAa KOTOPOW BUTbI NPOXOAAT 3afaHHYH0 TOYKY. OTOT napameTp 06bIYHO
ncnonb3yeTtcs, 4ToObl nNpeactaBuTb “CKOpPOCTb” ceTw. JlokanbHasa ceTb AormkHa paboTtatb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) - nokagpoBbli MeTon BMAEOCKaTusi, OCHOBHOM OCOOEHHOCTbBIO
KOTOPOro SBNSAETCS CXaTue KaKOoro OTAENbHOro Kagpa BMAEONOTOKa C NMOMOLLBI anroputMma
cxkatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG mexkagpoBas pasHuua He

YYNUTbIBAETCA.

MPEG-4 - 3T0 MexayHapOAHbIN cTaHa4apT, MCMoMnb3yeMbli MPEMMYLLIECTBEHHO OIS CXKaTus
undcpposoro ayamo u Bugeo. CrtaHpgapt MPEG-4 B OCHOBHOM wucnonb3yeTcs AN BewaHus
(noTokoBOE BMAEO), 3anucK UNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LUIMPOKOBELLLAHUSI, B KOTOPbIX aKTUBHO MCMOMb3yeTcs cxxaTve LMdpPOoBbIX BUAEO U 3BYKA.
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Multicast / FpynnoBas nepepaya — cneunanbHasa popma LWNPOKOBELLAHUS, NPY KOTOPOW

KOMMM nakeToB HanpaensawTca onpedenéHHoMmy MNOAMHOXeCTBY agpecaTtoB. Hapsagy c
NPUNOXEHUAMW, yCTaHaBMMBaKOLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLLECTBYIOT TakMe NpunoxeHus, rae tpebyetcs, 4ToObl MCTOYHMK NoOcbinan nHdopmMmaumo cpasy
roynne nonydatenen. [Mpu TpaguumoHHon TexHonorun |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaunn npeacraenseT cobon pacwmperne IP-
agpecauumm, No3BoNAKoLLEe HAanpaBUTb OOHY KOMUIO NakeTa cpasy BceM nonydarensm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAyYatoT TOMNbKO YreHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnsieT psag CyLEeCTBEHHbIX NPEUMYLLECTB N0 CPABHEHUIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, AobasrneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne nponyckHOW CNOCOBHOCTU ceTU. 3HaYnUTENbHO COKpallaeTCs Harpyska
Ha nocbinalvwWwun cepBep, KOTOpbIi OGonblle He [OOMKeH noadepXmBaTb  MHOXECTBO

ABYXCTOPOHHUX COeAUHEHWIA.

Ana peanusaumn rpynnoBoM agpecauun B fOKanbHOW CeTu HeobxoaouMmbl: MOoAAepKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
OnNs OTNpaBKK 3anpoca 0 NpUCcCoeMHEHMM K rpyrnne 1 NonyvyeHumn rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEHWEe, UCMonb3ylolee rpynnoBy agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorma «MynbTukacT» mcnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxmBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecos asnstotca 224.0.0.1 — apgpec rpynnbl, BKAYawwen B ceba Bce ysnbl
nokanoHonm cetun, 224.0.0.2 — BCe MapLpyTM3aTopbl fOKanbHON ceTu. [uanas3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLIpyTU3auunm u  Opyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NOJAepXXku rpynnoson agpecaumn. OcTanbHble agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  NpunoxeHmsmu. Ha  cerogHAWHWN  OeHb  BOMbLIMHCTBO
MapLLpPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspelatowas IGMP

MPOTOKOM UM MYIbTUKACT).

NTP (Network Time Protocol / lNpoTOKONn CUHXPOHM3aALUU BpPEeMeHU) - ceTeBOwn
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHu C ucnonb3oBaHueM ceter. NTP ncnonb3dyeT ansa ceoeu

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) - craHgapt NTSC
SIBNSIETCH TENEBM3MOHHbLIM 1 BuaeocTaHgaptom B CLUA. CtangapT NTSC goctaenseT 525 cTpok B

kagpe Ha 30 k/cek.
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ONVIF (Open Network Video Interface Forum) - oTpacneBon ctaHgapT, onpenensowmnn

NPOTOKOMbl B3aUMOAENCTBUA TakMX YCTPOWCTB, Kak IP-kamepbl, Buaeopernctpatopbl U CUCTEMBI
ynpaeneHna Buageo. MexayHapoaHbeli  ¢opyMm, CcO34aBlUMKA  AdaHHbIA - cTaHdapT, OCHOBaH
kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTkn U pacnpoCTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CeTEBOro BUAEeOoHabnioaeHus.

PAL (Phase Alternating Line / TeneBu3anoHHbIn cTtaHpapT PAL) - TeneBU3NOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarwolimm TENeBM3MOHHLIM CTaH4apToM B cTpaHax Esponsbl.

TeneBunanoHHbIn ctaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NMutaHue yepe3 Ethernet) - TexHonorus, nossonstoLlas
nepegasaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JEKTPUYECKYIO 3JHEpruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / Mopt - waeHTUMUUUPYEMBIA HOMEPOM CUCTEMHBIA pPEeCypc, BbloensieMbln
NPUOXEHMWIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3W C MNPUIIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTeBbIX XOCTax (B TOM YMcne C APYrMMU NPUNOXKEHNSIMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CepBEPHON MoAeNnun npunoxeHne nnbo oxuaaeT BXOASAWMX OaHHbIX
WNn 3anpoca Ha CoeauHeHue («cnywaeT nopT»), NMbGo nocbinaeT AaHHble WUNKU 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTokon AByXTOYE€YHOro COeAMHEHUA) - MPOTOKOS, NO3BOMSOLNA NCNONBb30BaTh
WHTepdenc nocrnegoBaTenibHON Nepegayvn Ansi CBA3W Mexay OBYMS CeTeBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK k cepeepy NocpeacTBOM TeNEOHHON SIMHUN.

PPPoE (Point-to-Point Protocol / [lpoTokon coeguHeHnAa "Touka - TOYka") - NPOTOKON
Ons  nogknioyeHnsa  nonb3oBaTenen cetn  crtaHgapta Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHeHne, Takoe kak nimHma DSL, 6ecnpoBoaHoe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4atb OOCTYNn C WHAMBMAOYaNbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTSAM
AaHHbliX. O6beguHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTUBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yOANEHHbIM CEpBEPOM

ONAa KaXXgoro nosib3oBaTternd.

Progressive scan / lporpeccuBHoe CKaHUpPOBaHUE - 3TO TEXHOMNOMMS NpeacTaBreHns
KagpoB B BuAeoHabnoaeHuu, Npyu KOTOPOW Kaxabl Kaap BOCMPOM3BOAUTCA NO OAHOW NIMHUKU B
nopsigke WX pasMeLleHns Kaxayw LWecTHaguaTylo [OM  cekyHabl. To ecTb cHadvana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyyae nNONHOCTbIO McyesaeT 3pdeKkT MepuaHus, No3ToMy

Ka4yeCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKM.
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RJ45 - yHuuUMpoBaHHbIA pa3béM, UCMONb3yeMbll B TENEKOMMYyHMKauusaX, mvmeeT 8

KoHTakToB. MicnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnem 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTtnusaTop — 3TO YCTPOWCTBO, KOTOPOE onpepensder TOouKy Onvkanwen
CeTn, B KOTOPYI MakeT AaHHbIX AOSMKEH OblTb HanpaBreH Kak B CBOW OKOHYATESNbHbIA MYHKT
HasHayeHuns. MapwpyTnsatop cosgaet w/unu  noagepXxuBaeT  cneumanbHyro  Tabnuuy
MapLUpyTM3aLmm, KOTopas COXpaHsaeT MHAOPMaLUMo, Kak TONbKO OHa AoCTuraeT onpederieHHbIX
MyHKTOB HasHayeHusa. WHorga maplpytu3aTop BKMAKYMEH B KayecTBe 4YacTu CeTeBOro

KoMMmyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXUMe peanbHOro
BpeMeHU) - 310 npoTokon IP ana nepegayn gaHHbIX (Hanpymep, ayouvo unv Bugeo) B pexume
pearnbHoro BpemeHu. MNpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, Heobxoanmble Onis
BOCCTAHOBIIEHUSA rofloca unu BuaeonsobpaxeHns B NPUEMHOM y3rie, a Takke [aHHble O Tune
kogupoeanusa nHdopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarwTcs BpEMEHHas MeTka U HoMep nakeTa. OTW napameTpbl NO3BOSIAOT NPU MUHUMAbHbIX
3agepxkKax onpegenutb MNOPSAOK M MOMEHT [OEKOAMPOBAHUS KaxKOOro naketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kayecTBe HuxXenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepesayM NOTOKOB B pexume
peanbHOro BpeMeHMu) - 3TO NPOTOKOS yNPaBreHUsl, KOTOPbIA CIY>XUT OCHOBOW Afsi COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOoroagpecHom nnn ogHoagpecHon nepegayn u ans
cornacoBaHus ucnonb3yembix kogekoB. RTSP MoXxHO paccmaTpmBaTh Kak nynbT AUCTaHLMOHHOMO
yrnpaBneHnss NOTOKkaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm mynbTumeana. Cepsepbl RTSP
00blYHO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO npoTokona Ans nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatym tuna SD) - cdopmat kapTbl pnaLu-
namsaTn, paspaboTaHHbIA ONA UCMONb30BaHWA B OCHOBHOM B MOPTATUBHLIX YCTpowcTBax. Ha
CErofHSAHMN OeHb LMPOKO WUCNONb3yeTcss B  UU(POBbIX YCTPOWCTBax, Hanpumep: B
doToannapartax, MobunbHbix TenedgoHax, KIIK, kommyHukaTopax wu cmapTtdoHax, GPS-

HaBuUratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbLIN 3aTBOP — 3TO 3rEMEHT MaTpuubl, KOTOPbIN MO3BONSAET
perynupoBaTb BpEeMS HaKOMIEHWs JreKkTpuyeckoro 3apsga. OTa [JeTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM U KONMMYECTBO CBETA, MONaBLLIEro Ha mMatpuuy nepes opmMmpoBaHuem

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepega4yv MNOuYTbl) -

npotokon SMTP wucnonb3dyetcss Onsi OTCbUIKM M MONYYEHUS 3NEKTPOHHOW nouyTbl. OaHako
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NOCKOSTbKY OH ABRSeTCA “NPOCTbIM” MO CBOEW CTPYKTYpPE, TO OH OrpaHU4YeH B CBOEN BO3MOXHOCTHU

Mo BMECTMMOCTM COOOLLUEHMIA Ha MOMyYalroLem KOHUE, U OH OObIMHO MCMONb3yeTcs C OAHUM U3
OByX opyrmux npotokonios, POP3 unu NnpoTOKONOM MHTEPaAKTUBHOMO AOCTYNa K 3MEeKTPOHHOM noyTe
(npoTokon IMAP). 3Tu NpoTOKOMbI NO3BOMSIOT NOMb30BATEN0 COXPaHATb COOBLLEHMSA B MOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [lpoTokon 3awuweHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3T ABa NpoTokona (npotokon SSL asnsaeTtca
npueMHukom npotokona TSL) gaBnsawTcAa  Kpuntorpaduyeckumn npoTOoKOoNamu, KoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblunHCTBE cnyyaes npoTokon SSL ucnonb3yetcs
yepes npotokosnt HTTP, 4to6bl chopmmpoBaTb NPOTOKON 3alMLWEHHON Mepegayvn runeprekcra
(npotokon HTTPS) B kauecTBe MCMNOMb30BaHHOIO, Hanpumep, B VHTepHeTe And ocyLleCcTBNeHns
(PMHAHCOBLIX TpaH3akKUU B 3nekTpoHHoM Buae. [lpoTokon SSL wmcnonb3yeT cepTudukaTthl

OTKPbLITOro KpUNTOrpadOnyeCcKoro Krto4a, YTobbl NOATBEPXKAATh UAEHTUYHOCTL CEpBepa.

Subnet mask / Macka nogceTu - 6utoBasi Macka, onpeaensoLlas, kakasi YacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTu, a Kakas — K aapecy camoro y3na B 3Ton cetu. Hanpumep,

y3en c IP-agpecom 192.168.0.99 1 mackon nogcetun 255.255.255.0 Haxoautca B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpOM SBISIETCS CETEBOE YCTPOMCTBO, KOTOpOe
COeNHSAET CerMeHTbl CETU BMECTE U KOTOpPOE BbibMpaeT mMapLupyT A5 NepPechIsikn YCTPONCTBOM
OaHHbIX K ero onwkanwemy nonydatento. OBbIYHO KOMMyTaTop gABngeTcA 6ornee npocTbiM n
bonee ObICTPbIM MEXaHU3MOM, YeM CETEBOW MapLupyTusaTop. HekoTopble KOMMYyTaTopbl UMEIOT

hyHKUMIO MapLLpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHuss nepeaayen) - oouH u3
OCHOBHbIX CEeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbI ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCMNOPTHbLIN MeXaHu3M, NpefocTaBnstowmm
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeMHEHWS, 3a CHET 3TOro AaloLmii YyBEPEeHHOCTb
B AOCTOBEPHOCTU NOSlydaemblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX W yCTpaHseT AybnupoBaHue npu nosydyeHun OBYX KOMWMK OAHOro nakerta (CM.
Takke T/TCP).

TTL (Time to live) - npegenbHbIN NeEpUoOL BPEMEHU UITM YUCIIO UTEepaLuin nu nepexoios,
3a KOTOpbIN Habop AaHHbIX (MakeT) MOXeT CyllecTBOBaTb A0 CBOEro UCHE3HOBEHWS. 3HayeHue
TTL MmoXeT paccMmaTpumBaTbCs Kak BEPXHASA rpaHuLa BpeMeHU cylecTBoBaHusA IP-gentarpammel B
cetu. lNone TTL ycTtaHaBnvBaeTcs oTnpaBuTenemM gentarpaMmmbl U YMEHbLUIAETCSH KaXablM Y35IOM
(Hanpumep,  MapLIpyTU3aTOPOM) Ha NYTW ero CrnefoBaHUsA, B COOTBETCTBUM CO BpeMEHeM
npebblBaHUs B [OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL

CTaHOBUTCA paBHbIM HYJ1HO OO0 TOro, Kak ueﬁTarpamma an6y,c|,eT B MYHKT Ha3Ha4eHWUA, TO TaKad
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agentarpamma oTbpacbiBaeTcss M oTnpaBuTento otcebinaetca ICMP-naket ¢ kogom 11 —

«npeBbILueHI/Ie BPEMEHHOIo NHTEpBana».

UDP (User Datagram Protocol / [poTokon gentarpamMmm nonb3oBaTens) - 3T0 NPOTOKOJ
obMeHa [OaHHbIMM C OrpaHUYeHMSIMM Ha NepecbliaemMble AaHHble MO CEeTU, MWCMOMNb3yHLLEn
npotokon IP. TlMpotokon UDP gBnsetca anbTepHaTuBon npotokony TCP. [Mpeumyliectso
npotokona UDP coctout B TOM, 4TO Ansi Hero HeobsasaTenbHa AoCTaBka BCEX AaHHbIX M
HeKoTOpble NakeTbl MOryT ObITb NPOMYLLEHbI, ECIN CETb NeperpyxeHa. 1o 0cobeHHO yaobHO npu
nepegaye BuageomaTepuarnoB B peXume pearnibHOro BpeMEeHW, MNOCKOMbKYy He MMeeT CMbicra

MOBTOPHO NepeaaBaTh YCTApeBLUYIO MHOPMaLIMIO, KOTopas Bce paBHO He ByaeT oToGpaxeHa.

UPnP (Universal Plug and Play) - TexHonorns, no3sonswowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 06opyaoBaHuIo,
pasBriekaTenibHbIM  YCTPOMCTBAM WM  UHTEPHEeT-LUNn3aM) CoeauHATbCAa  Mexay  cobon
aBTOMaTMyeckn n pabortatb COBMECTHO 4vepes3 eauHyt ceTb. [Mnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapToB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUyeckn noboro Tuna - Kak NpoBOAHble, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbi Ethernet, 6ecnpoBoanbie cetn Wi-
Fi, ceTm Ha ocHoBe TenemOoHHbIX NUHWUIA, NUHUIA anekTponuTaHusa u np. lMoggepxka UPNnP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EpuHbIn yKasaTtenb pecypcoB) - 93TO

cTaHdapTU3NpoBaHHbIN cnocob 3annucu agpeca pecypca B ceTun WHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHO NpoOTOKON nepeaayv AaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo ansa GSM-ceTel, roe HYXHO YyCTaHaBnMBaTb CBSA3b
nopTaTMBHbIX YCTPOMUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTenib MOBGUNBHOrO

YCTPOWCTBA MOXET 3arpyxaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep - 310 cepep, npuHumaowmn HTTP-3anpockl OT KNWUEHTOB,
00bl4HO BeG-6pay3sepor, u Bbigatowmn MM HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpanuuen,

n3obpaxxeHnem, channom, Meamna-noTokoM UnNm ApPYrMMn AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nbocnoBHO - «6ecnpoBogHas TOYHOCTb») — TOpProBasi Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» gns 6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jloboe obopynoBaHue, cooTBeTcTBylowee cTaHgapTty |EEE 802.11, moxer 6biTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus cCoOOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / becnpoBogHaa LAN - 310 6ecnpoBogHas nokasnbHasa ceTb, MCNONb3yowasa B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMOYEHME K CETU KOHEYHOrO Nofb3oBaTens.

[1ns oCHOBHOW CeTEBOM CTPYKTYPbI 0ObIYHO MCMONb3yeTcs kKabenbHOe coeguHEHME.
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WPS (Wi-Fi Protected Setup) - ctaHgapT, NnpeAHasHavYeHHbIN 45 NoslyaBToOMaTUYeCKoro

co3gaHunA 6eC|'IPOBO,EI,HOl7| JoMallHen ceTu. HPOTOKOJ'I npn3BaH OKa3aTb MOMOLLb NOJ1Ib30BATENAM,
KOTOpble HEe obnapatoT LUIMPOKNUMMN 3HaHNAMU O Oes3onacHoCTN B 6eCI'IpOBOD,HbIX ceTdax, U Kak
cnencrteme, UMerT CNOXHOCTU Npu OCyLeCTBINEeHUN HaCTpOeK. WPS aBTtomaTudeckn obo3Havaet
MMA Ccethn n 3agaet LIJVI(prBaHI/le, ana 3awutbl OT HECAHKUMOHMPOBAHHOIO A0CTyna B CeTb, Npu

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWst pasmepa daiina umndpoBon
BMOEO3anucu MocpeacTBOM  yAaneHust rpaduyeckMx SremMeHTOB, He  BOCMPUHMMAaeMbiX

4yenoBe4yeCKM rna3om.

BapudokanbHbil 06BLEKTUB — OOBLEKTMB, MO3BOMSIOLWMA MCMOMb30BaTh pPasfnyHble
bOoKyCHble pacCTOsiHUSi B MPOTMBOMOMOXHOCTE O0ObEKTUBY C  (PMKCMPOBAHHBLIM  (DOKYCHbLIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butas napa - Bug kabens cBsian, npeacTaBnsieT cobov oAHy WM HECKONbKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLIThIX MIACTUKOBOW O0GOMOYKOMN.
CBvBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIENbO0 MOBbILEHUS CTEMEHW CBA3M Mexay cobol
NPOBOAHMKOB OAHOW Napbl (3NEKTpoMarHuTHasi moMexa OfIMHAKoBO BNUsieT Ha oba npoBoaa napbl)
N MOCNEAYIOLWEro YMEHbLUEHNUS 3NEKTPOMArHUTHbLIX NMOMEX OT BHELUHUX WCTOYHWMKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve umcbcbepeHumaanblx CUrHanos.

Bbigepxka - MHTepBar BpPEMEHWU, B TeYEHMe KOTOpPOro CBET BO3[AENCTBYET Ha y4acTok
CBETOYYBCTBUTENBLHOMO MaTepuarna Wi CBETOYYBCTBUTENbHOW MaTpuubl ANs COO6LeHUs emy

onpenenéHHon aKcnosnunn.

[eTekTop ABMXKEHUA - 3TO annapaTHbIn NGO NPOrpamMmHbI MOAYIb, OCHOBHOW 3agadven

KOTOPOro ABndeTcs o6Hapy>|<eHme nepemMeLlarlnxca B none 3peHnd Kamepbl OOBbEKTOB.

[eTekTop cabotaxa — 9TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONSEeT ObHapyxuBaTb
TakMe cuTyauuu, Kak: pacdOoKyCupoBKa, NEPEKpbITUE WU 3acBeYnMBaHME U300paKeHns, OTBOPOT
Kamepbl, 4YacTuyHas notepst curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHW W3MEHEHMS KOHTpacTa foKamnbHbiXx obnacten kagpoB W3 BMAEONOTOKA,
nony4aemoro c Tenekamepbl-getekropa. [Jetektop caboTtaxa aBToMaTtuyecku BolbvpaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOAMMO OUEHMBaTb M3MEHEHME KOHTPACTHOCTU BO BPEMEHU WU, ecrnv
N3MEHEHME KOHTPACTHOCTM B 3TUX obGnactax npesBblllaeT HEKOTOPbI OTHOCUTESbHbIA MNOPOT,

NPUHNMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Owacdparma (ot rpeuy. didphragma — neperopopaka) - 370 OoTBEpCTUE B 00BbEKTUBE
Kamepbl, KOTOpoe perynupyeT KONMuMYecTBO CBeTa, nonajawlwero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LUEnbld psad nokasaTtenen, BaXHbIX A5

nonyvyeHmna Ka4eCTtBeHHOro M306pa)KeH nd.
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[loMeHHOEe uMsA - 3TO onpefeneHHas GyKBeHHasi nocrneaoBaTenbHOCTb, 0603HavaLas

nMma canTta unu ncnonbldyemad B UMEHaX JJIEKTPOHHbIX MOYTOBbIX ALLUMKOB. ﬂOMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTepPHEeT-y3r0oB U pPacroJyioOXEeHHbIX Ha HUX CETeBbIX pecypcoB

(Beb-cantoB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx6) B ygobHOM ansa yenoseka hopme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTtBo, obecneymBarollee NOACBETKY oObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa “gaeHb/HOYbL” - 3TO BUgeoKamepa, npegHa3HavyeHHas ans paboTbl KpyriocyTO4HO
B pa3HbIX YCNOBUSX OCBELLEHHOCTU. B ycrnoBusix sipkon ocBeLLeHHOCTU n3obpaxeHue uBeTHoe. B
TeMHOe BpeMsi CyTOK, KOrga SipKMii CBeT nponagaeT, M HauvyMHalTCs CyMepku, n3obpaxkeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4yero noBbillaeTcA YyBCTBUTEJIbHOCTb.

Kopek - B cucremax cBsisau kogek aTo obbl4HO Koaep/aekopep. Kogekn mcnonb3ytotcsa B
WHTErpMpoBaHHbIX LENnsaX WM MUKpocxemax pAns npeobpa3oBaHVs aHanoroBbiX BUOEO- U
ayamocurHanoB B umdpoon dopmat ana nocnegywouwen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UNMPOBbIE CUrHambl B aHanorosbii ¢opmat. B Kogeke ogHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHWs aHanoroBoro curHana B UMdpoBon M LMPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBCH K KOMNpeccumn/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HA4YaeT anropmTM NN KOMMbIOTEPHYHO NPOrpaMmy Anst YyMeHbLUeHUst obbema

dhainos 1 nporpamm.

HOpMaanO 3aMKHYTble KOHTAKTbIl - Takad KOHCTPYKUUA OaTyMKa, KOTOpada B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbI€E.

HopmanbHO pa3soMKHyTble KOHTaKTbl - Takasi KOHCTPYKUMSI [aTymka, KoTopasi B

NnacCMBHOM COCTOAHUN UMEET PA3OMKHYTbI€ KOHTAKTbl, @ B dKTUBHOM — 3aMKHYTbIE.

O6G1bLEeKTUB - 3TO YacTb ONTUYECKON CUCTEMbI BMOEOHabMoaeHNs, NnpeaHa3HadYeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHOWweHMne curHan/wym - YUCNEHHO OnpeaenseT COoAepXKaHWe napasvTHbIX LUYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLWIEHMSA curHan/wym ans

BuageocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUI nmeeT V|306pa>|<eHv|e.

Mukcenb - 3TO 04HaA U3 MHOXECTBa TOYEK, COCTaBMsALWMX LmdpoBoe n3obpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmkcesra coctaBndeT KpOoLleYHyto obnactb I/I306pa)KeHVIF|.

Mpokcu-cepeep (Proxy - npeacrtaButenb, YNONMHOMOYEHHbIN) - cnyxba B
KOMMbIOTEPHbIX CEeTAX, MO3BOMANOLWAA KIWEHTaM BbIMOMHATb KOCBEHHbIE 3anpocbl K ApYyrum
ceteBbIM crnykbam. CHayana KnNMeHT MOAKMIYaeTcs K NPOKCU-CepBEPY U 3anpalnmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NMBo nogknovaeTcs K

yKazaHHOMY cepBepy M Mony4yaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COBGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BONSIET 3almLLaTh KNNEHTCKNI KOMMbKOTEP OT HEKOTOPLIX CETEBbIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMEHTa.

MpoTtokon - cTaHgapT, onpegenswowmi noegeHne yHKUMOHaNbHLIX 6G510KOB MNpwn
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, onpeaenstowme nocrneagoBaTenlbHOCTL W
dopmaTt COOOLLEHU, KOTOPbIMW OOMEHMBAKOTCSI CETEBbIE KOMMOHEHTbI, Nexalue Ha OOHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspelueHne M306paxkeHUst - 3TO KONMMYECTBO NUKCENen (ToYek) Ha eauHuLy nnowaau
n3o6paxeHusi. MamepsieTcss B Meranukcensix unv otobpaxaeTtcs B BUAe ABYX BENMUYMH — BbICOTbI U

LUMPUWHBI N306paxeHus. BeicoTa 1 WpuHa Takke B JAaHHOM CryYae U3MepsitoTCsi B NMUKCENSIX.

PyyHasa auadparma - npoTMBONOMOXKHOCTL aBTOMaTMyeckon gmadparmel, T.e. HaCTponka
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYHO AONS perynMpoBKM KONM4YecTBa CBETa,

AJocTurarowiero 4yBCcTBUTESIbHOIO afieMeHTa.

CBeTocuna o6bEKTUBA - 3TO XapaKTepucTuka, nokasbiBaoLlas, Kakoe KonmM4yecTBo cBeTa
cnocobeH nponyckaTtb AaHHbI 00bekTnB. Yem OGonblle MakCUMarbHbI OnamMeTp OTKPbITON
anadparmMbl (MnM, COOTBETCTBEHHO, YeM MeHble F-4ncno), Tem Gornbluee KOnMMyecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npu CUMMITEKCHOW CBSI3W CETEBOM Kabenb WM KaHam CBA3N MOXET

MCNonb30BaTbCA AJ14 nepeaavn I/IHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasiieHnn.

YnuyHas Bupeokamepa - 3TO kamepa BuaeoHabnoaeHusi, kotopasi obragaeT Bcemu

HeobxoaAnMbIMUK XapakTepnuctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl And pa6OTbI Ha ynuue.

LiBeTHas Buageokamepa - 37O Kamepa, KOoTopas QfaeT uBeTHoe u3obpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyvYeHus UBETHOro nsobpakeHus
BO3MNe KaXKAOW A4Yerkn MaTpulbl OpMUMPYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHy0 COCTaBNAOLLYIO LiBETA, BTOPOW 3€EHYI0, @ TPETUIN CUHIOK. Taknm obpasom, Tpu SYenkm
CTaHOBATCS OAHOWM Toudkon B uBeToBOoM dpopmate RGB. CnegoBaTtenbHO, BMECTO TpeX MUKCenen

Ha pe3ynbTupyroLlemM |/|3o6pa>i<eva| Mbl noNly4aeM TOJ1IbKO OAUH.

AnekTpomexaHnyecknn WUK-cbunbTp — npencraBnsaetr cobon YCTPOMCTBO, KOTOpOEe
CrnocobHO B OAHOM pexunme noaaBnsiTb MHPaKpaCHbIM Anana3oH npu NOMOLUM UHpakpacHoro
NK-punbTpa, a B apyrom pexmume VK-cunbtp ybrpaeTca anekTpoMexaHuyecku, Takum obpasom,

aenasa AOCTYNHbIM BECb CNEKTP CBETOU3NTYYEHNA.
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